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Eva, how can | increase the
security of my accounts?

[Enable 2FA!

But what happens, if | lose my
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2 Tasks:
1. 2FA Setup 2FA Setup
@ — Second factor: SMS, Mail, App

— No additional backup
2. Access without second factor
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2 Tasks:
1. 2FA Setup Access without second factor
@ — No access to backup codes
— But: Access to emall
2. Access without second factor — Login screen, Websites FAQs,

Google
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2FA Setup

(How) do popular services communicate the
Issue of losing the second factor to their users?
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Cues during 2FA Setup Sl L S

Security Settings

O Q x Q { https// example.com/ settings j (q )

uuuuuuuuuuuuuuuuuuuuuu

Three different cues:

Account Security Notifications

—— _Add Backu|
1) Hlnt 402008 402008 4] p l Hint J

New Passwordl | YOu can use the alternatives if
you do not have access to your
authenticator app.

Repeat new P¢

Two-Factoray| Add @ backup method

046000208808 4 U Receive SMS codes

+1234567890

Authenticat -
Ok
449008

—
e ——

v
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Three different cues:

1) Hint
2) Backup possibility
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Security Settings

O Q x Q { https// example.com/ settings

] @ )

Account Security Notifications

-Add Backup

Password
409008 409008 44

New Passwordl  YOU can use the alternatives if
you do not have access to your

Repeat new P¢ .
authenticator app.

Two-Factoray| Add @ backup method

C Backup j

%

*ei ettt 4 Receive SMS codes
SMS-Auther
+1234567890

v
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Three different cues:

1) Hint
2) Backup possibility
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Security Settings

O w x Q uwttps://exomple.com/settings j (@ )

Account Security Notifications I

Password
400000 409000 409000 OB 449000 $0609000000004°0 $0000000000004°8

New l l
Repeat hew Password I l

Two-Factor-Authentication CD
4419000 4419008 4019008 BB 400006 $004590000900848
SR 40208 RO 46 SIS AL r Backup )

SMS-Authentication OO

400008 449006 4419006 BB 440006 0044090000000045

Authenticator App cO

409008 4019008 409000 V0L 400000 $0049000090084%
00549000000084/8 449006 800 006 00084408 290848

v
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Three different cues:

1) Hint
2) Backup possibility
3) Force

makeameme.or
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Security Settings

{} { https:// example.com/ settings

] @ )

Password
4012008 400008 41|

New Password

Repeat new Pa

Two-Factor-Aut

400008 4400008 441
$000-9000090034/8 44

SMS-Authen!

440008 400008

Authenticatol

Account Ca Nl ntifiratinne I

“—SAVE CODE!N!

Your Backup-Code is:

00549000090034/8 440004 0B 006 9005844008

4405008 4405008 4400008 B0 449000 $449000000004 0

72004848 10000000448 004 2004 % €08 VS04

have to download your
Backup-Code.

Before you can continue, you

Force j

4400008 4409000

$04849000094034%

440006 808 006 0005344008 0400848

v
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Cues during 2FA Setup
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Three different cues:

Account Security Notifications

-Add Backup

kil New Password]  YOU can use the alternatives if
2) BaCkUp pOSSIblllty . F you do not have access to your
epeat new P4 )
3) ForCe authenticator app.

Two-Factora] Add @ backup method

400008 4090046 44

Shown in popup wosrmrrer 4 @Receive SMS codes

SMS-Auther
+1234567890

.. Or In settings ot aure

Authenticat -
‘ Ok
4409008 442008
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Security Settings

O E> x Q { https://example.com/settings ) @ )

Three different cues:

Account Security Notifications I
: Password

2) Backup possibility New L |
3) FOrCe Repeat new Password I |

Two-Factor-Authentication @

400008 409008 4400008 80D 4410000 004090000900 840

. po.puP SMS-Authentication @
Authenticator App cO

445008 4409008 4409000 0L 440000 004490000900848
00049000090084/8 4409008 00 006 €005 84400 0004840

Yy

Behavioural Security and Privacy Lab — Universitat Bonn Seite 12



: Z Fraunhofer |
uuuuuuuuuuuuuuuuuuuuuu Cues during 2FA Setup — Results FE UNIVERSITAT
‘ Used Q Not used
Hint Backup Force Shown in Number of sites
@ @ ) Popup 29
O O O . 16
@ @ ¢ Popup 15
64.1% 79.5% 20.5%

mm) Nothing a user can assume by default or rely on!

Behavioural Security and Privacy Lab — Universitat Bonn

Seite 13



T
\

= 4
~ Fraunhofer

Recovery

How well are users supported through the
services’ recovery protocol when they try to log In
but the second factor Is lost?
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Two levels of supports:

Y
Help during 2FA Recovery

Login

<3 C> x Q (Lﬂps://example.com/login j @

\
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Example.com

Login

40008 400000 400000 BOL 440006
$04490000900/34/5 G040 000848 440004

Username or Email Forgot
[usernome@mail.com I
Password Forgot
I ******************* I
2FA Code Use backup
[ Sign in I

Suggests to use
Backup

Yes No

Ba

ckup )

v
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Two levels of supports:

Help during 2FA Recovery

Link to support

=
Z Fraunhofer
FKIE
Login
c C> x {} (ﬂps://exomple.com/login j @

No — But Ul
No — Nothing

Behavioural Security and Privacy Lab — Universitat Bonn

400006 449008 449008 AL 440006

Login

$0040000000034/5 $0404-0000090084/8 450008

Username or Email Forgot
I username@mail.com I
Password Forgot
Iz* ***************** I
2FA Code

| Sign in I

INo Access to Phone?) < Link to Support)

v
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Two levels of supports:

Y
Help during 2FA Recovery
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G C> x {} { https://example.com/login

Link to support

Login

] e )

Yes — Direct form
Yes — Specific FAQ
Yes — General FAQ
Yes — Unusable

No — But Ul

No — Nothing

Example.com

Login

400008 400006 440008 AL 400006
$0049000090084/5 $500 00000000848 440008

Username or Email Forgot

I username@mail.com I

Password Forgot

I ******************* l

2FA Code

L |
l Sign in J

Behavioural Security and Privacy Lab — Universitat Bonn
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Two levels of supports:

Y
Help during 2FA Recovery
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<] Q x {} Ihttps://exomple.com/Iogin

Link to support

Login

] e )

Yes — Direct form
Yes — Specific FAQ
Yes — General FAQ
Yes — Unusable

No — But Ul

No — Nothing

Behavioural Security and Privacy Lab — Universitat Bonn

Example.com

Login

409006 400006 400008 B0L 40006
$004/0000000004/8 0040000000 000048 450008

Username or Email Forgot

[usernome@moil.com |

Password Forgot

2FA Code

L |
[ Sign in I

v
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Link to support

Suggests to use
Backup

Yes — Direct form

Yes — General FAQ

No — But Ul

Behavioural Security and Privacy Lab — Universitat Bonn
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Link to support Suggests to use
Backup

Yes No
Yes — Direct form 15 5
Yes — Specific FAQ 6 1
Yes — General FAQ 1 Y ‘,
... but specific availiable 4 1 A
Yes — Unusable 3 2 Q
No — But Ul 10 5 -
No — Nothing 10 14 (¢ D
... but specific availiable 6 14

mm) No common practice, not always equivalent to “forgot password”
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Recovery

What information do users need to provide to
regain access to accounts?
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52.6 %
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Upload ID Basic Account Info
: =,

= <]

Extended Account Info Access to mails

E & (W
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Summary \A

« No common practice in any step of 2FA Je = ok

-t
 Users are often left alone a

Open question:

* Who should be responsible?
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