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“I think we’re in this really weird state, where specific to 
smart home technology, it’s a little too basic for the IT 
technology nerds, and a little too complex for the run of 
the mill user. So, nobody’s happy.” (P29)
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Smart home devices raises privacy concerns to diverse 
stakeholders

Data log (on/off), 
location data

Audio data

Audio/video data, 
location data

Image from https://www.stuff.tv/features/best-smart-home-devices/
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Focus groups with 32 privacy-conscious power users
RQs: Challenges and ideas to make their smart home private and secure.

Mostly white (n=23), male (n=25), mid-30s (avg 36 yrs old)

n=30

n=31

n=21

Smart home device and integration platform

DNS

Advanced network management (n=16)
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Functionality 

Balancing functionality and usability

Usability

Interoperability

Customizability
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Facing trade-offs due to conflicting needs



Functionality 

Balancing functionality and usability

UsabilityHomeKit

I’m sacrificing a lot of 
potential functionality and 
incurring greater cost for 

the sake of being in a 
more private environment. 

(P13)

It [Amazon Echo] wasn’t my first 
choice for a smart device, but 

its capabilities were better than 
what I could find with my first 
choice [HomePod]. (P4)

It was a little frustrating 
because I wanted to get those 
[Nest thermostats] in HomeKit, 
which isn’t super easy to do. 

So we’ve been using 
HomeAssistant to bridge 
everything together. (P21)

Interoperability

Customizability

non-Apple 
brands

Third-party, 
open-source 
integration
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Facing trade-offs due to conflicting needs

• Walled garden
• Simple UI



Data transparency in multiple consumer touchpoint

Website App

CMU IoT Security and Privacy Label
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Information from objective sources, information about company/brand structures



In a centralized visualization tool

• Device location and status


• Device commands and controls


• Filter function is important

Visibility of devices and data

https://support.apple.com/en-us/HT210544
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“What it [HomeKit router] 
does offer is really really 
important in the sense that 
it gives you a little control 
panel where it shows all of 
your accessories, all of your 
hubs, everything. Each 
accessory has the option to 
let it communicate freely, let 
it communicate to only a 
specific subset of domains 
that are strictly relevant to 
its operation or only let it 
communicate locally.” (P19)
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Data control

“I went and just [black listed] it 
[unnecessary endpoints] from my router 

so that it can only talk within my network, 
but it can’t reach out and talk to anybody 

outside.” (P25)

Network management (white/black list) and notifications.



Consideration of non-power users
How to make these usable?



Consideration of non-power users
How to make these usable?



“How do we balance doing more of 
this [adding more devices] without 
it being a burden for ourselves? If 
something’s not working at one 
point or a burden in terms of 
privacy, we still want to make sure 
that we’re keeping our stuff private 
as much as possible in this day 
and age.” (P17) 

Policy Matters
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Thank you! Questions?

sypark@umd.edu


