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Abstract

To achieve a higher level of protection against person-in-the-
middle attacks when using common chat apps with end-to-end
encryption, each chat partner can verify the other party’s key
material via an out-of-band channel. This procedure of veri-
fying the key material is called an authentication ceremony
(AC) and can consist of, e.g., comparing textual representa-
tions, scanning QR codes, or using third party social accounts.
In the latter, a user can establish trust by proving that they
have access to a particular social media account. A study has
shown that such social authentication’s usability can be very
good; however, the study focused exclusively on secure cases,
i.e., the authentication ceremonies were never attacked. To
evaluate whether social authentication remains usable and
secure when attacked, we implemented an interface for a re-
cently published social authentication protocol called SOAP.
We developed a study design to compare authentication cer-
emonies, conducted a qualitative user study with an attack
scenario, and compared social authentication to textual and
QR code authentication ceremonies. The participants took
on the role of whistleblowers and were tasked with verifying
the identities of journalists. In a pilot study, three out of nine
participants were caught by the government due to SOAP, but
with an improved interface, this number was reduced to one
out of 18 participants. Our results indicate that social authen-
tication can lead to more secure behavior compared to more
traditional authentication ceremonies and that the scenario
motivated participants to reason about their decisions.
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1 Introduction

End-to-end encryption (E2EE) is a well-known and broadly
applied technology in messaging apps. Its implementation
helps to improve the privacy of billions of people. However,
E2EE cannot provide authenticity without the interaction of
users. To have authenticity, chat partners must ensure that
the correct key material is used, i.e., the service provider is
not tampering with the keys to mount a person-in-the-middle
(PITM) attack.

The task of comparing the key material of the commu-
nication partners, e.g., by meeting in person and showing
them, is called an authentication ceremony (AC). By correctly
carrying out an AC, users can be sure that they are talking
confidentially with the right person. However, the default in
current messaging apps is to trust the first keys given to users
by the provider without encouraging an AC [2] and inform
users when these keys change. Studies show that few users
run authentication ceremonies, and many users do not know
the cryptographic notion of authentication and how to handle
the corresponding ceremonies [3, 5].

A possible reason why few users have a reason to verify
keys is that even without verification E2EE provides a good
level of protection as mass surveillance is resource-hungry
and disincentivized for the attacker; getting caught is fairly
likely due to key-change notifications that can be noticed by
the provider or experts, e.g., facilitated by key transparency [9,
13,28]. However, targeted surveillance can still be a threat
as it is technologically possible, and the risk-benefit ratio for
the attacker could be worthwhile. Consequently, we believe
that if there is a need for authentication ceremonies, it is most
pressing in high-risk scenarios, e.g., when one is a political
dissident, a whistleblower, or a government employee. While
the single tasks that are necessary for ACs can be done quickly
and with rather low false-acceptance rates [18, 25], studies
provide evidence that current authentication ceremonies are
difficult and error prone [5,6, 17,27].

A fairly new solution for remote! authentication, “social

l“Remote” refers to a setting where the two communication partners carry
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authentication (SA)” was suggested by prior research and
leverages social networking sites as a trust anchor [8, 11,24].

The idea behind this solution is to reduce the verification
task to something users can already do and intuitively grasp.
For SA, users do not need to compare key material directly; in-
stead, they must decide which identity provider, e.g., a social
media site, to trust and recognize an already known account.
As such, users need to have knowledge about the contact
they want to authenticate and know their identifier (e.g., Al-
ice42) on the chosen identity provider (e.g., facebook.com).
Vaziripour et al. [24] tested the concept in a laboratory study
and found the approach to have good usability. They reported
that participants found the concept convenient and matched
“how participants thought of verification.” However, their so-
lution was tested under ideal conditions, i.e., without any
attackers. Nevertheless, the researchers noted that SA makes
identity spoofing and impersonation attacks possible. Cur-
rently, no work on SA in an attack scenario exists. To fill
this knowledge gap, we conducted a user lab study where we
simulated an attack scenario and compared SA to the already
established ACs of key fingerprint comparison and QR codes.

This work contributes a novel methodology for comparing
ACs and an interface to make social authentication similarly
usable as safety numbers or QR codes. We extend the existing
literature on ACs and how they are researched by testing
an attack scenario in a user study of a SA approach. We
were especially interested in the participants’ reactions toward
impersonation attacks, i.e., how often they would notice the
attack and how they would proceed with a given task.

We created a scenario that resembles, more closely than
previous work, a realistic use case for users needing an authen-
tication method. To motivate the participants to authenticate
and mimic real-world situations, they had to act as whistle-
blowers in an authoritarian regime and contact journalists.
This study design with a scenario with reasonable partici-
pant motivation allowed us to observe the entire process of
the authentication ceremonies. In contrast to Vaziripour et al.’s
study [24], which proposed a form of SA, Linker et al. [11]
formally defined SA and presented a protocol with proven
security properties. They called the protocol SOAP and de-
veloped a prototype that worked, with limitations, within the
current internet eco-system. This means our results can be
directly applied to their prototype and hopefully increase the
security of users.

During our analysis, we were guided by the following re-
search questions:

RQ1 - Detection: How resistant is SOAP to imperson-
ation attacks?

RQ2 - Reaction: How do participants react to a detected
impersonation attack?

RQ3 - Perception: What are users’ perceptions of SOAP
(usability, trustworthiness), with a focus on identity providers?

out an AC without meeting in person. Although we phrase ACs as a task for
two users, it often works similarly for more than two.

In a pilot study, nine participants used a simple interface
based on the protocol proposed by Linker et al. [11], which
was implemented as an extension to the Signal app [19]. Many
participants failed to use SA correctly when under attack.
After analyzing the results, we improved the interface and
recruited 18 participants. Although our design improved the
results so that only one participant behaved insecurely because
of SOAP, six of the lab study’s 18 participants failed to detect
a PITM for other reasons. If applied to the real world, this
would mean that they would be in danger if they were to rely
on a tool like Signal for confidentiality.

The rest of this paper is structured as follows: In Section 2,
we provide a short overview of relevant authentication meth-
ods, their shortcomings, and the concept of SA. In Section 3,
we present the user study, and in Section 4, we discuss impli-
cations and further directions for research and messaging app
developers.

2 Related Work and Background

In this section, we summarize ACs in the messaging app do-
main and related work about them to put social authentication
into context.

2.1 Authentication Ceremonies

Comparing key material, a process called authentication cere-
mony (AC), has scarcely changed in the last few years. Via an
AC, a PITM attack can be detected, e.g., if the attacker uses a
key substitution attack [6].

Material for comparison is always based on the public key,
but the visualization differs among apps [2,6]: Signal initially
displayed two public key fingerprints before changing to con-
catenation and currently displays a single safety number [14].
In addition to that, Signal also offers a QR code, which is a
different representation of the single safety number. A recent
version of Telegram (iOS 10.3.1) shows a scannable identi-
con, similar to a QR code, and a hex notation “generated from
hashes of the DH secret chat keys” [22]. During phone calls,
emojis are shown [21].

The success of an AC has its challenges. Herzberg et al. [6]
structured these as deciding that a ceremony is needed, finding
the ceremony in the user interface, executing the ceremony,
understanding the result, and acting on it.

As it is assumed and evidenced [17,26] that users struggle
with ACs, studies looked at each of the steps in the process
and tried to improve them. Vaziripour et al. [25] worked on
guiding users to the ceremony interface. With opinionated
design, they were able to lead 90% of their study participants
to the ceremony. Wu et al. [27] worked on users’ comprehen-
sion of safety number change notifications and found a need
to communicate the possible risk to users as a motivation
and basis to decide. Shirvanian et al. [18] studied whether
the comparison act itself could be a problem. They found
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evidence that in a remote setting (i.e., when users do not sit
next to each other), comparison can be an error-prone task,
mainly because users need to compare codes between two
apps on the same device, with the need to remember the code.
Tan et al. [20] and Livsey et al. [12] researched how different
visualizations impact the comparison act. Although Livsey
et al. found that their participants did not make many mis-
takes, Tan et al. found that visualization can greatly impact
the outcome in an attack scenario, with success rates for the
attacker varying between 6% and 72%. All these studies and
the methods used rely on the same AC principle: a direct man-
ual exchange and comparison of key material to authenticate
the communication partner. As described in the next section,
social authentication relies on a different principle.

2.1.1 Social Authentication

In the literature, two different topics are referred to as so-
cial authentication. According to Jain et al. [7], SA describes
when Alice wants to log in to a service and another user, Bob,
who is connected to Alice on the (social media) platform,
is asked whether they are allowed to. This can be triggered,
e.g., as a step in a risk-based authentication scheme. How-
ever, Vaziripour et al. [24] described SA as an AC completed
through “social media.” In SA, public key material is dis-
tributed through a social media provider. In this paper, we
refer to this second notion of SA as an AC.

Concept With this AC, the challenge of the ceremony is
shifted from selecting a secure channel, exchanging the key
material, and comparing the fingerprints to deciding what
provider to trust and recognizing an identifier.

An early application where this notion of SA is in place
is Keybase. On Keybase, a user can provide proof of having
access to an account by posting material on it. Afterward,
other Keybase users can decide whether proof of access to
that account is enough for them to identify the person [8].
Vaziripour et al.’s [24] proposed system is very similar. The
researchers envisioned that Signal users would log in to their
social media accounts during configuration, and the public
key material would be posted there. Similar to the scheme
utilized by Keybase, this would allow observers to see the
material. For example, if Alice wants to check whether the
E2EE on Signal is PITM-free and authentic, they could check
whether Bob has provided a reference account on a trusted so-
cial media platform, in the following called identity provider
(IdP). As the key material is posted online, it can be compared
automatically and asynchronously. The decision Alice has to
make is whether they trust the IdP and whether the account
provided by Bob belongs to the person they want to contact.

Studies Vaziripour et al. [24] tested their idea in a lab study
(21 participant pairs) and an online survey (N=421). They
let the participants communicate via Signal and, if needed,

guided them to the AC. Here, the participants were able to
choose between three verification methods: social media (so-
cial authentication), in person, and phone call. The partic-
ipants were allowed to choose from all three methods and
were asked to use the remaining two after selecting one. The
researchers found that the social media verification method
had the best Single-Ease-Question (SEQ) score but was less
trusted than the in person and phone call methods. Addition-
ally, the participants chose the in person method first (n=20)
more often than the social media method (n=12). The average
configuration time of the social media method was 2 minutes
and 32 seconds. On average, verification (which, in this case,
meant looking at profile names and pictures) took 34 seconds.
Varziripour et al. concluded that social media was not per-
ceived as a highly trustworthy provider of authentication, but
the participants liked the asynchronicity, that it worked re-
motely, and that it was partially automated. As the challenge
of the AC changes, so does the attack surface. The participants
in Varziripour et al.’s study mentioned the attack vector of
fake profiles, which indeed seems to be a major challenge for
SA. Additionally, the key material has to be public. This could
be problematic for some users due to privacy considerations.

SOAP Another recent proposal, “SOAP” [11], mitigates
the need to have the key material public and aims to find a
way to bootstrap SA in the current internet without too much
effort from the provider’s site. Hence, SOAP utilizes IdPs, not
necessarily social media providers. An identity provider (IdP)
could be any entity providing an OpenID Connect service,
hoping for a relatively fast and easy adoption. If Alice wants
to check the security of the chat with Bob, Alice asks Bob
to prove that they have control over an account at a specific
(listed) IdP. This can be done by just sending a message to
Bob to do so or utilizing a UI flow as proposed in this paper.
After that, Bob’s client asks an IdP to sign the chat’s safety
number in combination with his account on the platform.
Bob has to first log in to the provider before the IdP signs a
request. The signing is done automatically. Bob then forwards
the signed message returned from the IdP to Alice. Afterward,
Alice has a statement from the IdP that says: With whom you
are talking to, identified by this safety number, has control
over account “XYZ” on my platform. More technically, Bob’s
client starts an OpenID Connect authorization code flow with
the salted hash of the safety number and a nonce. The resulting
ID token (including the nonce) and the salt are forwarded
to Alice. Alice’s client can now check whether the safety
number it has matches the one incorporated within the token.
Alice then has to decide whether the identity provided is as
expected and wanted. To the best of our knowledge, currently,
no research on SA attack scenarios exists. We fill this gap in
the remainder of this paper.
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Figure 1: Translated screenshots of the UI used for the lab study.

3 User Study

We tested SOAP in a lab study with a preceding pilot study.
We implemented and started with a simple SOAP [11] inter-
face for the Android Signal app. Based on a pilot study (n =
9), we adapted the interface. At last, we ran a lab study with
18 participants. This section describes the resulting SOAP
interface and the study design and presents results from the
pilot and the lab study.

3.1 Technical Implementation - UI

Linker et al. [11] presented with the protocol an accompa-
nying prototype that implements the technical protocol but
does not hint at its capabilities to the user. Only one button
in the app’s share menu suggested the existence of SA. So,
the verifier has to know that SOAP exists and somehow agree
with the to-be-verified person what identities and IdPs are
available and then ask for proof. For this study, we were not
interested in whether people could find the icon, and we did
not want to explain the idea in a workshop. Seeing that the
prototype’s design was not ready for our purposes, we adapted
it to the needs of our study. We used the Signal app because
the prototype builds on it, it is open source, and previous

studies also used Signal. In the following sections, we detail
relevant elements of the technical implementation from after
the pilot study. An earlier version of the interface can be seen
in the Appendix (Figure 3).

3.1.1 Hint to the Ceremonies

To test SA, we wanted to point the participants directly to
the relevant parts of the interface. Vaziripour et al. [25] suc-
cessfully led users to the ACs with a clear, visible red banner
above the text entry field in chat views, and we adopted the
same method (see Figure 1a). A click on the banner triggered
a dialog with the three ceremonies (see Figure 1b): Safety
Number, QR-Code, and SOAP.

3.1.2 QR Code and Safety Number

When the participants clicked on the QR code or safety num-
ber button, they landed on the slightly modified safety num-
ber page in the chat settings as in recent versions of Signal
(see Figure 5d in the Appendix), where a QR code could be
scanned, and the chat’s safety number read. A message must
have been exchanged with the contact for a chat to have a
safety number. If the participants tried to access this page
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without prior communication, a popup reminded them that a
first exchange must happen. Please note that although Signal
provides a unique safety number per chat, it is only a concate-
nation of two per-user numbers. So, just the half belonging
to the contact has to be checked. We added an explanation of
this to Signal’s settings page.

3.1.3 SOAP - The Social Authentication Protocol

Choosing “request proof of identity” opened a window to start
the flow for SOAP [11] that asked the user to select an IdP
and what accounts the chat partner should prove access to (see
Figure 1c). The user could choose as many of the given IdPs
as they wanted and optionally fill in their communication part-
ner’s expected account names on these platforms. At the time
of designing the study, the original prototype only supported
Microsoft and Gitlab. To provide more providers, we omitted
the technical procedure, and the journalists just responded
with a predefined formatted string interpreted by Signal as a
valid response on the participants’ side. After receiving the
response (Figure 1d), users could mark the user as verified, or,
if an identifier was pre-filled, the client automatically marked
the response as correct/incorrect.

The interface’s Ul can also be seen in Figures 4 and 5 in

the Appendix. The source code is available at https://osf.

io/dsyfr/.

Pre-Registration Mode The pre-registration mode is a vari-
ant of SOAP not proposed by Linker et al. but invented by us
based on observations in the pilot study (see Section 3.2.6).
Instead of asking the chat contact to prove access to a selected
IdP and waiting for the response, the chat contact provided
this proof in advance by logging in to the IdP once. This way,
a new chat with this contact shows a SOAP response without
any previous message exchange (see Figure 1a). This mode is
similar to the proposal of Vaziripour et al. [24], where the par-
ticipants liked that they did not have to communicate with the
chat partner to check their identity. Technically, this would be
possible in the same way the provider’s server shares the pub-
lic keys, or the material could be posted publicly as proposed
by Vaziripour et al. [24].

3.2 Methodology

We conducted a lab study where we tested the detection rate
of and the reactions to an impersonation attack on a new AC.
The documents for the study can be found in the Appendices.

3.2.1 Setting and Scenario

When developing our scenario, we looked at previous studies
on ACs. Herzberg at al. [5] reported that participants recog-
nized to act differently depending on the situation, e.g., based

on the importance of a contact, and Wu et al. [27] discussed
participants’ need to be able to assess the need for an AC.
Previous studies observing human behavior and ACs used
very simple scenarios [18] or settings where there was little
explicit (intrinsic or extrinsic) motivation for the participants
to behave securely [5, 17,24-27]. We wanted our participants
to be motivated to conduct the AC, so we provided a scenario
that gave them a reason to do so: a whistleblower scenario. We
hoped the participants would understand the importance of be-
ing cautious, as they know the consequences of deanonymiza-
tion, e.g., losing their job and reputation, prison, or even death.
To check the realism of our scenario, we searched news sites
and found examples where Signal was proposed as a channel
for communication [1, 10, 15,16,23,29].

In some previous studies with ACs, participants were in-
vited in pairs [17,26], sometimes knowing each other [26];
hence, they would have been able to judge whether the con-
tacted person was the correct individual based on voice, looks,
and behavior or meeting in person. We reduced these mitigat-
ing strategies through the scenario so the participants could
not know the person they interacted with and could not verify
the person via human characteristics.

Taking all this into consideration, we ended up with the
following scenario outline: The participant, named Alex, is a
whistleblower. Their colleague Hannah sent them documents
revealing a political scandal via Signal. Their conversation
was verified in person before receiving a .zip file containing
sensitive data. Hannah is only reachable via Signal. Alex’s
task is to contact three journalists and send them the docu-
ments after ensuring they are interested in the data and the
communication is safe. Alex receives information about these
journalists on business cards (see Appendix A.6 for details).
As part of the introduction, the participants were told that
the business cards came from a trusted source. Communica-
tion could only occur through Signal’s text function; other
channels were not allowed. Each journalist had one intended
possibility to be verified, for which we printed the necessary
information on each business card: Amira via safety num-
ber, Michael via QR code, and Anne via SOAP. This way,
the participants were nudged to use every method at least
once. However, the participants were unaware that the author-
itarian government of the scenario was suspicious of Alex
and all connection attempts were attacked with impersonation
attacks. Technically, this could be implemented by hacking
the Signal servers and mounting a PITM, but also by possess-
ing the SIM card, e.g., by a SIM swapping attack. So, all the
verification checks failed: the safety number shown in Signal
differed from the number and the QR code on the business
card, and for each SOAP request, the provider or identity did
not match (see Table 1). The only correct behavior for partic-
ipants was to abort all communication attempts, which was
explicitly allowed in the task description. The within-subject
design allowed us to compare the available ACs and generate
more observations with the small sample. We believed that
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participants might buy into the scenario, but we want to note
that although we described and explored a high-risk situation,
the concrete setting lacked realism. We simplified by defining
that the business cards Alex has available are to be trusted
without exploring how realistic that is. Also, in a real-world
scenario, we assume that Alex would compare the available in-
formation with further researched ones, e.g., an email address
or a well-known social media account that can be confirmed
from different sites. Also, deciding not to use Signal but to
work via other channels is possible. To implement all possi-
bilities realistically is sadly out of scope for a lab study and
needs further research. More studies are needed to establish
a best practice for real at-risk users. For this study, the most
important was that the participants accepted the scenario as
realistic and plausible.

SOAP Attackers Capabilities The responses to the SOAP
requests were randomly selected from three cases:

* Wrong provider - correct identifier

* Correct provider - wrong identifier

* Currently no access available

If multiple IdPs were asked for in a single request, the cases
were picked without duplicates, so that with three asked IdPs,
there were three different cases. The concrete available an-
swers can be seen on Table |.

Provider Correct Identifier Identifier available to the attacker
Amnesty.org anne-baler-98746524b anne-baler-13885412b
Facebook.com Anne_Baler AnneBaler
Gmail.com n.a. anne-baler @gmail.com
Twitter.com @ AnneBaler @ AneBaler
Amnesty.org n.a. a.patel @amnesty.com
Facebook.com n.a. Amira_Patel_86
Gmail.com n.a. patel_amira_86 @gmail.com
Twitter.com n.a. @apatel
Amnesty.org n.a. m.kobel @amnesty.org
Facebook.com n.a. Michael_Kobel
Gmail.com n.a. michael_kobel @gmail.com
Twitter.com n.a. @michael_kobel

Table 1: This table displays the identifier the attacker sent and what
the correct one would have been. Providers without correct identifiers
are marked as “n.a.”. For these, the participant could not determine
the correct identifier. Participants received one of three responses:
a) no identifier, simulating no current access to the account, b) an
incorrect identifier for the requested provider, or ¢) a known identifier
that is correct but for a provider different from the one requested.

SOAP does not submit the identifiers the requester expects.
So, the attacker does not know whether the requester filled
in identifiers. In the interface of the pilot study, if a provider
was requested and the response did not contain the provider,
it was marked as a missing provider. The attacker could send
an accompanying message like “Sorry, I currently have no
access to this account,” hoping the requester would not mind.
In the more opinionated later interface, any deviation from
the request was marked as a failure. So, for the second half of
the participants, we changed the attacker. The attacker would
always send some form of identifier, hoping that the requester

had not filled in an expected identifier. If no identifier was
filled in during request, the participants had to decide whether
the identity submitted was sufficient.

3.2.2 Recruitment and Participants

We conducted a small pilot study (n = 4), recruiting partici-
pants from our research group’s contacts. After this, we re-
cruited 13 participants from an undergraduate usable security
and privacy lecture and confronted them with an early inter-
face. For their participation, the participants received bonus
points for the lecture exam and a bonus cash reward. They
started with €5, and if they securely transmitted the sensitive
data to a journalist, they received an additional €5 for each
journalist. The participants were told they lose everything if
they got caught, e.g., by sending the data to the wrong person.
As all journalists suffered an impersonation attack, no bonus
could be earned. To eliminate any motivation to collaborate
with fellow students, we paid each participant €20 and asked
them to keep the study details confidential.

For the lab study, we recruited participants via a behavioral
economics lab mailing list where studies can be distributed.
To recruit 21 participants, an invitation was sent out to 3000”
randomly picked mailing list receivers over 18 years old. The
lab had a strict no-deception rule, so we had to change our
initial reimbursement scheme. To keep a risk/reward payment
scheme for motivation, the participants received a base pay of
€15 and had the chance to receive an additional €9 (€3 for
the correct decision for each journalist). The entire bonus cash
reward would be lost if they made one wrong decision. We
provided this reward to motivate the participants to contact as
many journalists as possible and try the different authentica-
tion methods while behaving securely: weighing the risk of
not sending the data and receiving less money versus sending
the data and risking losing everything except the base pay. We
hoped this would lead them to act cautiously and align their
interests with the scenario. We followed that scheme with one
exception: P2 did not send any message, being cautious that
even a single message could be a problem, and thus stayed
safe. To gather more information, we asked them to do so.
While they later made a mistake, we paid out the bonus in full
since their first behavior was safe.

In the lab study, eleven out of 18 participants did not
use Signal before. Also, most of the participants (15) never
checked the safety numbers of their contacts in any app. The
ages ranged from 21 to 46 with a median of 24. One partici-
pant did not give their age. The pilot took place in July 2023,
and the lab study in October 2023.

3.2.3 Ethics

We received IRB clearance for all studies and adhered to the
German data protection laws and the GDPR in the EU.

2We had no control over how many people were contacted.
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All participants consented to their participation and the use
of the data for research purposes before participating. The
participants were informed that they could terminate their
participation at any time without negative consequences and
that, in such a case, all the respective data collected up to that
point would be deleted. The participants of the pilot study
received bonus points for the lecture exam, which could also
be obtained in other ways.

3.2.4 Study Protocol

The study was conducted in three parts, as described in the
following.

Part 1 - Intro The participants read and signed the con-
sent form. Afterward, they received the material and were in-
structed to read the scenario text. Each participant was handed
a pen, paper, and a smartphone with Android 13 and our modi-
fied version of Signal installed. Additionally, we handed them
the three journalists’ business cards (see Appendix A.6) in
random order to counter ordering effects. The journalists each
had an existing phone number to enable Signal communica-
tion. Further details on the business cards were fictive to avoid
selection bias based on a newspaper’s familiarity or reputa-
tion. The participants had to answer a quiz questionnaire on
the phone before starting the scenario (see Appendix A.3).
The quiz consisted of seven questions about the scenario. The
participants could answer the questions as often as necessary
to get all the answers correct.

Part 2 - Scenario We asked the participants to think aloud
while working on the task, audio recorded the whole proce-
dure, and screen recorded the smartphone. Their task was
to choose journalists and try to contact them securely. The
researcher giving the briefing was present in the room dur-
ing these steps and ended the scenario after about 30 min-
utes to keep the whole study under one hour. The researcher
had the option to extend the time a few more minutes if a
participant was in the final stage of sending or verifying. A
second researcher who was not present in the room manned
the journalists’ Signal accounts. They had a playbook (see
Appendix A.7) that was expanded in new situations. If a par-
ticipant asked for a communication method other than Signal,
this was denied, as is the case in real-world scenarios.

Part 3 - Outro When a participant told the researcher they
were done or the study time was up, they needed to complete
a survey (see Appendix A.2). After this, there was a short
interview followed by a debriefing (see Appendix A.5).

3.2.5 Analysis

We used qualitative and quantitative data to capture the results.
As per our research questions, we were interested in:

1. Who tries to authenticate via a ceremony? We assumed
this would be everyone as we added the red banner [25].

2. Which provider is chosen on SOAP? We assumed that
most of the identifiers on the cards would be used.

3. Do participants detect the attack via SOAP? We assumed
that most of them would.

4. How do the participants react? We assumed that the partic-
ipants who detected a failed ceremony would abort contact.
5. How many participants fail the task? From the overall tone
in related work, we assumed a few would.

A researcher who was present at all but one participant’s ses-
sions used notes, transcripts, screen recordings, and survey
results to extract the steps participants took and where the
participants failed. The researcher started by marking all posi-
tions in the recording relevant to the research questions, e.g.,
when a method was used and when and how a decision was
made. A scenario is understood as failed if a participant sent
a file to at least one journalist.

3.2.6 Results - Pilot study

In this section, we briefly describe the results of our pilot
study. From the 13 participants (computer science students,
abbreviated CS in the following), we excluded the data of
three due to UI bugs and another participant who stated that
they knew the study design beforehand. The data from the
resulting nine participants was analyzed further. A table sum-
marizing the results can be seen in the Appendix (Table 4).

The UI and the scenario text seemed to work, as all partici-
pants except CS-7 started every AC at least once.

Even though we intended for each journalist to be authen-
ticated with exactly one method (safety number, QR code,
or SOAP), all the business cards were provided with at least
an email address. Following this and as we allowed to use
custom providers, SOAP was not only used for Anne but for
other journalists as well, with the work email being the most
frequently used IdP (see Table 3 in the Appendix).

Overall, four of the nine participants forwarded the data
to at least one journalist. All but one failure in the scenario
can be traced back to SOAP. Specifically, we identified three
reasons for failure.

Typosquatting: Three participants did not notice the ty-
posquatting attack in SOAP or assumed it was acceptable,
e.g., CS-3 recognized a provider mismatch but decided that
an email identifier can only be verified as an account name
if access to it is available. They all correctly saw that the
safety number and QR code were invalid. We assume a more
sophisticated attacker could have fooled more users.

“Marking” makes it secure: CS-7 contacted every journal-
ist with a cover story. Afterward, they clicked on the safety
number site, marked the journalists as verified, and sent the
data. While that initially seemed rather strange to us, CS-7
explained in the interview and survey that they expected the
chat to be verified and encrypted after this action.
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Trust Chaining: Additionally, two of the participants ver-
ified one journalist and asked this journalist for the safety
number of another journalist. The attacker provided the num-
ber seen by participants shown by the client. With this, the
participants even accepted journalists who were previously
perceived as suspicious.

Changes Based on the Pilot Study Based on the results,
we made several modifications to our study design and how
users interacted with the SOAP interface:

1. We adapted the SOAP interface to reduce possible attack
surfaces and automated what could be automated.

2. We added a link to start a SOAP request on the safety
number site in the settings.

3. The red banner no longer disappeared after verifying the
person but turned green. This allowed a more direct way to
the setting page and clearly indicated the chat’s status.

4. To reduce the attack surface for typo attacks and match the
current technical landscape, we removed the option to ask for
custom IdPs and reduced the number of providers.

5. Based on the participants’ comments and Vaziripour et
al. [24], we assumed that a non-social media company would
be favored and seen as more trustworthy. Therefore, we added
Amnesty.org as a provider option.

6. We reworked the visuals of the UlI, fixed glitches, added
more text, and added guidance to the interaction of the SOAP
responses depending on the outcome, e.g., obstacles to send
in the case of an incorrect response.

7. As some of the participants in the pilot study were afraid
of sending even a single message, they did not trigger the
AC. To test SOAP without user interaction, we added the pre-
registration mode as a between-subject condition (see Sec-
tion 3.1.3), to which half the participants were assigned (see
Table 2). We halved this group again by the provider/identity
pair they would see: half saw the identifier for Facebook on
Amnesty (Anne_Baler on Amnesty.org, condition “prel”),
and half saw a typo in the identifier (@ AnneBaller on Twit-
ter.com, condition “pre2”). We decided on this to get as many
different perceptions as possible. We assumed the participants
would most likely recognize the typo but might make a slip
with the line on the business card and accept the incorrect
assignment of identifiers.

8. To prepare for a more general, less tech-savvy sample, we
rephrased ““social authentication” as “proof of identity”.

9. We changed the phrasing of the scenario, e.g., the reader
was addressed more formally.

10. We made several smaller changes to the study documents
and added the quiz section to ensure participants were at least
once confronted with edge cases of the scenario.

11. When the scenario time was over, we asked the partici-
pants whether they wanted to make any further decisions.

3.3 Results

This section describes the lab study where we wanted to test
the changes we made to the Ul to prevent mistakes seen in
the pilot study.

In general, seven out of 18 participants failed the task by
sending the data to at least one journalist. Table 2 shows an
overview of all the participants and to whom they sent the
data. Most tried all available methods. The UI improvements
generally prevented the mistakes observed in the pilot study.
Nonetheless, the failure rate was still high. Below, we describe
the results in detail.

3.3.1 Reasons for Failure

The scenario is considered a failure if a participant sends files
to the impersonator. Seven participants failed the scenario for
the following reasons: a) in-band safety number comparison
(P8, P9, P10, P6), b) clicking too fast (P3), c) gambling for
money (P13), and d) emotional stress (P2). The following
paragraphs provide more details on those themes.

In-Band Safety Number Comparison The most common
pitfall for participants was anchoring their trust in publicly
known, unverifiable information, involving in-band exchanges
of safety numbers.

P8 saw mismatches in the AC and asked Amira for her
postal address and parts of the safety number. They decided
that this was secret enough and sent the data. However, in the
SOAP case, P8 stayed safe and decided against Anne because
of an incorrect SOAP response.

P9 also saw the mismatches (QR, SOAP, safety number)
but did not decide to stop and tried to find a way to com-
municate securely. They asked Michael why the scan failed.
Michael said he reinstalled Signal and suggested sending the
current chat’s safety number, which was the attacker’s and
not the one on the business card. P9 agreed, compared, and
marked the conversation as verified. After that, they tried
to determine whether Amira was actually Amira by asking
whether Amira knew them, as they assumed they had met
when they exchanged business cards. Amira claimed to re-
member Alex and sent the chat’s safety number within that
communication. P9 also asked for the work address on the
business card, and Amira reported the correct one. After that,
Amira was marked as verified.

P9 saw the SOAP mismatch and asked Anne for a different
way to verify her. Anna sent the current chat’s safety number,
but P9 was not entirely convinced, even though they marked
Anna as verified. They noticed that some SOAP requests for
social media profiles were still unanswered. At that point, P9
ran out of time and told the researcher their next step would
be to send the material to Amira and Michael.

P10 was rather insecure and initially seemed overwhelmed
by the scenario. They initially wanted to look at the data they
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ID Study Sent to Anne’s IdPs Study ATI | Method attempted w/ journalists Reason
Cond. | Anne | Amira | Michael | A | F | G | T length [4] SOAP QR Safety to Fail

P1 prel O O O O| O | O | O | 42mins | 39 - M Am -
P2*5 ctrl [ ] [ ] [ ] O O O O 51 mins 34 - M - Stress
P35 pre2 () @) O O| O | O | O | 36mins | 2.3 AmM - - Fast Clicking
P4 ctrl O O O [ ) [ ) O ® | 44 mins 5.1 A M Am -
P5 prel O O O o (] O () 38 mins 4.3 A, Am M Am -
Pot ctrl O [ [ [ ) O @® | 60 mins 3.4 A M AmM In-Band Comparison
P7 pre2 O O O () (] (] @® | 57 mins 4.0 A,AmM M Am -
P8+ ctrl O [ O [ () (] @® | 51 mins 3.0 A,AmM M Am In-Band Comparison
POt prel O [ ] [ ] o O [ ] [ ] 45 mins 5.6 A M A,AmM In-Band Comparison
P10 ctrl O [ (] O O O O | 67 mins 3.2 - M AmM In-Band Comparison
P11 pre2 O O O o (] (] @ | 45 mins 3.1 A M Am -
P12 ctrl O O O [ ) [ ) [ ) [ ] 34 mins 3.8 A,Am M Am -
P13} prel @) () O ® | O| O | ® | S2mins | 3.4 A M Am Gambling
P14 ctrl O O O [ ] (] O [ ] 41 mins 52 A M A,AmM -
P15 pre2 @ O @} ® @ | O| O | 42mins | 23 A M Am -
P16 ctrl O O O [ () O [ 36 mins 4.3 A, AmM M Am -
P17 prel O O O O [ ] [ ] [ ] 47 mins 3.1 A M Am -
P18 ctrl O O O O () O (] 32 mins 2.3 A,Am M Am -

Table 2: Overview of the lab study participants’ scenario results. Each “@” represents that the participant did what is depicted in the column,
e.g., sent the data. The column “Anne’s IdPs” marks which IdPs were requested by the participants. The names of providers and journalists are
abbreviated (Amnesty, Facebook, Gmail, Twitter, Anne, Amira, Michael). The * marks the participant who only continued the scenario after
the researcher intervened. T marks participants who failed the scenario. The horizontal line after P11 marks the point where the attacker got
stronger (see Section 3.2.1). More details such as the reasons for failure are discussed in Section 3.3.1.

received from Hannah, but as they had never used Android
before, they got lost in the data management and needed help
from the researcher to go back to Signal. They were told again
that they did not need to look at the data for the scenario. They
did not know what they should compare for Amira but man-
aged to scan the QR code for Michael and recognize that
this failed. Still, they told Michael they had sensible data and
asked whether he could verify himself. Michael answered
with the chat’s safety number. At first, P10 was not sure how
to compare the numbers but, after a while, realized that the
sent number matched the security number in the settings. Af-
terward, the same happens with Amira. Anna was also asked
for verification, but the scenario time was up.

P6 saw the mismatch for the QR code, safety number, and
SOAP after requesting them. They asked Amira and Michael
why the numbers were not correct. Both sent the current chat’s
number, and both received the data afterward. P6 told Anne
that Signal said it was not secure to communicate based on
the failed SOAP text. They even sent a screenshot when Anne
said that this was not the case for her but did not send the
data.

P3: Clicking Before Reading P3 was in the pre-registered
SOAP condition. They saw a SOAP response without a re-
quest when they started a new chat with Anne. They clicked
on “Mark Anne as verified” and sent her the data without
recognizing this action because the chat was marked green
and shown as verified. This makes P3 the only participant
whose failure of the scenario is directly attributable to SOAP.
After the interview, in which they stated that Anne had already
been verified, they were presented with the video and were

surprised that they had actually clicked a button. They sent
a SOAP request to Amira and Michael after seeing that they
had to send a message for the other methods to work. They
saw the faulty responses and deleted the chats afterward.

P13: Gambling for Money P13 was not sure who to send
or not send the data to. After the time was up, they gambled
and sent the data to Amira in the hope of getting more money.
Although this is clearly related to the study design, we think
it highlights that it was not clear to the participants what
the secure and correct way to behave in this scenario was.
On a similar note, another participant mentioned during the
scenario and the interview that they thought it was strange that
all the journalists were unsafe to send data to. They compared
it to an exam situation where it seemed strange that all the
questions had the same answer. Nevertheless, this participant
behaved correctly. It appeared to require some effort for some
participants to break off communication.

P2: Emotional Stress P2 initially decided not to contact
any journalists, fearing that even sending a message would be
too much. After the researcher intervened to tell them it would
be all right, P2 went further. They saw the QR code mismatch
and decided against SOAP requests, as they assumed they had
to send an email and ended up confused. The participant read
through the FAQs for safety numbers and ultimately decided
to mark every journalist as verified, although they expressed
being unsure of whether that was correct. Afterward, P2 sent
the data. The participant was clearly highly emotional and in-
secure at that stage. In the interview, the participant expressed
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frustration with their decision but stated they were emotional
in the situation and could not think clearly. They were not
aware of the safety number printed on the business card of
Amira.

3.3.2 Study Conditions: Pre-Registered SOAP

We identified only one case where the condition negatively
affected the results. Pre-registered SOAP failed once as P3
auto-clicked the decision. We think an obstacle, e.g., a time
restriction or a different visualization, could have prevented
that. Only two participants decided to send Anne the data, and
they covered both conditions. Seven out of nine participants
(pre-reg) sent another SOAP request. Although five of the
seven clearly indicated being unsure or seeing the discrepancy.
Only one participant did not communicate further with Anne.

3.3.3 Quantitative Data - Perception

It is difficult to compare the results with those from Vaziripour
et al. [24] due to different scenarios, methods, and Uls.
Nonetheless, with only their and our studies about SA avail-
able, we think it is sensible to point out similarities and differ-
ences between them. The scenario tested in our study did not
involve any direct personal human contact other than through
the chat. This was different in the study by Vaziripour et
al. [24]. For example, participants could call each other for
verification and meet in person to scan the QR code. The re-
searchers found that their proposal of SA ranked higher than
the other available methods in the Single-ease-question (SEQ).
Conversely, we observed that the tested implementation of
SOAP ranked lower than the other two methods provided (see
Figure 2b in the Appendix). Potentially in relation to the other
available methods, SA ranked much lower in Vaziripour et
al.’s study in the trust score than the other extremely high-
ranking methods. We observed a mix of perceptions (see
Figure 2c). The participants in our study generally trusted
all the methods less than the participants in Vazirpour et al.’s
study [24]. However, SA still ranked the lowest in both stud-
ies. We also asked participants whether they were confident
in their decision with the method and saw that SA ranked
third in this category while only leading to one failure in the
scenario.

3.3.4 Participants’ Perceptions and Understandings

We briefly interviewed each participant, asking them about
their understanding of the ACs. We found that only two partic-
ipants had a detailed understanding of safety numbers and the
QR code. They used terms like “E2EE” and “public/private
keys”. One of them studied computer science, where they
learned about this, and the other person recognized parallels
from email encryption. Four other participants mentioned
terms like “E2EE” but had no further concepts of it. They
have heard the terms before and connected them to Signal.

Although their technical knowledge was limited, many par-
ticipants conducted the ACs correctly. All participants under-
stood that the QR code, safety number, or accounts should
have matched with what was given. All four participants who
asked for the safety number via chat detected a mismatch in
the QR code or safety numbers beforehand. Only P10 did
not see the safety number on the business card. The four
participants asked for the number in the chat as a mitigation
tactic. All of them were convinced that it is safe to send af-
ter receiving the current chat’s safety number (see "in-band
comparison" in Section 3.3.1).

SOAP, or “proof of identity” as it was called in the study,
was known to no one. Speculations on how SOAP worked
were, similar to the other ACs, very vague. Often, the partici-
pants only stated how they used it and that the accounts should
have matched. The participants believed there must be some
kind of connection between the accounts provided and the
Signal account. It was speculated that this could be based on
a one-time token that must be entered (similar to SMS codes
that are sent if a phone number is used as an account name),
that a person needs to add the number to the account at the
IdP, or more generally that the journalists need to log in into
the account and do something. Another belief we encountered
was that SOAP was based on a setup that happened during
the Signal account creation. No participant mentioned safety
numbers in their ideas about SOAP.

The participants thought that if the journalists had to take
action to create a response, a typo in the account name could
occur. Therefore, the participants requested SOAP multiple
times to rule out such cases, just as they scanned the QR code
multiple times.

According to Section 3.3.3, the participants trusted SOAP
less than the other methods. In the interviews, one participant
was confused that SOAP gave a valid response, although the
QR code was mismatched. Also, the participants thought
that account names could somehow be faked or an IdP could
be hacked. We additionally found that account names were
perceived as private and that the participants were unsure
about the processes occurring on the side of the to-be-verified
person.

4 Discussion

We conducted a lab study with 18 participants to observe
social authentication (SA), an authentication ceremony (AC),
in a no-win attack scenario. In this section, we discuss our
results from the perspective of our research questions.

4.1 RQ1 & RQ2: Resistance Against Imper-
sonation Attacks - Detection and Reaction
This study observed a SA ceremony in an attack scenario.

We were interested in how resistant SA would be against
impersonation attacks. So, as a first step, we researched an
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attacker who used typo squatting attacks to impersonate the
communication partners. While with the simple interface in
the pilot study, three participants failed because of SOAP,
only one participant in the pre-registered condition failed in
the lab study. The UI heavily supported the participants in
detecting mismatches when an identifier was given. We ap-
plied a strong, opinionated design, e.g., interpreting anything
other than the requested identities as incorrect and reducing
possible providers to a fixed list. That seemed to help, but we
could not measure long-term effects in our setting.

The participants often tried one method, then tried another,
changed the journalist, returned to the first, and sometimes
retried a previous method. The participants’ flow through the
tasks was not linear. Not all the participants reacted as hoped
to an incorrect SOAP response. Some of the participants
retried SOAP after seeing an incorrect response or even tried
further and asked via text for a way to authenticate the other
person. While we found plausible reasons for the first case,
we cannot rule out that it is a study artifact. We think this
should be investigated further in future studies and considered
when designing studies and interfaces. The participants not
aborting the communication does not necessarily reflect the
hope connected to SA: an intuitive method for recognizing
whether you are communicating with the right person. It is
also likely that the lab setting influenced the participants, e.g.,
through demand effects. We, therefore, understand the results
as an upper bound for failures in ACs.

The participants without any technical knowledge about
what happened concluded that something was wrong, al-
though they did not necessarily attribute this to a malicious
actor, despite the explicit mention of them in the scenario.
Inputting the identifier beforehand helped the automatic de-
tection and, therefore, the automated decision. Based on our
data, we do not know whether this can be expected in a real
scenario. It is, e.g., unclear where users would source the
identifiers from. Anecdotally, in the pilot study, a participant
was unsure whether there were unique Facebook identifiers
and where to find them. There are paths to help the user here,
e.g., if the person’s identifier is not known, external means
can verify it afterward (e.g., seeing connections in a social
graph or validation through a third site). We think there are
many possibilities for how this can develop over time, and it
is an important area for future work.

While we think what we observed is promising, the sample
was too small to draw strong conclusions regarding resistance
against impersonation attacks in the real world.

Safety Numbers, on the other hand, did not seem to be re-
sistant to impersonation attacks. While safety numbers were
not the focus of the study, we want to highlight that some
of the participants failed the scenario because they did an
in-band exchange and comparison of key material. As safety
numbers comparison is a currently available AC, this should
be researched further, as well as whether this has a negative
real-world impact. We suggest seeing whether some preven-

tive action can be taken on the client side, e.g., by pattern
matching and informing users when they attempt to exchange
safety numbers via chat.

4.2 RQ3: Perception and the Role of the Iden-
tity Provider

Although only one participant made a mistake with SOAP, the
participants were not as confident about their decisions with
SOAP as with the other methods. The same trend existed for
the perceived usability or trustworthiness of the method to ver-
ify their contact. However, the small failure rates contradict
that perception. We argue this could be a positive situation
for SA. The usability aspect seems solvable, and the partici-
pants behaved as intended. But, for the other methods, they
behaved insecurely but felt as confident as with SA, creating
an “illusion of security” [5]. Regarding SOAP, the participants
behaved as hoped. Now, we need to improve the participants’
confidence in their own judgment based on SOAP. We are not
sure where the difference in the perception of the methods
comes from. The sample was too small to make any sensi-
ble statistical inferences, but we think further research could
investigate the phenomenon.

4.3 Further Observations

This section covers themes beyond our research questions that
may offer relevant insights to researchers and practitioners.
Identification of the Person vs. Authentication of the
Connection Similar to other studies [3], we observed that the
participants did not fully understand how encryption works
and, following this, what an attack would look like. We ob-
served, e.g., the assumption that if you have the correct phone
number, you will end up with the correct person. In combina-
tion with the theme of the “almighty hacker”(see Dechand et
al. [3]), participants assumed there is nothing a user can do to
protect their communication effectively. So, explaining to the
participant that doing something is necessary to communicate
with the correct person may be easier than explaining that
something is necessary to prevent others from listening. In
short, the mental models of Signal’s functions did not seem
to align enough with the technical reality to understand an
attacker. Considering this, it is understandable why the par-
ticipants fell back to using addresses and shared secrets, or
something perceived as such, to identify the other person.

4.4 Protocol/UI Challenges

Multiple requests are not a problem for the protocol per se
but can complicate the UL. When designing a protocol and
the corresponding interface, designers should remember that
the interaction may involve multiple, sometimes canceled,
requests. For example, on the one hand, we wanted to ensure
that no data were sent with a failed request, but on the other
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hand, a typo in the expected identifier was possible and needed
to be traceable (false-negative). The participants wanted to
believe the other person was legitimate. They were looking
for a way to send the data rather than a reason not to send it.

To get the safety number or to receive a SOAP response,
a chat contact has to communicate with the other party.
Depending on the scenario, this communication can be prob-
lematic, and participants may hesitate to communicate. If the
server is trustworthy, one can reduce the friction here. How-
ever, if one also does not trust the server, this is still a problem
to be solved. For future studies, communication can be explic-
itly allowed in the scenario to reduce participants’ confusion.
In the study, pre-registration caused one failure but helped
participants identify issues in other cases.

Vaziripour et al. [24] concluded that the necessary infras-
tructure for SA “needs to be more trusted than social media
companies”. We observed that the participants wanted to ask
for the journalists’ working email addresses. Such custom
providers are not intended by the (SOAP) protocol. Allowing
custom providers also allowed typo attacks on the provider
level, making everything even more complicated. It is neces-
sary to determine whether the usage of SA can be reduced
to a fixed set of providers, depending on the use case. For
example, in a company, setting the list of providers could vary
vastly from that of instant messaging for personal use. We
suggest finding a way to allow additional, possibly ad-hoc
selected providers without impacting security. With SOAP,
Linker et al. [11] proposed an interactive communicative way
to verify a person. Vaziripour et al. [24] proposed an asyn-
chronous interaction with the previously made public public
key. We simulated this in the pre-registered condition after we
observed that participants hesitated to even write a single mes-
sage before verifying a person. We think this hesitation will
not appear in most scenarios, but for those where it matters,
pre-registration solves a problem. We thus suggest investigat-
ing further how an asynchronous solution could be achieved
or how the interactive solution can reduce friction.

4.5 Signal Specifics

Some observations made are highly specific to the Signal app
and may spark discussions about the UI. Some participants
were confused by the way the safety numbers were presented.
If a user opens the safety number page, the numbers appear
in an animation, giving the impression they are generated just
then and would change every time the site is visited.

Signal has the option to use the camera from the start screen.
The participants tried using this feature to scan the QR code
of the safety number. Here, direct feedback that something
was done incorrectly or what type of data might have been
scanned could have helped the participants. Signal allows
safety numbers to be compared from the clipboard, but no
participant was aware of that. When something that looks like
a safety number appears within a chat, Signal can provide

additional information, e.g., to prevent in-band comparison,
but also enhance the sharing of fingerprints between already
verified contacts. Similarly to Shirvanian et al. [18], we ob-
served situations where the participants had to compare long
numbers across multiple views, but that was not intended and
insecure to do in our scenario.

5 Limitations

Conducting a lab study comes with limitations. Participants
may behave differently than they would in real life. For our
study, this could have led to more interaction and attempts
even if the participants thought they should stop. The used re-
ward and risk system is not the same as being a whistleblower
and getting caught by the government. But unlike previous
studies, which had no risk, we offered a real tradeoff. How-
ever, it is still a role play, and we are unaware of the extent
of the impact. The setting of a lab study might lead partici-
pants to continue because they think there must be a way. We
ensured that participants knew that all the connections were
potentially insecure and that no communication was also an
option. Also, within the scenario, trying different methods to
authenticate the journalists was unproblematic. Nonetheless,
feedback suggested that the participants liked the scenario and
tried to empathize with the situation. We had to pick a fixed
set of providers. To not only rely on U.S.A.-based providers,
we added Amnesty.org, although it does not offer an identity
service to work with SOAP. We do not believe any participant
knew this technical detail. Due to a bug with Amira, some
of the participants did not need to send a message to get the
safety number. We saw that sending a message made the par-
ticipants hesitant, but ultimately, they all decided this was not
a show-stopper.

6 Conclusion

To test a new social authentication (SA) protocol called SOAP
and compare it with traditional ACs, we developed a scenario-
based lab study where participants take over the role of
whistleblowers and try to gauge whether the connections to
journalists contacted via the Signal app are secure. Based on
a pilot study, we improved an interface for SOAP and made it
similarly usable as manual safety number comparison or QR
codes. We found that although the participants did not know
how SA worked, they behaved mostly securely, and mistakes
were more often made in existing ACs. These findings make
us optimistic about SA as a usable AC. While our sample size
was rather small, and our scenario may not directly translate
to a realistic real-world situation (e.g., at the current time, we
do not recommend whistleblowers to use SOAP), it provided
the participants with understandable reasoning and motivated
them to act securely. With the study design, we provide a
template for further research and comparison of ACs.
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A Appendix

The original study material in German can be found online at https:
//osf.io/dsyfr/. Due to space constraints, we have only included
the translated versions in this paper.

A.1 Scenario

This are the translated scenario texts available to the participants, including
the payment description for both studies.

A.1.1 Scenario Text for the Pilot Study

The study consists of a role play in which you take on the role of Alex. The
scenario is described in the following text. Please read the text carefully and
put yourself in the situation.

Scenario card Your name is Alex and you live in a country ruled by
an authoritarian regime. Both blanket and targeted surveillance is a daily
phenomenon. You work in a high-ranking government agency. A colleague,
Hannah, has gained access to extremely sensitive information about high-
level corruption and shared it with you in encrypted form through the Signal
app a few months ago. This information includes revelations about illegal
activities by politicians.

You want this information to be made public. In order to avoid drawing
suspicion to Hannah, who had access to the data, you have decided to wait
a few months and then send the data to journalists. The time has now come
and you can begin.

You already have business cards from three trustworthy investigative
journalists from abroad. You have received them personally and you trust the
information on them. All journalists are known for their integrity and have
already uncovered a number of major scandals. All three journalists offer
whistleblowers that they can be contacted securely via the Signal app.

You have a rough idea of how such a contact works: First you send the
data to the journalist. The journalist then does research and checks whether
the data is genuine. Once they are satisfied, they publish the story. This can
take a while. The archive containing the data and explanation can be found
in your Signal app in the chat with Hannah. You are familiar with the content
and the exact content does not matter for the study.

Your goal is to ensure that all three journalists receive the data about
the corruption. Considering the dangers you and Hannah face if your gov-
ernment’s intelligence agencies find out that you have leaked the data, it is
crucial for you to make sure that you communicate with the journalists in
encrypted form using the Signal app. You are sure that as long as you use the
Signal app correctly, the secret services will not be powerful enough to break
the encryption or access the metadata.

Bonus payment: You currently have 5€ in your account. For every
journalist you successfully send the data to, you will receive another €5.
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However, if you are caught by the secret service, you will end up in prison
and will not receive any payment. So only send the data if you are sure that
the Signal app will protect you. You will receive the exam bonus of 2% points
even if you end up in prison. If you are not caught, you will receive the 2%
points and the money from your account.

Instructions

Signal Signal is an encrypted messenger and phone app. Signal saves
your number, but does not create a log file for your incoming or outgoing
communication. Signal is easy to use: Open the app and tap the pencil icon
(bottom right on Android phones) to write a new message. Enter the desired
phone number in the search field. You can now send an encrypted message
via Signal.

How do I take screenshots? Press and hold the "On/Off" button and
"Volume down" button on your phone at the same time for about one second.

A.1.2 Scenario Text for the Lab Study

The study consists of a role play in which you take on the role of Alex. The
scenario is described in the following text. Please read the text carefully and
put yourself in the situation.

Scenario Description
Your name is Alex and you live in a country ruled by an authoritarian regime.
Both blanket and targeted surveillance happen on a daily basis. You work in
a high-ranking government agency. A colleague, Hannah, has gained access
to extremely sensitive information about high-level corruption and shared it
with you in encrypted form through the Signal app a few months ago. This
information includes revelations about illegal activities by politicians. You
want this information to be made public. In order to avoid drawing suspicion
to Hannah, who had access to the data, you have decided that you will wait a
few months and then you (Alex) will send the data to journalists. The time
has now come and you can begin.

You already have business cards from three trustworthy investigative
journalists from abroad. You have received the business cards personally
from the journalists and you trust the information on them. All journalists
are known for their integrity and have already uncovered a number of major
scandals. All three journalists offer whistleblowers that they can be contacted
securely via the Signal app.

You have a rough idea of how such a contact works: First you send the
data to the journalist. The journalist then researches and checks whether the
data is genuine. If the journalist is convinced, the story is published. This can
take a while. The archive containing the data and explanation can be found in
your Signal app in the chat with Hannah. They are familiar with the content
but the exact content does not matter for the study.

Your goal is for all three journalists to receive the data on corruption.
Considering the dangers you and Hannah face if your government’s intelli-
gence services find out that you have leaked the data, it is crucial for you to
ensure that you communicate with the journalists in encrypted form using
the Signal app. You are sure that as long as you use the Signal app correctly,
the intelligence services will not be able to break the encryption or access
the metadata.

Payment: You will receive a basic payment of €15 after completing the
study. You also have the option of receiving a bonus of up to €9.

You should send the data to the journalists with a secure connection - and
only to those with a secure connection.

A decision must be made for each of the three journalists individually:

- If the connection is secure, the data must be sent.
- If the connection is insecure, no data may be sent.

For each correct decision you receive a €3 bonus, i.e. up to €9 in total.
But: No bonus is awarded, - if data is sent via at least one insecure connection
- or if no data is sent although there is at least one secure connection.

How to send messages with Signal
Open the app and tap the pencil icon at the bottom right to write a new
message. Enter the desired phone number in the search field. You can now
send an encrypted message via Signal.

What is a secure connection?

The Signal app offers you methods to ensure that you are communicating
with the right person and correctly encrypted. If you cannot use the app to

ensure that the connection is secure, you should assume that the connection
is insecure.

A.2  Survey

The survey varied slightly in the pilot and the lab study. Social authentication
was called “Proof of identity (Identitdtsnachweis)” in the lab study and par-
ticipants were addressed more formally. The questions that were exclusively
part of a study or edited a lot are marked.

Q1: Below are some questions about the methods you interacted with during
the study. The lab study includes a role play. However, please do not fill
out this questionnaire in the role of Alex, but as yourself. (Type: Text)

Q2: Please enter your study pseudonym (Type: Text Entry)

Q3: Do you use the Signal app independently of the study? (Type: MC)
Answer Choices: “No”, “Yes, Rarely”, “Yes, Often”

Q4: Before you took part in the study: For how many of your chat contacts
did you use a safety number (e.g. in Whatsapp or Signal) to verify the
contact? (Type: MC) Answer Choices: “With none of my chat contacts”,
“With some of my chat contacts”, “With about half of my chat contacts”,
“With most of my chat contacts”, “With almost all of my chat contacts”.

Q5: During the study, you tested up to three different methods of verifying
a contact via Signal. a) via QR code scan b) comparing safety numbers c)
via account affiliation on platforms (social authentication). The following
questions are about your thoughts on exactly these methods. (Type: Text)

Q6: Which of the methods did you use in the course of the study? (Type:
MC) Answer Choices: “OR code”, “safety number”, “social authentica-
tion”

Q7: How much do you agree with the following statement: I have confi-
dence in this method of verifying safety numbers in Signal. Lab study: I
have confidence in this method for verifying the identity of my conversation
partners. (Type: Matrix) Items: “safety number”, “social authentication”,
“OR code”

Scale (5): Strongly disagree, Somewhat disagree, Neither agree nor dis-
agree/neutral, Somewhat agree, Strongly agree

Q8: How much do you agree with the following statement: I am sure that
I made the right decision when using the method. (Type: Matrix) Items:
“safety number”, “social authentication”, “QR code”

Scale (5): Strongly disagree, Somewhat disagree, Neither agree nor dis-

agree/neutral, Somewhat agree, Strongly agree

Q9: In terms of verifying with the appropriate method: Overall, how difficult
or easy was it to complete the task? Lab study: Related to verifying identity
using the appropriate method: How did you find completing the task (Type:
Matrix) Items: safety number, social authentication, QR code

Scale (5): Very difficult, Very easy

only lab study: Q10: Please mark which method you would choose if
you had to verify a friend. (Type: MC) Items: “safety number”, “social
authentication”, “QR code”

QI11: Is there anything else you would like to tell us about the methods?
(Type: Text Entry)

Q12: Please indicate your level of agreement with the following statements.
(Type: Matrix) Items: “I understood the scenario”, “I think the scenario is
plausible”, “I thought myself into the scenario”, “The chance of getting
money motivated me to contact as many journalists as possible”, “The risk
of losing money motivated me to be careful”, The financial incentive helped
me to empathize with the scenario”, “Without a financial incentive I would
not have taken the scenario so seriously”, “Without a financial incentive [
would not have gone to so much trouble to check the security numbers”.
Scale (5): Strongly disagree, Somewhat disagree, Neither agree nor dis-
agree/neutral, Somewhat agree, Strongly agree

Q13: The following is about your interaction with technical systems. By
’technical systems’ we mean apps and other software applications as well
as complete digital devices (e.g. cell phone, computer, TV, car navigation).
Please indicate your level of agreement with the following statements.
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(Type: Matrix) Items: “I like to take a closer look at technical systems”, “I
like to try out the functions of new technical systems”, “I primarily deal with
technical systems because I have to”, “When I have a new technical system
in front of me, I try it out intensively”, “I like to spend a lot of time getting
to know a new technical system”, “It is enough for me that a technical
system works, I don’t care how or why”, “I try to understand exactly how a
technical system works”, “It is enough for me to know the basic functions of
a technical system”, “I try to make full use of the possibilities of a technical
system”.

Scale (6): Not true at all, Not true to a large extent, Rather not true, Rather
true, Moderately true, Completely true

Q14: How old are you? (Type: Text Entry) only lab study:

Q15: Which gender do you feel you belong to? (Type: MC) Answer Choices:
“Female”, “Male”, “Diverse”, “I would like to describe myself:”, “Not
specified”

Q16: Which employment situation suits you? What in this list applies
to you? Please note that gainful employment is understood to mean any
paid or income-related activity associated with an income. (Type: MC)
Answer Choices: “Full-time employment”, “part-time employment”, “par-
tial retirement (regardless of whether in the working or release phase)”,
“marginally employed, 450-euro job, mini-job”, “"one-euro job" (in receipt

»

of unemployment benefit I1)”, “occasionally or irregularly employed”, “In
vocational training/apprenticeship”, “In retraining”, “Voluntary military
service”, “Federal voluntary service or voluntary social year”, “Maternity
leave, parental leave, parental leave or other leave of absence (click on
the relevant option for partial retirement)”, “Not gainfully employed (in-
cluding: Pupils or students who do not work for money, unemployed, early

retirees, pensioners without additional income)”

Q17: If you are not in full-time or part-time employment: Please say, which
group on this list you belong to. (Type: MC) Answer Choices: “Pupils at a

general school”, “students”, “pensioners, retired, early retired”, “unem-
"o

ployed”, “permanently disabled”, “housewives/househusbands”, “other,
namely:”

Q18: Please note that it is important that the questions asked in this ques-
tionnaire are answered by each participant independently and without prior
knowledge of the study. This ensures the integrity and quality of our data.
We therefore ask you not to share any information about the content of
the study or the questions of this questionnaire with other people for 2
weeks and your answer to the next question will have no effect on you,
your bonus points or bonus payment! But it is very important for us that
you answer honestly. Did you already know the details of what happens in
the study before participating in the study? Lab study:Please note that it is
important that the questions asked in this questionnaire are answered by
each participant independently and without prior knowledge of the study.
This ensures the integrity and quality of our data. We therefore ask you not
to share any information about the content of the study or the questions
in this questionnaire with other people for one week. Your answer to the
next question will not affect you or the money you receive at the end of
the study! But it is very important to us that you answer honestly. Before
participating in the study, did you already know details about what will
happen in the study? (Type: MC) Answer Choices: “Yes”, “No”

Q19: What did you know and how do you think it affected you? (Type: Text
Entry)

Q20: Thank you for completing the questionnaire. Now please turn to the
person in the room. (Type: Text)

A3 Quiz

In the lab study the participants had a to complete a quiz after reading and
before starting the scenario. They could answer questions as often until they
had all correct.

Q21: The following questions are intended to ensure that you have carefully
read and understood the assignment. You can use all available documents
to answer the questions.

Q22: What is the name of the person you are supposed to play? (Type: MC)
Answer Choices: “Alex”, “Hannah”, “Friedrich”, “Eva”

Q23: What should you do if you have established a secure connection with
a journalist? (Type: MC)

Answer Choices: “Send the data to the journalist and try to contact other
Jjournalists”, “Cancel the contact”, “Let Hannah know”, “Send the data
to the journalist. The task is then completed.”

Q24: What should you do if you cannot ensure that a connection to a
journalist is secure? (Type: MC)

Answer Choices: “Cancel the contact”, “Send the data to the journalist”,
“Let Hannah know”.

Q25: Under what conditions should you send the data to whom? (Type:
MC)

Answer Choices: “All journalists, even if I can’t be sure that the connections
are secure”, “Every journalist with whom there is a secure connection”,
“Hannah”.

Q26: In which situations does the bonus payment increase?
(Mehrfachnennung ist moglich.) (Type: MC) Answer Choices: “A connec-
tion is not secure and I am not sending data”, “A connection is secure and
I am sending data”, “A connection is not secure and I am sending data”,
“A connection is secure and I am not sending data”.

Q27: What possible situations can occur in the study?

(Mehrfachnennung ist moglich.) (Type: MC) Answer Choices: “All con-
nections are secure and I send the data to all journalists”, “No connection
is secure and I don’t send the data to anyone”, “Some connections are
secure and I send the data there”.

Q28: Which statement is true? (Type: MC)
Answer Choices: “The information on the business cards is correct”, “The
information on the business cards may be incorrect”.

A.4 Interview Guideline

1. Why did you decide to act the way you did with the journalists? (Go
through it step by step, was impersonation a conceivable option?)

2. How do you think the methods work? (safety number, QR code, social
authentication)

3. Do you have an idea where you would like to apply such a method?

4. Which method would you use if you had to verify a friend? (Focus on
why)

5. Would you be willing to use your accounts for social authentication?

6. Would you behave differently as a whistleblower outside of the study?

A.5 Debriefing Guideline

1. Have the payment form filled out.

2. Ask the participant not to talk about the study for one week. Explain
how things work would render the data unusable.

3. Explain the objectives: To see if an impersonation attack is detected
and what the reactions are. We were also interested in what are the
thoughts concerning the procedure.

4. Explain: Security numbers must come through a different channel than
the conversation. They change if there is an eavesdropper, but also if,
for example, one changes their phone and reinstalls Signal.

5. Are there any questions?

A.6 Business cards

This is the information on the business cards participants had available. All
the information except the phone numbers were made up.
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Amira

Amira Patel

Investigative journalist

HallentorstraBe 4, 20654 Hamburg

Phone: {removed as the numbers actually exist}

Mail: amira_patel @newsorg.de

Signal Safety Number: 72500 10336 57813 26686 75084 04894

Anne

Anne Baler

Investigative journalist

Isarwege 15, 80542

Phone: {removed as the numbers actually exist}
Mail: anne_baler@newsunion.de

Twitter.com: @ AnneBaler

Facebook.com: Anne_Baler

(only pilot study) Instagram.com: @ AnneBaler
(only pilot study) LinkedIn: anne-baler-98746524b
(only lab study) Amnesty.org: anne-baler-98746524b

Michael

Michael Kobel

Investigative journalist

Maurerweg 28, 10235 Berlin

Phone: {removed as the numbers actually exist}
Mail: michael_kobel @newsbody.de

{Image of a QR Code}

A.7 Playbook

This is the playbook the researcher, acting as the journalists, used. It
was extended when necessary, and the wording varied slightly from
case to case.

Participant: Hello
Journalist: HellolHilGood
eveninglGood night

morninglGood  afternoonlGood

_Participant: Hello, my name is Alex

Journalist: Hi, I’'m [Person Name]

_Participant: Hi, do you still know me?

Journalist: No, I don’t know whose number this is.

Participant: I got your business card some time ago.

Journalist: I give these to a lot of persons. Sorry that I cannot recall
you.

Participant: It’s me, Alex.

Journalist: Ah, I can briefly remember.

_Participant: I cannot verify your safety number on the business
card. Do you have another idea?

Journalist: Yes, my new number is [safety number].

Participant: Can you verify yourself?

Journalist: Yes, I can send you my current safety number.

_Participant: Your safety number is wrong

Journalist: My number has changed. My new one is [safety number
of conversation].

_Participant: Your QR Code does not match.

Journalist: I lost my old phone and had to buy a new one.

_Participant: Do you have a [safety numberlQR Code] for me?

Journalist: [Current safety numberlQR Code sent]

_Participant: I cannot contact you because Signal says, there is a
chance that the conversation is not secure

Journalist: I don’t see this message.

Participant: Screenshot of failed SOAP message

Journalist: My accounts were hacked before and I had to create
new accounts. I don’t have new ones on [missing Providers
here]. On [changed Username providers], I have a new user
handle.

_Participant: How does your [email, address, phone number, other
PII] look like?

Journalist: [Publicly available data]

Participant: I would like to send you the data

Journalist: Okay, I'm ready

Participant: [data sent]

Journalist: Thank you! I will check the files with my colleagues
and get back to you.

Participant: [SOAP request]

Journalist: [SOAP response]

Participant: Did you arrive safely home?

Journalist: Sorry, do we know each other?

_Participant: Have you developed any ideas for our project?
Journalist: What do you mean?

A.8 Additional Tables and Figures

Provider # of requests
Work email 9
Twitter
LinkedIn
Instagram
Facebook
Gmail
Reddit
Telekom
Pinterest
iCloud

NN WA ] 000

Table 3: Frequency of how often each IdP was requested in
the pilot study. The work email is the provider most frequently
requested, and in the current protocol proposal, it is not in-
cluded.

ID Sent to ATI [4] Reason
Anne | Amira | Michael for Failure

CS-1 O (@) O 39

CS-2 O [ O 6.0 Typosquatting
CS-3 O o [ ) 5.6 Typosquatting
CS-4 O @) O 5.8

CS-5 O @) O 53

CS-6 o [ O 44 Typosquatting
CS-7 [} [ ] [ 2.9 Marking
CS-8 O (@) O 29

CS-9 O ©) O 4.4

Table 4: Overview of the results of the pilot study participants.
Four sent data to at least one journalist (marked by @). The
“Reason for Failure” column matches a theme in Section 3.2.6.
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Method Ratings Comparison

Method Ratin

s Comparison

%

I 12% 6| 24%

Method
5
2
®
]

mmm strongly disagree (5) Neutral (3)

(a) How confident were participants with

their decision? (Q8)

mm strongly agree (1)

= Very difficult (1)

the methods. (Q9)

Neutral (4)  mmm Very easy (7)

(b) Single-ease-question (SEQ) ratings of

Bl

Method Ratings Comparison

l 25%  13% 50%

mm strongly disagree (5)

Neutral (3)  mmm Strongly agree (1)

(c) How much do the participants trust the
method? (Q7)

Figure 2: The ratings of the methods by the participants of the lab studies. The “n”s differ slightly because not each participant
used all the methods. “SN” is short for “safety number” and “SA” is short for “social authentication”.

132180 N R G 88%

Signal

Select provider:

[ Facebook.com  Anne_Baler
O email.com (optional) Accountame
O icloud.com (optional) Accountniame
Instagram.com  AnneBaler

Linkedin.com  anne-baler-98746524b.

[ Pinterest.com  (optional)

[ Rreddit.com (optional) Accountniame

[ Telekom.de

(optional) Accountname

O Twitter.com AnneBaler

[ Weiterer: anbieter

If you want to verify the security of your end-to-
end encryption with Anne Baler, select one or more
providers for Anne Baler to verify. You can also
enter an expected identifier, e.g. an account name,
for the providers, which will then be compared
automatically. The comparison of the security
numbers is then cryptographically secured.

(optional) Accountname)

Alternatively, you can leave Anne Baler free to
choose which provider to use.

A message will be pre-formulated with your

selection, which you can then send. The expected
identifiers will not be transmitted to Anne Baler.

Continue

1] @] <

13230 N RG ) 87%8
& AB Anne Baler @

 Verifiziert D %

folgenden Platformen: [Instagram.com,
Li Kelolul Tmin €@

3 ungelesene Nachrichten

Hi, sure! Just a second.

Anne Baler has proven their
identity on the following platforms:

® Platform: Instagram.com
Not transmitted

Platform: Linkedin.com
Not transmitted

Zusitzlich iibermittelt wurden:
Platform: Imstagram.com
Confirmed account: @AnneBaler

Unfortunately, T don't have access to
the LinkedIn account right now

/' You have marked the security number of
yourself and Anne Baler as verified.

©9¢ @

@© signal-Nachricht

(a) The participant requested two
proofs from two providers and filled
in the identities.

Figure 3: Translated screenshots of the SOAP request flow

from P10 (pilot study).

(b) The response was incorrect due
to a typo in one IdP and another iden-
tifier not being transmitted; however,
the participant did not notice the typo
and incorrectly marked Anne as veri-
fied.

276 Twentieth Symposium on Usable Privacy and Security

USENIX Association



1305M @A - AR 99% 8 U DA - WG 83%G 1355MA® - X WG 83%0 oI mA® . AW 83%0
Signal & AB  Anne Baler® O & & AB  Anne Baler@® O &
Select provider:
Amnesty.org (optional) Accountname
[ Facebook.com  (optional) Accountname AB AB
O cmail.com (optional) Accountname
Anne Baler Anne Baler
O Twitter.com (optional) Accountname
Today Today

If you want to verify the security of your end-to-end encryption
with Anne Baler, select one or more providers.

If Anne Baler can prove control over the requested accounts,
your connection is secure. You can also enter an expected
account name, which will then be automatically compared

with the response. The expected account names are not
transmitted to Anne Baler.

Back Continue

I @] <

Q. You have requested a proof of identity from Anne
Baler. As soon as a response is received, it will be
displayed here in the chat history.

(%) Identities received - Review
necessary!

Anne Baler has access to the following
accounts:

-anne-baler-98746524c on Amnesty.org
Do you know from a reliable source that
these accounts belong to Anne Baler? If
S0, then click on "Yes" to mark the person
as verified.

Yes No

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET

MORE PROTECTION AGAINST EAVESDROPPING.

@ [seiesmm © ¢ e

I @] <

If you are unsure whether these
accounts belong to the person, you
should not send any messages to this

person.

Q. You have requested a proof of identity from Anne
Baler. As soon as a response is received, it will be
displayed here in the chat history.

[\ 1dentities received!
Anne Baler has access to the following
accounts:
-anne-baler-98746524c on Amnesty.org
You weren't sure if these accounts
actually belong to Anne Baler.

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET
MORE PROTECTION AGAINST EAVESDROPPING.
@ [sgelcsmm © ¢ e

I @] <

(c) In combination with the decision, (d) And later reminded what they
the user is informed about possible decided.
consequences.

(@) A user can request proof for an (b) As it cannot be automatically de-
account on an IdP without any iden- cided whether the identifier is correct,
tity. the user must make a decision.

Figure 4: Translated screenshots of a SOAP (lab study version) request flow without identifiers.
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1358MA® - NG 83%0

& AB AnneBaler®e (O Qg

AB

Anne Baler

‘THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET
MORE PROTECTION AGAINST EAVESDROPPING.
©¢ @

il @] <

@ Signal message

(@) The screenshot shows what a
fresh chat looks like if the person was
previously added as a contact. The
red button nudged the participant to
click on it and find the ceremonies.

1356 BA® - NG 83%0

Signal

Select provider:
Amnesty.org anne-baler-98746524b

(O Facebook.com  (optional) Accountname
O3 cmail.com (optional) Accountname

O Twittercom foptional) Accountname

If you want to verify the security of your end-to-end encryption
with Anne Baler, select one or more providers.

If Anne Baler can prove control over the requested accounts,
your connection is secure. You can also enter an expected
account name, which will then be automatically compared

with the response. The expected account names are not
transmitted to Anne Baler.

Back Continue

1 o <

(€) The screenshot shows how a
SOAP request code could be made.
Selecting an IdP and an identifier. By
clicking on next, a SOAP request is
sent. The expected identifier is not
sent to the recipient.

1354 A®Q N RS  83%8

& AB AmneBaler®@ [ &

AB

Anne Baler

Anne Baler has confirmed access to the
following accounts:
Anne_Baler on Amnesty.org
Do you know from a reliable source that these
accounts are owned by Anne Baler? If so, click
“Yes" to mark the person as verified

YES NO

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET
'MORE PROTECTION AGAINST EAVESDROPPING.
@ @

il (@] <

@ Signal message

(b) If the participant was in the
pre-registration condition, they saw
a non-requested SOAP answer.

1401 mA® - NG 83%0

& AB AnneBaler®e (1 Q

AB

Anne Baler

Today

Q_ You have requested a proof of identity from Anne
Baler. As soon as a response is received, it will be
displayed here in the chat history.

A Proof of identity failed!
Anne Baler has access to the following
accounts:

-anne-baler-98746524c instead of
anne-baler-98746524b on Amnesty.org
That is not what you asked for. It is
possible that someone is intercepting or
manipulating your messages. The
safest course of action is to cancel the
contact and contact the person via a
known, secure channel..

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET
MORE PROTECTION AGAINST EAVESDROPPING.
@ [y © ¢ e

1l o <

(f) The SOAP request is sent auto-
matically, and the user is informed
in the chat. When the user receives
a SOAP response, it is parsed, and
compared against the expected iden-
tifiers and IdPs. This SOAP response
is incorrect, as the identifier is not
as expected. The user is informed of
that.

1355MA® ¢

Select verification method

Please select a method you would like
1o use to verify your dialogue partner.

COMPARE SAFETY NUMBERS

SCAN QR CODE

REQUEST PROOF OF IDENTITY

(C) The screenshot shows the menu
that led to the ceremonies. Clicking
on the QR code and safety number
opened the existing site, just slightly
modified (see.5d).

Proof of identity failed

The person could not prove access to accounts
you know. There is a risk that the chat could b
e intercepted.

Don't send Send anyway

1l (@] <

(g) If a user wants to send a message
to a contact where a SOAP response
was incorrect, the app warns the user,
similar to when the safety number of
a verified contact changes.

1“1 PAe . N DG 84%G

& Verify safety number

Tap to scan

14662 52856 17156 35550

67392 63422 72500 10336

57813 26686 75084 14894
—or-

REQUEST PROOF OF IDENTITY HERE

To verify end-to-end encryption with Anne Baler,
match the color card above with their device and
compare the numbers. If you have received a
number that is only half as long as the one shown
above, it only needs to match the first or last half
of the number shown above. Altenatively, you can
also request proof of identity. Learn more

Mark as verified

il (@] <

(d) The screenshot shows the menu
page where the user can see the
safety number, the QR code, and re-
quest SOAP. The information text
was slightly adapted so that users
knew which part of the safety num-
ber to compare, and the prompt for
social authentication was added.

The proof of identity has failed. This
means that the person could not prove
that they have access to the accounts
you requested.

1 understand the risk and would like to send
the message anyway

Do not send the message

(h) To send a message, the user has
to click two additional times.

Figure 5: Translated screenshots of an example SOAP (lab study version) request flow with expected identifiers filled in.
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