é} usenix
4 THE ADVANCED

COMPUTING SYSTEMS
ASSOCIATION

Batman Hacked My Password:
A Subtitle-Based Analysis of Password Depiction
in Movies

Maike M. Raphael, Leibniz University Hannover; Aikaterini Kanta, University of
Portsmouth; Rico Seebonn and Markus Durmuth, Leibniz University Hannover;
Camille Cobb, University of Illlinois Urbana-Champaign

https://www.usenix.org/conference/soups2024/presentation/raphael

This paper is included in the Proceedings of the
Twentieth Symposium on Usable Privacy and Security.

August 12-13, 2024 « Philadelphia, PA, USA
978-1-939133-42-7

Open access to the Proceedings
of the Twentieth Symposium
on Usable Privacy and Security
is sponsored by USENIX.

+ LR S————



Batman Hacked My Password:
A Subtitle-Based Analysis of Password Depiction in Movies

Maike M. Raphael
Leibniz University Hannover

Markus Diirmuth
Leibniz University Hannover

Abstract

Password security is and will likely remain an issue that
non-experts have to deal with. It is therefore important that
they understand the criteria of secure passwords and the char-
acteristics of good password behavior. Related literature indi-
cates that people often acquire knowledge from media such as
movies, which influences their perceptions about cybersecu-
rity including their mindset about passwords. We contribute
a novel approach based on subtitles and an analysis of the
depiction of passwords and password behavior in movies.
We scanned subtitles of 97,709 movies from 1960 to 2022
for password appearance and analyzed resulting scenes from
2,851 movies using mixed methods to show what people could
learn from watching movies. Selected films were viewed for
an in-depth analysis.

Among other things, we find that passwords are often por-
trayed as weak and easy to guess, but there are different con-
texts of use with very strong passwords. Password hacking
is frequently depicted as unrealistically powerful, potentially
leading to a sense of helplessness and futility of security
efforts. In contrast, password guessing is shown as quite
realistic and with a lower (but still overestimated) success
rate. There appears to be a lack of best practices as pass-
word managers and multi-factor authentication are practically
non-existent.

1 Introduction

Cybersecurity is a topic that virtually everyone encounters
every day, from the first unlocking of the smartphone in the
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morning to reading emails at work or communicating with
friends at night. This requires many decisions about which
links to click, which websites to trust or which password to
choose. Among other things, these decisions are based on
knowledge and beliefs about the subject area in question that
determine, for example, what is perceived as “secure” or “in-
secure” [20,73]. It is therefore important that this knowledge
is correct and beliefs are aligned with reality. However, stud-
ies show that for cybersecurity these are often incorrect or
incomplete, leading to “bad” security practices [1,63].

This problem becomes particularly evident in password
security, which is an area where many misconceptions are
found. Various studies show that people do not know the
characteristics of good passwords, do not know how to handle
passwords in general or do not remember the recommenda-
tion to change the password regularly, which has been proven
to be bad advice in recent years [11,24,45]. This is a big
issue because, despite their weaknesses and numerous alter-
natives being available, passwords are still by far the most
common form of online authentication [26]. It is therefore
important that the understanding of password security and
good password behavior is reinforced.

One source that influences people’s perception of cyberse-
curity is likely films [54,73]. Literature shows that people
learn from media and use it as a source of information [51,54].
Films play a major role in this; they have been a popular enter-
tainment medium for decades and are watched by thousands
of people every day. Therefore it is hardly surprising that
films influence knowledge and behavior [19] or the attitude
toward technology [9] and that this may change how people
handle specific topics and make decisions. Because people
often cannot decide if what they see is realistic or not, they
are in danger of taking fictional portrayals as realistic which
may influence their thinking about certain topics including
cybersecurity [20,73]. It is therefore important to ensure that
things are presented in a good and realistic way so that people
potentially learn something true from them [12].

The use of certain technologies in movies “both reflects and
influences society’s use and attitudes toward the portrayed
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technology” [9]. Literature shows that what we see in the
media (partially) reflects life [19] and shows what our soci-
ety thinks and is interested in [21, 67]. Furthermore, movies
can be regarded as “Cultural Artifacts” and historical snap-
shots” [9] enabling us to compare attitudes from different
years. So we can use those to learn something about our
society during the ages and to identify password behavior that
seems to be considered typical as is already shown impres-
sively for society’s attitude toward technology.

Regarding the many misconceptions concerning passwords,
it is to be expected that their portrayal in films may reflect an
outdated or insecure password behavior that we also see in so-
ciety. At the same time, showing good passwords and secure
behavior could have a significant impact on the understanding
and the overall security of people regarding password usage.
Consequently, the aim of this paper is to answer the ques-
tion of how accurately cybersecurity topics in general and
password-related topics in special are depicted in films.

In this paper, there are four primary contributions to im-
prove understanding of password depiction:

A subtitle analysis as a novel approach to analyzing the
occurrence of passwords within a large amount of data:
97,709 movies of various genres, from 1960 to 2022.

* A collection of which films and scenes and in which
context passwords play a role and a statistic evaluation
of the results from 2,851 movies. This includes what
the password is used for, different kinds of password
behavior and (missing) best practices such as the use of
password managers and multi-factor authentication.

* An evaluation of the strength of the passwords shown
in films and a linking of this knowledge with the results
from step two to understand the role of strong passwords
in movies.

¢ In particular, an investigation is conducted on attacks
on passwords to understand whether passwords are pre-
sented as “secure” and which circumstances lead to
blighting password protection. This includes watching
selected movies to understand the overall importance and
ambient conditions of password attack movie scenes.

The results show how many everyday password activities are
mirrored in films and how often the topic appears in a wide
variety of genres and years. However, this often involves
insecure behavior such as careless sharing by writing down
or reusing passwords for different accounts. Good password
practices such as using password managers or multi-factor au-
thentication is scarcely depicted in films. Even if strong pass-
words are used, these hardly increase security — passwords
within the highest strength category (as shown in Section 6)
are guessed as often and easily as very bad ones. Both hacking
and guessing attacks are often frighteningly successful, which
gives the impression that passwords can hardly withstand any
attacks. However, there is a strong contrast between the very
unrealistic hacking attacks and password guessing, which is
often portrayed in a very realistic manner.

2 Background & Related Work

We first describe a small but closely-related body of work
focused on movies and cybersecurity. We looked to the fields
of film studies and linguistics to inform our understanding of
methodological best practices and the way that movies impact
people and society. Finally, since we focus on the depiction
of passwords, existing knowledge about passwords, password
security, and user experiences with passwords provided im-
portant context for structuring our analysis and interpreting
our findings.

Cybersecurity and Movies Prior work has shown that
many users learn about cybersecurity from media, includ-
ing advertisements, news, and fictional narratives such as
television and movies [51,52,54].

Specifically, researchers have studied the impact of movies
on people’s understanding, perspectives, and behaviors re-
lated to hacking [4,20], biometric and non-biometric authen-
tication methods [73], and technology broadly [9], finding
that movies have the capacity to misinform people or guide
them toward a better understanding of technology. Authors
argued that the movies sometimes confirmed participants’ ex-
isting mental models, for example beliefs that only famous
or rich people will be attacked and that — if targeted — secu-
rity measures are futile anyway [20]. Other prior work helps
us understand the mechanisms through which media such as
movies might influence people [30]. For example, mental
models are thought to be an important aspect of decision-
making [30]; thus, researchers finding that watching movie
scenes impacted mental models [4,20] suggests that movies
could influence people’s decisions and behaviors as well. Per-
haps the visual and/or video format of movies contributes to
their ability to influence people; studying the difference in
impact of a video-based message or a text-based message,
Albayram et al. found that people who watched videos were
more likely to adopt password managers [2]. Another influ-
ential factor may be the narrative structure that is common
in fictional media such as movies. Prior work has repeatedly
found that we learn about security through stories [46,48].

Since movies have the capacity to (mis)inform, it is per-
tinent to understand their contents and to what extent this
content is realistic. Examples poking fun at the inaccuracies
of cybersecurity in movies are easy to find in blog articles [53],
online repositories of TV tropes [16, 17], and even in a talk
at DefCon [38]. These sources emphasize inaccuracies such
as hacking or decryption being absurdly easy or quick, tech-
nical terms being thrown around without real meaning, and
images of illuminated screens with rushing lines of code.
Similarly, Christmann et al. find inaccuracies with password
advice in YouTube videos and propose a list of requirements
for security awareness videos dealing with password behav-
ior [12]. In a more systematic study, Gordon assembled and
analyzed a data set of 50 “hacker movies” from the 1960s
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through the early 2000s, comparing the key themes in these
movies with reality [23]. Gordon found that some aspects of
movies’ portrayals of hackers was quite realistic (e.g., find-
ing that the inaccurate “stereotypical view of outsider attacks
by teenagers” is not coming from this set of movies), while
some were not (e.g., the ratio of insider to outsider attacks),
but argues overall that these movies are likely to be a useful
resource for security course instructors.

Learning From and With Film Media Film media (i.e.,
television and movies) can have a positive influence on adults’
or children’s learning and influence them to adopt beneficial
attitudes and behaviors [18,34,35, 65, 68,69]. For example,
Whittier et al. deployed an online survey shortly after a popu-
lar television show had aired an episode with a story line about
syphilis and found that participants who had seen the episode
reported higher intention to be screened for syphilis [68]. In
contrast, movies can also have harmful learning effects. For
example, misrepresented medical scenes can lead to danger-
ous misconceptions that reinforce racist stereotypes [44] or
lead to self-diagnosing with insufficient medical understand-
ing [49]. This has led to the creation of programs for review-
ing movie contents [47,60]. Hoffman et al. found that medical
television’s influence on viewers’ health-related knowledge
was deemed negative in 11% of prior studies, positive in 32%
and mixed in 58% [27].

Unlike the formats that we typically associate with the idea
of “learning,” people learn passively from film media [35].
Krugman and Hartley assert that this type of passive learn-
ing is “characterized by an absence of resistance to what is
learned” and so in some ways has capacity to be especially
powerful [35]. But the precise impact a movie on a particu-
lar person is likely unpredictable. Fearing argues that “what
the individual ‘gets’ [from the movie] is determined by his
background and his needs. He takes from the picture what
is usable for him or what will function in his life” [19]. In-
tegrating movies as a tool for active teaching/learning has
been widely discussed in fields such as medicine [6,36,65],
counseling [34], and international politics [18].

Film studies is a rich field whose methods often involve
close watching of one or a small set of films, sometimes frame-
by-frame analysis, and factoring in how elements such as the
film creators’ personal backgrounds and societal or cultural is-
sues that may have influenced the film itself and its reception
by audiences [13,56]. The increasing availability of digital
analyses, which enables “big data” in film studies, has shifted
approaches and spurred, for example, the establishment of
the Digital Cinema Studies network [57]. Subtitle analysis
has been used to gain insights about the contents of bigger
sets of movies. For example, linguistics researchers studied
speech acts by analyzing “Evim Sensin” (You Are My Home,
2012) subtitles [29] and compared word frequencies in Greek
and Polish movie corpora [15,40]. These analyses found
that language in subtitles is similar to everyday language and

that topics from society are reflected in films. Other research
is based on searching for words in subtitles to analyze, for
example, hate speech or physical aggression and verbal in-
sults within selected movies [61,70] or how sex behavior is
referenced in a Netflix series [71].

User-Focused Password Research There is a significant
body of Usable Security & Privacy research regarding pass-
words and technology users, which seeks to answer ques-
tions such as: What are users’ existing password prac-
tices [33, 41, 58, 62]? What do users understand or be-
lieve about passwords, password strength, and password at-
tacks [33,42,58]? In what ways are passwords typically
attacked [50]? How can we encourage users to create better
passwords or otherwise decrease vulnerability to authentica-
tion attacks [2,55,72]? Common practices that make users’
accounts more vulnerable include creating predictable pass-
words [58], re-using passwords across different services [41],
and using personal information in a password (e.g., year of
birth, names of relatives) [62]. Users also regularly expose
these types of personal information online [28]. Analyses
of leaked passwords show that users often add numbers at
the end of their passwords, capitalize the first letter of the
password, and make common letter substitutions (e.g., “@”
to replace “a”, or “1” to replace “i”’) [33]. Users tend to over-
estimate the security of passwords they create [58] and have
different misconceptions regrading password composition,
handling and attacks [42]. Security researchers have also
formed an understanding of how passwords (or authentication
systems more generally) are typically compromised. This can
happen via automated password guessing (e.g., brute force or
dictionary attacks) or compromising other parts of a user’s se-
curity (e.g., deploying a keylogger or using social engineering
to get a user to reveal their password) [50].

3 Method

In previous work so far only a targeted selection of films have
been examined and with a very specific focus on hacking,
so we take an approach that enables us to draw quantitative
conclusions about passwords in movies. To scale our analysis
via automation, we used text-based approaches to analyze a
large set of movie subtitles.

Creating a Movie Subtitles Dataset We obtained the subti-
tles from a torrent link posted on the social news aggregation
website Reddit r/DataHoarder [3]. The torrent contains a
database (opensubs.db, 136.8 GB) of 5,719,123 subtitle
files, crawled on July 24, 2022. It also contains a metadata
file (subtitles_all.txt.gz, 309 MB) that includes infor-
mation such as movie name, year, language, content type
(movie, TV show), season, episode, IDs (IMDB, OpenSubti-
tle), upload date, frame rate, and file format.
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The Reddit thread stated that these subtitles were initially
sourced from the website opensubtitles.org [8], one of
the largest subtitle databases on the Internet. Subtitles are
uploaded by users, who then vote and comment on the quality
of subtitle files.

We filtered out non-English subtitles and subtitles for con-
tent besides movies because the full torrent also contained
subtitles for TV shows and other content types. Movies that
appeared in a non-English language (e.g., Parasite, 2019; Ko-
rean) but had English subtitles available were included in the
analysis. Additionally, the torrent contained duplicate subtitle
entries for some movies (e.g., if two users had uploaded sub-
titles for the same movie); we removed duplicates by always
using the most recently-added subtitle file. Our final dataset
contained subtitles and metadata for 97,709 movies. More
information about this movie subtitle dataset (e.g., graphs of
their genres and years of distribution) can be found online!.
We obtained additional metadata including genre, popularity,
and other details from The Movie Database (TMDB), using
the TMDB APL

Identifying Password-Related Content in Movies To au-
tomatically identify content in movies that is related to our
research topic, we perform a search within the subtitles for
the word password. We found that this straightforward ap-
proach was the most appropriate for identifying relevant con-
tent in such a large dataset. We considered including other
authentication-related words or phrases in our keyword search,
including passphrase (occurs only seven times in the dataset)
and PIN (high false positive rate due to semantic overload).
Password appeared 5,982 times in 2,851 different movies
(just under 3% of movies in our dataset).

To create units of analysis corresponding approximately to
the notion of a movie “scene,” we considered the nine subtitle
lines before and after the occurrence of the word password
(i.e., a total of 19 lines). Note that subtitles do not encode the
idea of a “‘scene;” we found this to be a conservative approxi-
mation (i.e., the researchers agreed that 9 lines before/after
the keyword were more than enough context to meaningfully
interpret the data). Subtitles include newlines corresponding
to what would appear as one line of text on someone’s screen
if they were watching the movie with captions. There is not
information about who said which words. A longer dialogue
from one character may span multiple lines. Typically (but
not always), newlines or other visual indicators such as dashes
are inserted when a new character begins speaking. Subtitles
typically contain (most of) the spoken words, though cross-
talk (i.e., multiple people speaking at once) and background
dialogue may not be fully captured. Sometimes subtitles con-
tain additional information about the audio such as “laughter”
or “music”. In the results, we report on patterns of how these

"https://www.itsec.uni-hannover.de/de/usec/forschung/
medien/password-depiction-in-movies

movies with password-related content are distributed in terms
of year and genre.

Characterizing Scenes about Passwords We started with
an open-coding approach to analyzing these 5,982 password-
related scenes. Two authors each used MaxQDA to indepen-
dently open code the same set of 50 scenes, which included
10 randomly selected scenes from each of five time intervals
(including very old and very recent movies). The researchers
then compared their open codes and generated a codebook.
One author applied the codebook to all scenes. When coding
decisions were unclear, he consulted with co-authors to reach
a consensus. The codebook can be found online' alongside
with a list of all scenes including the movie metadata and the
set of codes we applied to each scene.

Analyzing Password Topics and Password Attacks We
characterized the context of use for the password (e.g., if the
password is used for a computer, a website account or locks),
and different activities that are performed with passwords
(e.g., password creation, change or losing a password). In
particular, we coded the scenes based on whether they contain
password hacking and/or password guessing. These codes
were used as the basis for generating a sample of movies that
we watched manually. We report summary statistics and pat-
terns that emerge between these codes and also over time/by
genre, and we include relevant quotes from the subtitles to
illustrate our findings and provide qualitative depth.

Measuring Movie Passwords’ Strength While applying
the codebook, we recorded all passwords that showed up
in the transcripts (e.g., “Your password’s 999999?” (Max
Winslow and The House of Secrets, 2020)). In cases where
passwords were described verbally, we recorded our best
approximation of the plaintext passwords (e.g. in (The Dis-
appearance of Jennifer Dulos, 2021), subtitles state “What’s
the password? - It’s four zeros”; we recorded this as 0000).
This resulted in a list of 687 passwords which are listed in
Appendix A organized by strength using the zxcvbn metric as
described below. To measure the strength of these passwords,
we applied two well-known password metrics:

* zxcvbn. A simple but relatively accurate [22] strength
meter developed by Dropbox [66]. zxcvbn catego-
rizes passwords into 5 strength categories from weakest
(Class 0) to strongest (Class 4). Passwords up to Class 2
are easily guessable, whereas Class 4 contains passwords
that would require 10'° guesses [33].

e PGS. The “Password Guessability Service” created by
researchers at Carnegie Mellon University [59]. The
output of this metric is the number of guesses it would
take to guess the password (or -5 if it cannot be guessed).

We compared the strength of these passwords with real-

world leaked passwords from several well-known breaches:
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e The Popular-200 (200 most used passwords of
2023) [43], a current dataset with a focus on frequently
used (and therefore tending to be less secure) passwords.

e The Ignis IM wordlist [25], which was assembled in
2020 from various data leaks (Collection #1, Dropbox,
LinkedIn, and others) and contains the 1 million most
popular passwords found within those data leaks [32].

¢ A list from the RockYou data breach [14], which was
leaked in 2009, but contains the full distribution of pass-
words from the weakest to the strongest since it was
leaked in plaintext and is frequently used in comparable
research.

Watching Movies to Gain Deeper Qualitative Insights To
find additional information that could not be found out by
analyzing only a specific scene (such as the importance of the
password activity for the whole movie) or could not get out of
the subtitles (such as a password which is typed in but never
said out loud, which is why it may not appear in the subtitles)
and to compare the findings of our subtitle analysis with some
real movie scenes, we watched a small subset of 21 movies
and evaluated the password attack scene in the context of
the overall movie plot. Considering movies that came out
between 2013 and 2022 which were sorted from most to
least popular based on the total amount of votes a movie
reached on TMDB [5], we included the top 10 movies that
contain password hacking and the top 15 movies that contain
password guessing. Three movies were in both categories
(i.e., contained hacking and guessing scenes), and one movie
was not available to watch online.

Six people participated in this task, watched the allocated
movies in full, and filled out a questionnaire that was dis-
cussed and iterated on by the authors; the questionnaire aimed
to capture details that would have been missed in transcript
analysis. All six people who participated in this task were
trained and had opportunities to ask questions about their
understanding of the questionnaire before starting. The ques-
tionnaire and list of watched movies can be found online'.

High-Grossing Movies Our dataset includes both very pop-
ular and relatively obscure movies. Popular movies have
(by definition) already reached a broader audience and will
likely continue to be viewed more often, which makes their
capacity to (mis)inform viewers especially important to con-
sider. While our analysis is primarily concerned with the full
dataset, we assembled a secondary High-Grossing dataset
to assess whether high-grossing movies’ characteristics are
meaningfully different. The High-Grossing dataset consists
of all movies in our dataset that appear in the list Top 1000
Highest-Grossing Movies of all Time [7] as of April 2024.
This list contains 39 movies that are newer than our dataset
and three that are not available in English (i.e., excluded from
our dataset). Of the remaining 958 movies, 70 (7%) contain

the word password at least once (listed in Appendix C). We
compare the High-Grossing movies with our other findings
in Section 7.

Ethical Considerations Movies are subject to copyright;
however, analysis like ours should be protected under fair
use. Additionally, the user-generated subtitles on OpenSubti-
tles.org seem to not infringe on copyright [64]. While Open-
Subtitles.org disallows scraping, they explicitly allowed non-
registered users to download subtitles at the time of database
creation and still allows non-commercial, scientific, and ed-
ucational use [64]. An older corpora from this site was pub-
lished in 2018 and is used by the linguistics community [37].
By using a dataset that had already been scraped and shared
publicly, we avoided stressing OpenSubtitles.org’s server
bandwidth. Finally, while the subtitles are user-generated, we
did not use data about any of the individuals who uploaded
them.

Limitations Some of our methodological choices present
limitations to how readers should interpret our results and
what we could find. However, these trade-offs enabled for a
much broader analysis than has been conducted previously,
and so represent a deliberate choice. Searching for only the
keyword password almost certainly excluded relevant scenes
and movies (both content that is relevant to passwords specif-
ically, but also content more broadly related to authentication
or security and privacy in general). Using only subtitles lim-
its what information we can analyze, and we must assume
that the subtitles sometimes leave out relevant context or are
misleading. Our deep qualitative analysis through watching a
small number of movies helps address this concern (see Sec-
tion 5). It is possible that we could have understood the scenes
marginally better by including more than 19 subtitle lines in
our analysis, though we found this to be acceptable empiri-
cally. The subtitles used in this work were user-contributed
(on opensubtitles.org [8]) and some of the subtitles were
translated, which may change the meaning of individual sen-
tences. We only informally checked the data quality (by pay-
ing attention to subtitles during the movie watching activity),
but we found that the subtitles were highly accurate. Finally,
while this paper is the largest study on how cybersecurity-
related topics are presented in entertainment media, we do
not consider other types of content besides movies, including
TV shows (or series) or other online media.

Additionally, it must be emphasized that our analysis fo-
cuses exclusively on the depiction of password topics in films
and thus on the question of what people are shown when they
watch the movies - and could potentially learn from them.
Whether and to what extent people actually do take away this
information from films remains to be investigated. Therefore,
there is no evidence presented that these scenes have any
real-world impact.
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4 Results: Depiction of Passwords in Movies

Next, we present the results of our analysis. In the first step,
we will look at which movies contain password-related con-
tent at all, before turning to different scenes and what is done
with passwords in them. This includes which things pass-
words are used for, which activities are described in the con-
text of the passwords, and more.

4.1 Movies Featuring Passwords

Recall that only around 3% of movies in our subtitle data set
contain the word password (2,851 movies). We start by asking
about the characteristics of these movies. Are passwords more
likely to be mentioned in certain genres of movies? How has
the frequency of mentioning passwords changed over time?
Figure 1 shows how movies whose transcripts include pass-
word are distributed across various genres are more likely to
contain password. Password is mentioned most commonly
in Thriller, Science Fiction, and Action movies and least fre-
quently in Western, Music, and Documentary movies.
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Figure 1: Percent of movies within each genre that contain
the word password at least once. Thriller is the genre that
mentions passwords most often, with 5%.

As shown in Figure 2, the proportion of movies containing
password increased over time which means that newer movies
are more likely to mention password than older ones. For
movies that have come out since the start of 2020, slightly
over 5% (or 1 in 20 movies) contain the word password. 71%
of movies with password have been released since 2005.

Comparing the High-Grossing movies with the overall
dataset, a comparatively high number contain password
scenes (7%, compared to 3% in the overall dataset or 5%
of all movies since 2020). This may be explained by the
makeup of the High-Grossing dataset: they tend to be newer
(545 came out after 2010) and they tend to fall into genres that
we found more often reference passwords (78% are Thriller,
Sci-Fi, or Action & Adventure). We return to this comparison
in7.
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Unknown
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1970-1974
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2005-2009
2010-2014
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2020 & later

Figure 2: Indication of what percent of movies within a year
interval contains the word password at least once. In recent
years, slightly more than 5% of films contain the word pass-
word, in past years this was between 1% and 2%.

4.2 Password Behavior in Movie Scenes

Next, we present the types of password behavior that we
detected within the analysed movie scenes as well as patterns
that emerge based on applying these codes to the data.

Context of Use We were often able to use the subtitles to
discern what the context of use was for the password refer-
enced in a particular scene. We categorize these contexts into
computer-related, Internet-related, banking, (interpersonal)
legitimation, or anything else, as shown in Figure 3. A more
detailed breakdown of contexts of use is contained online';
here we primarily report findings related to these high-level
categories. Interpersonal legitimation contains all scenes in
which a person uses passwords or passphrases to prove to-
wards other people that they belong to a specific group or
are allowed to perform a certain activity (e.g., enter a re-
stricted area, perform an operation as a spy, etc.). Example
scenes are the following: “It had to be a Gryffindor. Nobody
else knows our password”(Harry Potter and the Chamber
of Secrets, 2002); “you’ll get your instructions day by day.
The password for the contact will be »Wee-wee Birdie«, and
the contact will answer »Poo-poo birdie«(Brigada explosiva:
Misién pirata, 2008). The most common Internet-related
passwords are Wi-Fi passwords (including passwords “fo
the internet” (Witness to Murder, 2019)) and passwords for
website accounts such as the “registration in a site for dating”
(Love.net, 2011), or for the “website you have an administra-
tor’s account, right?” (Suicide Club, 2018). Other combines
a collection of all scenes that do not fit into the other cate-
gories. This includes, for example, when a password is used
as a signal to start a specific activity as in “Af the password,
»The cat is in the kitchen cupboard«, you’ll open the envelope”
(In Danger and Dire Distress the Middle of the Road Leads
to Death, 1974). Other examples in this category are when a
password is used to control the people’s minds or (in one case)
pets, or when it is used as a mantra such as “and remember
the password: relaxation” (The Big Bluff, 1995).
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We observe shifts in the most frequent context of use over
time; until 1990-1994, the dominant context of use was le-
gitimation. In more recent time intervals, digital passwords
used in computer contexts have become most common, and
from the 2015s onward, Internet-related passwords have been
dominant.

400

Computer- 9 0 0 2 1 17 15 24 80 110129203 171
Internet- 8 0 1 0 0 0 2 4 21 27 49 142 300

Banking- 0 1 0 4 0 1 4 13 39 31 59122 36
1200
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Figure 3: This figure shows how the context of use varies over
time. Darker cells indicate a larger number of scenes with
this context of use and release date, and the number in each
cell conveys the number of scenes. Notice that legitimation
was more common than other contexts in older movies, but
computer- and Internet-related contexts have become most
common recently.

Password Life Cycle In some scenes, characters speak
about specific points in a password life cycle. Our coding
process distinguished: password creation, changing a pass-
word, training to remember a password, losing or forgetting
a password, performing a password recovery or reset, and
reusing a password for different accounts. The distribution of
these in scenes over time is shown in Figure 4. More detailed
descriptions and examples of each point in the life cycle are
included in Appendix B. Except for password recovery and
password reuse, all codes appear with similar frequency in
the movies; they are named between 104 and 115 times.
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Figure 4: Points in the password life cycle and the number of
scenes they occur in over time. Darker cells correspond to a
larger number of scenes.

Password Sharing A password is shared in scenes from
more than 1000 movies. Here, we consider ow this happens
and with whom the password is shared.
Intended/intentional sharing is the most common type
of password sharing, presented in 469 scenes. Of those,
74 scenes include a deeper explanation of how the password
should be handled, such as, “Once you pass through the first
step, you will receive a password on your phone. The last step
is the key.” (Collectors, 2020). However, password sharing is
often non-consensual or forced (132 scenes). For example,
“The silver bowl your brother-in-law got from Turkey... Do
you know how much its worth? Do us a favor, Just give the
password to the lock of all the precious things in the house”
(French Biriyani, 2020). In 64 scenes, a password is shared un-
intentionally, such as in the following scene: “You shouldn’t
leave shit lying about. -How’d you get the password? -You
had it taped underneath the fucking thing.” (Boy A, 2007).
In 367 scenes, the password is distributed to one legitimated
person such as a friend, colleague or family member. In most
of these cases, the recipient takes on the role of a friend
(186 scenes), followed by family members (78 scenes), work
and the partner. In 93 scenes, it is shared with a small group
of people, e.g., some direct colleagues or people from the
same squad. In nine scenes, a large group is the recipient.
For example, a password is forwarded via radio to all military
units or “the whole FBI”(Enemies of the State, 2020).

Security Best Practices As described in the background
section there is a large amount of security advice regarding
password behavior. In addition to general recommendations
such as not sharing passwords (discussed above), using pass-
word managers and multi-factor authentication are recom-
mended as specific best practices. We have therefore analyzed
what role they play in movies.

Password managers appear in only four scenes, and all four
scenes are in one movie. It is the French movie Disappear:
Cover your online tracks from 2021, a documentary including
(among several other topics) a description of what a password
manager is and how it can be used.

In seven movies — all from 2013 or later — the password is
combined with a one-time password (OTP). That is, Multi-
Factor Authentication is shown in these movies. In four
scenes, the OTP is sent to a smartphone, in one to a key
card, and in one it is created by “a pair of watches that had
undergone a special magnetization process. Only by putting
the two watches together will a person be able to acquire
the correct account and one-time password, thus, gaining
access to the huge sum” (Arjun Suravaram, 2019). In four
scenes, the OTP is used to access a bank account or transfer
money; in one, it is used for accessing a high-security area in
a building, and in another, it is used to perform a password
reset via phone (the OTP is sent to the phone and has to be
read aloud).

USENIX Association

Twentieth Symposium on Usable Privacy and Security 205



5 Depiction of Password Attacks

In the coding process, we distinguished two basic kinds of
password attacks: Password guessing, where a human actively
guesses candidate password based on frequent passwords, spe-
cific knowledge about a person, or known old passwords, and
password hacking, where other techniques are used to obtain
the password such as social engineering or shoulder surfing or
using automated tools for (brute-force) guessing. Password
guessing appears in 220 scenes and password hacking in 63.

Password Guessing We observed different guessing ap-
proaches: Sometimes people try typical passwords, hoping
that the target chose one of the easily guessable ones, e.g.
“tell him that 1-2-3-4 as a password is worth fuck-all” (Todos
tus secretos, 2014). Others use their knowledge about the per-
son using the password and try to guess it by characteristics
of the target, e.g. “The name of her boyfriend is Troy. But
she calls him Batchoy. Her birthday is July 6th. So let’s try
this” (Walwal, 2018). Sometimes, attackers know old pass-
words and hope they have not been changed: “Paul’s used the
same combinations and passwords since we were freshmen
at Cornell” (Consensus Reality, 2018). In some cases, the
attacker looks around the physical surroundings and searches
for (physical) clues or written-down passwords, for example
“she scoured their apartment looking for passwords to get into
his laptop” (Trust No One: The Hunt for the Crypto King,
2022). In other scenes, the attacker just tries whatever pass-
words come to mind. Most frequently, people in the movies
use trial & error (94 scenes, 43% of all scenes with password
guessing), closely followed by using knowledge about the
person (83 scenes, 38%).

Overall, the guessing is successful in 103 scenes (47% of
scenes with password guessing), 85 attempts fail (39%) and
32 (15%) have an uncertain outcome. Figure 5(a) shows
guessing attempt success broken down by approach. Attacks
based on knowing an unchanged password have the best suc-
cess rate (11 out of 13, 92%). Using “typical” passwords and
targeted guesses had a higher-than-average success rate (76%
and 53%). Trial & error and using the physical surround-
ings have higher than average failure rates (54% and 58%,
respectively).

Password Hacking We define password hacking to include
all attack techniques except guessing (e.g., social engineer-
ing, shoulder surfing, overhearing passwords, using malware,
virus software, keyloggers, or password cracking tools). In
applying our codebook to the subtitles, we categorized the
63 scenes with hacking attacks into: (1) 19 scenes that fo-
cus on the human element (i.e., overhearing, shoulder surf-
ing, and social engineering), which occurs in around 30% of
these scenes; (2) 31 scenes that focus on the computer (i.e.,
breaking passwords, using master passwords to circumvent
individual passwords, virus, brute-force, etc.), in almost 50%
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Figure 5: Showcasing the amount of cases where codes ap-
plied to (a) guessing or (b) hacking and authentication out-
comes overlap thus highlighting which attack strategies lead
to which outcome of authentication. Cells are intensifying in
shades of red proportionally based on the prevalent guessing
strategies authentication outcome.

of hacking scenes, and (3) other in 21% of scenes. Hackers
often performed some kind of “computer magic,” described
with technobabble in the movie dialogue, as in the following
scene from (America: The Motion Picture, 2021): “After a
reverse hash, I backdoored the root password. A base check-
sum against the main data store allowed me to retrieve the
salted hash, and then, from there, I was gleaming the cube.”
Password hacking in movie scenes tends to be even more
successful than password guessing (81% success, 14% failure,
5% uncertain; see Figure 5(b)). Human-factor attacks are
successful in 89% of scenes (17 of 19 successful attacks).

Deeper Insights from Watching 21 Movies with Hacking
and Guessing Here we convey our findings from watching
21 full movies that contain password hacking and/or guessing.
We examine three key details that we were unable to analyze
based on subtitles alone: the roles and character traits of
attackers and their targets, more nuanced understandings of
the assets targeted in password attacks, and the importance of
the attack to the overall plot of the movie. We also consider the
extent to which our subtitle analysis may have been incorrect
or incomplete within the factors included in our codebook.
In movies, there is generally a clear distinction between
“good guys” and “bad guys,” main and secondary characters,
and it is generally easy to understand aspects of character
development such as character traits (e.g., computer exper-
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tise) and relationships between characters. While it was too
difficult to discern these roles and character traits based on
subtitles alone, we now paid special attention to these. Out
of the 21 movies we watched, the character trying to hack
or guess a password was only “bad” in two movies (i.e., in
90%, the person doing the hacking was good or neutral). In
movies with hacking, the character(s) performing the attack
were always main characters (if hacking occurred in a team, at
least one team member was a main character); the characters
trying to guess passwords were mostly of average importance
(e.g., a friend or family member of the main character). Char-
acters (or at least one team member) performing hacking had
high computer knowledge, but those trying to guess pass-
words mostly did not have high computer expertise. These
characters included: two superheroes, one police investiga-
tor (assisted by Batman), and a couple of gangsters, one of
whom is a hacking specialist. The targets of password hack-
ing attempts were typically opponents (good or bad) of the
attacker, with no close relation except being rivals. Password-
guessing targets were only active opponents in two cases,
and they included family members (5 movies), characters
with a romantic background (2 movies), colleagues or friends
(2 movies), and neighbors (1 movie).

By watching movies, we were also able to better under-
stand assets targeted by guessing or hacking attacks. Subtitles
often mentioned only the computer, but we could not assess
what role this computer plays in the plot. Within the movies
we watched, we observed that hacking tended to target civic
or company assets. For example, civic assets include tar-
gets in the context of secret agents and similar, which are
of great (civic) importance such as the computer system of
S.H.LE.L.D..% secret online videos concealed by criminals or
a city’s traffic control system. Company assets that were tar-
geted include the code to the space station, company servers
with precious software, or employee data. In contrast, pass-
word guessing tended to target private assets, and the targeted
assets themselves were of little importance to the plot (e.g.,
private computers and smartphones, two email accounts and
once “all my private accounts”). Password hacking tended to
be of high importance for the story (in all but one movie with
hacking). For example, successful hacking saved thousands
of lives in Captain America: The Winter Soldier (2014), cir-
cumvented the next crime in The Batman (2022), and resolved
the entire plot of Focus (2015), a movie in which getting the
secret code constitutes the main story line. Password guess-
ing was mostly less important to the plot. For example, in
Blended (2014) the main character’s son finds out she was on
a date, but he would have found out a bit later anyway. We
rated the password guessing as having “medium” importance
for only two movies; in both cases, the guessing is only one
of several steps to reach the final goal (e.g., freeing the second

2Supreme Headquarters International Espionage Law-enforcement Di-
vision,” a fictional counter-terrorism intelligence agency from the Marvel
cinematic universe (we watched Captain America: The Winter Soldier, 2014).

main character, who then helps to finalize the next quest in
Ready Player One (2018)) .

Finally, we specifically sought a deeper understanding of
whether our analysis of subtitles alone was misleading or in-
complete within the set of topics included in our codebook.
Overall, we found little evidence that our subtitle analysis
was insufficient. The six specific passwords that appeared in
movies we watched were also present in the subtitles, though
in some cases, the password appeared on screen before it
appeared in the subtitles. For password guessing attempts,
no tools or computer activity was ever shown; instead, in
most cases characters inform about the attack only afterwards,
which is entirely available in the subtitles. The flashy tools
and techniques used in password-hacking scenes were more
impressive visually, and sometimes the amount of time spent
showing this on screen seemed disproportionate to the fraction
of subtitles spent describing it. For example, we watched char-
acters bypass the password authentication by using another
authentication method (retina scan), brain-to-brain transfer,
artificial intelligence as a hacking tool, and fancy illuminated
computer screens and tools (without any understandable com-
puter activity shown). However, we found the key points were
also understandable without video.

6 Password Strength in Movies

As described in Section 3, we systematically recorded any
passwords that were directly stated in scenes (n = 689). We
analyzed and then evaluated their strength according to zxcvbn
(Figure 6) and PGS (Figure 7). In this section, the results
regarding password strength in the movie database will be
shown as well as their comparison to real-world passwords.

Per the zxcvbn strength metric, well over 70% of movie
passwords are rated as Class 0 through Class 2, meaning that
they are easily recoverable (i.e., weak). Within these classes,
only the 200 Most Popular contains a higher percentage of
Class 0 passwords, though this is expected since it by def-
inition excludes uncommon passwords. On the other hand,
the two lists that contain real-world passwords, RockYou and
Ignis-1M have a much smaller percentage of passwords in
Class 0. RockYou has almost twice as many passwords as
movie passwords in Class 2 and the same holds for Class 3
passwords. Finally, it is interesting that the two lists that
perform best for Class 4 passwords are RockYou and movie
passwords. Since RockYou is a complete dataset (the ser-
vice stored all of its passwords in plaintext) it represents the
most accurate distribution of the strength spectrum of real-
world passwords and Figure 6 suggests that the percentage of
movie passwords classified as Class 4 resembles a real-world
distribution very accurately.

Using PGS, we see that most passwords fall within the
range of 10° and 103. The top five strongest passwords from
our data set include: Cv’ qrPo (Our Happy Holiday, 2018),
which can not be cracked; ldfvarumellamsheriaavum
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(Varane Avashyamund, 2020); T19FXP07YT567TZ5 (Those
Who Are Fine, 2018); DOOMEDIFYQUQUIT (Sono tornato,
2018); and Youwereneverthereformeded (FML, 2016).

70 EEm Movie Passwords (n = 687)
60 Popular-200 (n = 200)
RockYou (n = 14 344 390)
50 Ignis 1M (n = 999 941)
40
30
20
10
0

Class 0 Class 1 Class 2 Class 3 Class 4

Figure 6: Comparison of the strength distribution of pass-
words found in movies (movie passwords) and control
datasets (Popular-200, RockYou, and Ignis 1M) using the
zxcvbn classification. The weakest passwords are in Class 0,
the strongest in Class 4. The movie passwords contain a
distribution closely resembling RockYou with a significant
number of passwords belonging in Class 4.
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Figure 7: The guessability of passwords found in movies
using PGS. On the x-axis the number of guesses (log scale)
is charted, on the y-axis the percent of how many passwords
from within the dataset are guessed.

Are Passwords in Some Contexts Stronger? Returning to
our previous context-of-use analysis, we find that the distribu-
tion of password strengths is not uniform across all contexts
of use (Figure 8). Computer-related and Legitimation pass-
words have disproportionately more Class 0 passwords, and
Internet-related passwords are the context of use with the
highest percentage of very strong (Class 4) passwords. Locks,
have disproportionately weak passwords — 96% are in Class 0
through 2, which indicates they are easily recoverable, and
none are in the strongest Class 4.

There are 73 scenes for which we were able to determine a
life cycle point and in which a password was directly stated
(i.e., for which we can measure the strength of the password
in that scene). The majority of passwords in each context
had low security (Class O or 1, per zxcvbn); in password

recovery and reset scenes, 71% were in one of these two
lowest-strength classes. The strongest passwords occurred in
the context of losing and forgetting a password, where 30%
of passwords were Class 3 or 4.

Computerr 30 26 16 100

Internet- 25 28 24 21 80

Banking - 10 25 5 3 2 60
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Locks- 11 0

-20
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Figure 8: Showcasing the number of cases where password
strength according to zxcvbn classes overlaps with the dif-
ferent contexts of use. The cell color indicates the relative
relationship to other classes by use case with shades of yellow
intensifying relative to the code usage in the interval. Strong
passwords (Class 3 and 4) are represented more frequently
for computer and internet-related topics.

We take a closer look at the more detailed breakdown of
Internet-related contexts of use (Figure 9), since they have an
especially high percentage of strong passwords. Email and
Wi-Fi passwords have an atypical distribution: Passwords of
Class 4 are more common than of Class 2 and 3. Stream-
ing/Cable Account passwords stand out as well: The two
passwords found for this specific use case are of Class 3 and
4 which makes this category the “strongest” of all categories
investigated. However, the small number of passwords found
must be taken into account.

This results indicate, that there are certain topics, where
strong passwords are considered typical, including email, Wi-
Fi, and streaming or cable accounts. In other areas such as
locks weak passwords are almost always used.

Are Weaker Passwords More Susceptible to Attack?
133 of the scenes with password guessing (60%) and 10 of
the scenes with password hacking (16%) include a specific
password whose strength we can analyze. 61 (46%) of pass-
word guessing attempts were successful (40% fail and 14%
unclear). On the other hand, 100% of the hacking attempts
were successful. Both of these success rates are relatively
similar to the overall success rates for password guessing and
hacking (47% and 81% success, respectively).

Observing how guess success rates differ within the five
zxcvbn strength classes, as shown in Figure 10, it can be
observed that success or failure are only closely related to
the strength class. Generally speaking, among low and high
classes success or failure of the guessing attack are almost
equally likely. Exception is class three where 60% of the
attacks are successful.
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Figure 9: Showcasing the number of cases where password
strength according to zxcvbn classes overlaps with the differ-
ent internet-related contexts of use. The cell color indicates
the relative relationship to other classes by use case with
shades of yellow intensifying relative to the code usage in the
class. Certain usages show a polar distribution of either very
strong or very weak passwords.

- 0.6
e SR N |
0.4

4
o D 1
-0.2

Uncertain - 7% 20% 0% 14%

-0.0

Class 0 (133) -
Class 1 (317) -
Class 2 (118)

Class 3 (70) - 3
Class 4 (49) -
Total -

Figure 10: Relation of success, failure and uncertain out-
comes of password guessing attacks among different pass-
word strength classes according to zxcvbn. The cell color
indicates the relative relationship between outcomes of guess-
ing attacks and password class with shades of yellow. It is
outstanding that for Class 3, the success of the attack is more
likely than its failure.

7 Discussion and Future Work

We found that passwords are increasingly being mentioned
in movies (since the start of 2020, around 1 in 20 movies
mentioned passwords); thus, it is especially important and
timely to consider how realistic they are, what this might
be teaching people, and what should be done to create a
framework for the dissemination of security topics.

Are Passwords Portrayed Realistically in Movies? Our
analysis involved directly comparing the strength of pass-
words from movies to those leaked in real-world data breaches
(see Section 6). Movies contained passwords with a wide
range of strengths, just like those in the real-world data sets
we compared against. While the patterns we observe de-
pend on exactly which data set we compare to, we found that,

broadly speaking, movies contain more of both especially
weak and especially strong passwords than most data sets.
Interestingly, the fraction of Class 4 passwords (i.e., strongest
according to zxcvbn) in movie passwords most closely resem-
bles those in the RockYou data set, which is the only full
leaked list of passwords we could compare with, so is in some
ways the most realistic.

We can also postulate about the realism of other findings.
For example, movies do seem to portray realistic contexts of
use (e.g., ranging from car locks or computers to email and
streaming accounts), real points in the password life cycle
(e.g., creation, change, forgetting, and resetting), and realistic
behaviors such as password sharing and reuse. Additionally,
the trends in common contexts of use over time seem to
have approximately shifted with the evolution of technology:
computer-related uses of passwords picked up in the early
early 1980s, and Internet-related contexts started catching up
or taking over in the mid to late 2010s.

The realism of password hacking and guessing in movies
is somewhat of a mixed bag (see Section 5). Out of the to-
tal 283 scenes with either type of attack, over half of them
were successful which confirms the literature which states
that attackers are too powerful [23,38]. But the way pass-
word guessing is portrayed is quite realistic: characters use
approaches such as trying out typical passwords, using birth-
days, hobbies and pet names, or hoping that a person has not
changed an old known-to-the-attacker password. Prior work
has shown that these types of knowledge about a person can
help with guessing their passwords [31]. Guessing often hap-
pens in the context of family and friends, which (correctly)
shows that attackers are “not only criminal hackers but also
people you know” [12]. The small number of attempts needed
to guess passwords seems unrealistic, but this may be related
to directors’ desire to keep movies from becoming dull.

Unlike prior studies [23], we found that hacking scenes
do often have some basis in reality. For example, we found
instances of real-world tools such as keyloggers being used
in the attack, and we found that attacks exploiting a human
factor were common (around 30% of attacks) and more suc-
cessful than other attack types. Many of the assets targeted in
these scenes were also plausible (e.g., company servers as in
Focus (2015) or illegal platforms investigated by the police as
in The Batman (2022)). Still, many of the hacking tools and
mechanisms shown were unrealistic (e.g., connecting brains,
using a hacking artificial intelligence, etc.) and important situ-
ations are missing, such as attacking people who are not rich
or in particular significant positions, which may lead to the
feeling that one is not “important enough to be targeted” [12].

Are Passwords Portrayed Differently in High-Grossing
Movies? As stated in Section 4, High-Grossing movies
were more likely to contain the word password, which is
perhaps related to the fact that they are more likely to be
newer movies and more likely to be in the genres Thriller, Sci-
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Fi and Action & Adventure. Appendix C contains statistics
and figures comparing the High-Grossing dataset with the
overall dataset. Though we have not performed statistical
comparisons, the major patterns are largely consistent with
the overall dataset, but there are some interesting differences.
There is much more likely to be uncertainty about the success
or failure of password guessing or password hacking in High-
Grossing movies (around 50%, compared to less than 15%
in the overall dataset). Of those scenes where the outcome is
known, there is a higher chance in High-Grossing movies that
the attack was successful; excluding uncertain outcomes, 80%
of hacking and guessing attempts in High-Grossing movies
are successful compared to only 62% in the full dataset. High-
grossing movies are much less likely to depict the Change or
Training phases of the password Life Cycle (18% compared
to 44% in the overall dataset), much more likely to show a
password Reset (24% compared to 8% in the overall dataset),
and somewhat more likely to show password Creation (29%
compared to 21% in the overall dataset). None of the seven
movies that contained multi-factor authentication were in this
High-Grossing dataset, nor was the one movie that showed a
password manager.

What Are People Likely to Be Learning from Movies?
While our study scope is focused on the contents of movies,
we know from prior work that movies can influence viewers’
understanding of cybersecurity topics [4,20,73]. Our findings
suggest that there are both good and bad security and privacy
practices in movies that viewers may be learning from, and
we find that some security best practices are rarely shown
(i.e., it is implausible that viewers would learn to follow these
based on watching movies).

We focus here on two key positive practices that viewers
could take away from the movies in our data set. First, even
though many of the passwords included in movies are some-
what weak, contain personal details such as birth dates that
are known to make passwords more guessable [31] and/or are
easily guessed by characters, we have hope that many of these
scenes may actually be teaching viewers about the characteris-
tics of weak passwords. Most simply, when a weak password
is shown as being easily guessed, perhaps this is a cue to
viewers that the password is weak. We also observed that
characters often make fun of bad passwords in movies, which
provides even more direct commentary to viewers. Second,
there are also many strong passwords in movies. We found
that the strongest passwords were used in Internet-related con-
texts. Within this relatively broad category, strong passwords
were especially commonly used for email, Wi-Fi, and stream-
ing or cable accounts. We expect that these scenes could help
normalize the use of strong passwords.

As expected, many aspects of our findings point to trouble-
some lessons viewers might glean from movies. Password
sharing and reuse are portrayed as normal behaviors, even
super villains use 12345 as their password, and even the boss

of an IT company puts his password under the keyboard. The
inclusion of some of these in movies may be justifiable — for
example, password sharing involves interaction between peo-
ple, which plays well to getting multiple characters involved
in a scene, but movies rarely spend much time following one
character all alone and doing things that might involve pass-
words (which we must admit, are quite boring). However,
even if these behaviors are realistic, normal and somewhat
justifiable, it is likely still harmful for viewers to see them
normalized in movies. Some of the weakest passwords were
used for locks or banking, which are high-risk contexts (in
fairness, many of these were number PINs, which are realistic
and more guessable due to their short length).

Returning to the overall unrealistically high success rate
of hacking or guessing passwords in movies, which is even
higher in High-Grossing movies, we found that the strength
of a password has practically no effect on security. Strong
passwords are guessed just as often as weak ones (or even
more often) and even for the most secure passwords of Class 4
that are very difficult to guess in the real world, passwords
such as Stephanie’ sdude2016 are guessed correctly within
seconds. Combined, these portrayals might send the message
to viewers that attacks will be successful regardless of secu-
rity efforts, so why bother trying? In High-Grossing movies,
we observed that the outcome of a hacking or guessing at-
tempt was more often uncertain compared to the baseline. We
hypothesize that this could influence viewers to see cyberse-
curity as unapproachable and mysterious, further contributing
to tendencies to avoid learning about it and taking appropriate
security measures in their real lives.

Finally, we found fewer than 0.3% of movies that mention
the use of password managers and/or multi-factor authenti-
cation, which are widespread and commonly suggested as
part of security best practices [2]. This presents a missed
opportunity for movies to help familiarize viewers with these
tools.

Implications for Film and Policy Makers, Educators, and
Researchers Because our findings show that many movies
portray passwords in ways that could lead viewers to riskier
security and privacy behaviors, this paper underscores the
importance of recommendations from prior work that call
for the creation of a “Cybersecurity in Entertainment Task
Force” to consult with both security experts and film makers
to help ensure that portrayals of passwords (or of technology
more broadly) does not lead to harmful negative outcomes
for viewers [20]. Such consulting efforts have already been
successful in other domains, such as medicine. Addition-
ally, we contribute an understanding of what contexts of use,
password-related behaviors, plot dynamics, and misleading
or problematic portrayals have been most common in movies
so far. This could help consultants tailor what topics they are
most prepared to consult on, and it could help them guide film
makers to decisions that are less cliche.

210 Twentieth Symposium on Usable Privacy and Security

USENIX Association



Prior work has also emphasized the capacity for educators
to leverage movie scenes in their lessons [20]. We agree and
suggest that these could help engage students and enhance
their understanding of the content. Studies have shown that
the inclusion of movie clips in other educational is promis-
ing [18,34,39], but should be approached with care when the
clips contain inaccuracies [10]. As stated in Section 3, we
released a database of our findings (i.e., codes) for each movie
in our data set. This can be a helpful resource for cybersecu-
rity educators to find the most relevant clips. Additionally, our
findings can help guide curriculum development and instruc-
tor decisions regarding which topics are most important to
cover (i.e., perhaps focusing on topics that our work suggests
students are especially likely to be misinformed about).

Finally, our findings motivate future work in this research
direction. As discussed in our limitations section, it is likely
worthwhile to study other forms of entertainment media in
similar ways. For example, television shows (or series) follow
the same characters over longer periods and, we imagine, are
more likely to include scenes with normal, everyday uses
of passwords. The relative normalcy of life on television
(compared to in movies) might make these portrayals seem
more realistic to viewers. Our work did not provide insights
on how to expand the scope of analysis beyond the topic of
passwords; however, our findings demonstrate that doing so
could help solidify our knowledge about how cybersecurity
and privacy topics (or technology more broadly) are portrayed
in movies and, thus, what viewers might be learning. Along
these lines, it was beyond the scope of our study to determine
how the elements of movies we identified actually impact
people, but this is an important next step. Finally, while we
have suggested above that instructors could incorporate movie
clips in their classes, other fields where this is common have
conducted studies to understand how this should best be done
and how to avoid common pitfalls; this type of follow-on
work would be beneficial in this domain as well.

8 Conclusion

To analyze the depiction of passwords and password behav-
ior in movies, we performed a subtitle analysis and watched
selected scenes. Our results show a broad spectrum of dif-
ferent password activities and contexts of usage in movies
from various years and genres. Movies show passwords of
different strengths and outline different kinds of password
attacks. However, the chances of success are presented as
dangerously high and important best practices are missing
from the portrayal. We aim to contribute towards a better
understanding of how cybersecurity is depicted in the media,
and ultimately to a better understanding of how we can mit-
igate the (negative) consequences of wrongful depiction of
cybersecurity.
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A Passwords in Movies: List and Strength
Analysis Results with zxcvbn

Passwords were repeatedly seen in the analyzed movies. With
zxcvbn these are sorted into five Strength Categories. Below
we show excerpts from the list. The complete list can be
viewed online’.

3https://www.itsec.uni-hannover.de/de/usec/forschung/
medien/password-depiction-in-movies

Class 0 (133) 0000, 01234, 0515, 1111, 1212, 123, 123123, 123321,
1234, 12345, 123456, 164, 179, 1951, 1967, 1972, 1982, 1998, 2222, 2345,
2468, 286, 314, 314159, 326, 38, 4040, 4321, 437, 438, 500, 521, 651,
680, 69, 696969, 761, 77777, 923, 949, 999999, 999999999, a2h, ABC123,
ABCDI1234, Angela, Anna, Annie, Barbara, Batman, beer, Birdie, Bob,
Boobs, butterfly, carmen, Casper, Crystal, Denise, diamond, Die, eat, Enter,
Eric, Erica, erin, Faye, Frankie, freedom, girls, guess, guest, hOus3, Heaven,
Horny, James, Jenny, Justin, Laura, leon, Love, Lucas, March, Melanie,
Mountain, Myself, Natasha, nose, Om, Orlando, Paradise, Party, password,
Password, PASSWORD, Peaches, Pedro, Pepper, pirate, Porn, princess

Class 1 (317) 0113, 040515, 0511, 0512, 05171210, 0522, 0623,
0627, 070476, 0708, 0710, 072099, 0801, 1048, 1104, 1112, 1126, 1166,
1192, 1195, 1230, 1321, 132109, 1356, 1492, 15626, 1685198, 1776,
1796, 19300830, 19891023, 20107, 20131026, 2111, 22093, 2235, 2259,
2356, 2372, 2501, 2598, 262670, 27130, 295141, 2QUILA, 3041, 3057,
3690, 4093, 420God, 4664, 489*48, 4989, 5023, 5042, 5321, 541267,
5445, 54AGT, Survivor, 6143, 6246, 627628, 661968, 691234, 712735,
7232, 7397, 7590, 8224, 8644, 8854, 977127, 9993, a/;321, A3501,
Abby, Abdel, adventure, AirBud, Amen, Angelo, Angelangel, Angiovanni,
anniel23, Anusua, argonaut, athlete, Autumnleave, Bacon, badmama,
baloney1, Barnsey, Bassola, Bastard, beagles, BEARD, Beethoven, Begood,
Belle1998, BigBen, Biggie, BlackChicken, BlackOut, bluebeauty, Bondik,
Boomerang, boxing, BRANGELINA, Brat, Briefs, Brigitte, Buremma,
buttercup, Cancerian, Carmim, casket, catnip, catnip1, chandelier, Charmer,
Chestnut, chicken65, Chicken65, ChiefAsshole, ChowChow, chrisnewton,
CM110

Class 2 (118) 0505informer, 1/2-1/2, 14-J-89, 2060Pinto, 2516904,
801023000000, ACAPULCOO01, asavari, asstastic, ATR1020, auroraborealis,
AVCHomes, Aylal23, BO55man69, badmamma, Balkil987, BaluMama,
Bankerchick, Batfanl, bayernmunich, Beatrix928, BettyGrable,
BODYGARD, canttell, Carlton071133, CarryGold, Césoul89, Charbear,
Chewinggum, Clavius, Cloudberry, Creamcrackers, cuddlefresh, Cv’qrPo,
Damnedmelon, darlinggoli, ddayspm, DEADRIPLEY, DeathWhisper,
DevAnand, DJDESFAS, Doorlogs, ExtraStuffing, Fartnoise, gindrick,
Haircomb, HAPPYMANPAN, HDAI14+1, Helvetica, hoodfume,
HumphreyBogart, IAN&EMMA, ilikelaura, imthman, interzone

Class 3 (70) 13C34RMXL, 2015salesstrategy, 45gx67kn21,
4saraandjimmy, 68k305SRW65, Abhimanyu, Abraxas79713, arthurisadick,
asami0709, Barbsguyl1989, bardahlial3, batchoy0706, bauer-smythe,
bethmarch4eva, Blumenfeld, boobfart69, broccoli34525A, ch3rryjone3s,
cocknballs, daddysprincess1994, DavidFosterWallace, DirtyDaniels69,
dividebyzero, Dongmaster82, Donkeyballs84, Effenberg, Eightclapl,
Elchapo69, fluxcapacitor, GOD’SGIFT, Grid90245, Grilledcarrots,

Hananamiti, Hasselhof, Heaven’sDoor, icanttellyou, ILoveYudi,
Indiansubcontinent79, Johnnyutah69, Konigshutte, 1iz0919/85,
louisepaul222, MaRc62?!*$, meganthemoron, milkandcookie$,

MillerEmployeeGeneral, minayo0118, misterdarcyforever

Class 4 (49) 72435637440472, Aatukaalamma, alfreddabuttler,
AndrétheGiant,
Bagofdicks44,
bigbertandsmallbert, bryansbabydick69, CafeBonaparte, Cantarpiano1863,
DabanggSultan, DOOMEDIFYQUQUIT,
Epluribusfunk, EvianBottledAir, GabriMarta202, HAWTHRONE1850,
Heymonaumona, ILOVEchotaBHEEM 143, itsagratefuldead, JoyMukherji,
k!TTenT!ckler312, Kavya_Kavya, Idfvarumellamsheriaavum, Marsupilami,
MeikoMochizuki, MilkyShonku21, ninelformiguel75, OffWithTheirHeads!,
penis_grigio72, piazzadellecinquelune, Prabhavathi, ROSEPOGONIAS,
StarBigSkyChristmas!, Stephanie’sdude2016

arianagrandespuffynipples555, Asagolabius,

Baitursinov, Bergen-Belsen, BickmanGuest,

catwomanisaBitch,
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B Points in the Password Life Cycle: Descriptions and Sample Scenes

During the password life cycle different activities are performed, as described in Table 1.

Life cycle point

Description

Example

Password Creation

Setting up a password or
speaking about password
generation

“He said that he would create a website. In order to access the website, 1
would need a password. So he took a paper napkin that was on the table
in this cafe where we were talking in Brussels and he hooked together
several of the words in the commercial logo [...]” (We Steal Secrets: The
Story of WikiLeaks, 2013)

Password Change

Changing the password as
account owner or legitimated
person or intending to

“To flush out the mole is easy, change our password and signals, tell all
the others, and pretend nothing’s wrong.” (The Swordswoman in White,
1992)

Training to Remember
a Password

Checking if someone else still
remembers the password or
reminding them of it

“I’ll see you in an hour? -Right. -Haven’t forgotten the password?
-Whatever gave you the idea?”” (The Body, 2003)

Password Loss and
Oblivion

Failing to remember the
password or losing a physical
reminder like a piece of paper

“My favorite is when they come in, forgotten their password, Locked
themself out of their own computer.” (The Zombie Werewolves Attack!,
2009)

Password Recovery,
Reset, and Hints

Changing the password using
recovery systems or receiving
hints to remember the password

“All that you do is enter an email address and attempt to enter a
password. Then, you see, it asks if you forgot your password. So you
click that and it tells you to check your email to change your password.
So then I go to her email [...] (16 and Missing, 2015)

Password Reuse

Reusing the same password for
multiple different purposes or
accounts

“will need the passwords to your email accounts, your social media
accounts, your bank accounts, your credit card accounts and your
Cinnabon Rewards account. - It’s easy. It’s the same password for all of
em. It’s phil123456. - You’ve got to be kidding me.” (Jexi, 2019)

Table 1: Password activities within the movies: Activity names, descriptions, and example scenes.

C Comparison of the Dataset with High-Grossing Movies

High-grossing movies containing the word “password” (70):

identified 70 movies containing the word password at least once (see Section 3). Those are:

In the Top 1000 Highest-Grossing Movies of all Time [7] we

Alice in Wonderland; Armageddon; Avengers: Endgame; Batman Returns; Bruce Almighty; Captain America: The Winter
Soldier; Captain Marvel; Captain Phillips; Casino Royale; Cheaper by the Dozen; Crazy Alien; Crazy Rich Asians; Disclosure;
Doctor Strange; Elysium; Ghost; Godzilla vs. Kong; GoldenEye; Harry Potter and the Chamber of Secrets; Harry Potter and the
Prisoner of Azkaban; Harry Potter and the Sorcerer’s Stone; Heat; Home; Ice Age: Continental Drift; [ron Man 3; It; It Chapter
Two; Kingsman: The Secret Service; Lucy; Men in Black: III; Mojin: The Lost Legend; Monster Hunt; National Treasure;
Ne Zha; Non-Stop; Now You See Me; Parasite; Pitch Perfect 2; Ralph Breaks the Internet; Ready Player One; Safe House;
Sex and the City; Spider-Man: Far from Home; Spider-Man: Into the Spider-Verse; Superman Returns; Tangled; Terminator
Genisys; The Batman; The Bodyguard; The Break-Up; The Departed; The Emoji Movie; The Firm; The Hangover Part II; The
Hangover Part III; The Hitman’s Bodyguard; The Incredibles; The Intern; The Lego Batman Movie; The Lord of the Rings: The
Fellowship of the Ring; The Other Woman; The Pacifier; The Secret Life of Pets; The Shape of Water; The Social Network; The
SpongeBob Movie: Sponge Out of Water; The Vow; Tomorrowland; True Lies; Who Framed Roger Rabbit

Comparative Statistics: For each topic of the paper, the code frequencies were calculated for the high-grossing movies and the
entire data set. The distribution within the different topics is compared in Figure 11 and in Figure 12 the differences in attacks
are shown.
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Hm High-Grossing (n = 255) Overall Dataset (n = 9832)

Context of password usage
Password Life Cycle
Password sharing

Security best pracitces
Password Attacks

Password Strength
0% 10% 20% 30%

(a) Overview of topic distribution This indicator of which
topics occur rather frequently or rarely within the data set shows,
that basically, all topics except best practices are present in both
data sets and also with approximately similar distribution.

Hm High-Grossing (n = 17) Overall Dataset (n = 504)

Creation
Change
Training
Forgetting
Reset

Reuse
0% 10% 20% 30%

(c) Life Cycle The different scenarios in the life cycle of pass-
words (cf. Section 4.2) occur in the High-Grossing Movies but
with different characteristics. Only one movie contains Change
and Reuse, only two Training.

H High-Grossing (n = 0) Overall Dataset (n = 12)

Password Manager

Multi-Factor - OTP
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(e) Security Best Practices in total numbers This topic ap-
pears only in the overall dataset and not in the top-grossing
movies. The number of scenes (12) is negligible (0.12% of
codes in the set of all codes applied to the overall dataset).

Em High-Grossing (n = 92) Overall Dataset (n = 3587)

Computer
Internet
Banking

Locks
Legitimation
Other

0% 10% 20% 30% 40%

(b) Context of Use As described in Section 4.2, it is in often
identifiable what the password is used for. In the high-grossing
movies there are more movies used in the compute context and
less regarding Internet and Legitimation.

Emm High-Grossing (n = 16) Overall Dataset (n = 874)

Intended Sharing
Deeper Explanation
Non-Consensual or Forced
Unintended sharing
Other

0% 10% 20% 30% 40% 50%

(d) Password sharing In 16 scenes in the top-grossing movies
password sharing is presented. The frequency distribution is very
similar to that of the full dataset. Similar as in the whole dataset,
most common type is Intended/Intentional sharing.

Em High-Grossing (n = 18) Overall Dataset (n = 728)

Class 0 (133)

Class 1 (317)

Class 2 (118)

Class 3 (70)

Class 4 (49)
0% 10% 20% 30% 40%

(f) Password Strength: zxcvbn Passwords with all strength
categories using zxcvbn appear in both the high-grossing and
the overall dataset. High-grossing movies contain fewer class 1
passwords than the overall dataset.

Figure 11: Comparison of high-grossing and overall dataset for different topics presented in this paper. The number of codes per
topic was calculated for each diagram for both the high-grossing and the overall dataset and was used to quote the distribution.
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mm High-Grossing (n = 19) Overall Dataset (n = 475)

Typical PW

Targeted Guess

Unchanged PW

Trial & Error

Physical Surrounding
0% 10% 20% 30% 40%

(a) Password Guessing: Approach In the top-grossing movies,
unlike in the overall dataset, no unchanged password is used for
guessing. Otherwise, the frequency of the procedures is similar.

Hm High-Grossing (n = 19) Overall Dataset (n = 220)

Success

Failure

Uncertain

0% 10% 20% 30% 40% 50%

(c) Password Guessing: Success For the high-grossing movies,
an above-average number of the guessing approaches have an
unclear outcome. These are relatively rare in the overall dataset.
Similar to the overall dataset, more attacks are successful than
unsuccessful.

(e) Password Guessing: Success and Strength Category Only
five scenes with password guessing and a shown password (allow-
ing strength class analysis). Four times this is a class 0 password,
one time a Class 1.

mmm High-Grossing (n = 12) Overall Dataset (n = 430)

HUMAN ELEMENT

COMPUTER FOCUSED

OTHER

0% 10% 20% 30% 40%

(b) Password Hacking: Approach There are only 12 scenes,
therefore rough categories are used. The high-grossing movies
contain more "other" and less computer-based approaches.

Em High-Grossing (n = 12) Overall Dataset (n = 63)

Success

Failure

Uncertain

0% 20% 40% 60% 80%

(d) Password Hacking: Success For the High-grossing movies,
exactly half of the hacking attempts are successful and the other
half have an unclear outcome. Not a single attempt fails. This is
very different from the overall dataset, where most attacks are
successful.

(f) Password Hacking: Success and Strength Category Not
a single scene with password hacking and a shown password (al-
lowing strength class analysis). Accordingly, no further analysis
is possible.

Figure 12: Comparison of high-grossing movies and movie-dataset for password attacks. The number of codes per topic was
calculated for each diagram for both the high-grossing and the overall dataset. This was used to calculate the percentages.
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