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• UsersFirst Taxonomy enabled all participants to 
identify more threats than when using no-taxonomy 
and most participants (6 out of 7) to identify more 
than half of the 21 threats we identified

• UsersFirst Taxonomy helped participants identify 
more threats (μ = 13) compared to no-taxonomy (μ = 
9.86) and LINDDUN PRO (μ = 4.43)

• Participants were not always in agreement about 
whether a threat existed due to differences in their 
interpretation of the threat definitions and some 
subjectivity inherent in the task

• UsersFirst participants found the taxonomy easy to 
use, guided their thought processes and helped 
capture threats missed in the no-taxonomy scenario

• LINDDUN PRO users commented that understanding 
the taxonomy enough to be able to apply it requires 
considerable effort

Summary of UsersFirst Taxonomy

Unawareness No Transparency, No User-Friendly Privacy Control, No Access or Portability, No 
Erasure or Rectification, Insufficient Consent Support
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Study Motivation

• Privacy regulations increasingly emphasize 
usability of privacy notice and choice (N&C) 
interfaces

• But N&C interfaces are often lengthy, full of 
jargon, and difficult to find and exercise 
choices

• A privacy threat modeling framework is 
needed to help identify and mitigate N&C 
threats

Study Design

• Semi-structured in-person interviews with 14 
participants with prior experience in privacy

• Between-subjects (LINDDUN PRO VS 
UsersFirst Taxonomy) and within-subjects 
design (No Taxonomy VS With Taxonomy) 

• Participants were asked to identify privacy 
N&C threats on four privacy notice and choice 
pages on a well-known ecommerce platform, 
initially without taxonomy and then with one of 
two randomly assigned taxonomies

• We identified 21 threats, including 14 
identified by the authors and 7 additionally 
identified by participants

Do privacy practitioners who use the 
UsersFirst Taxonomy identify more 
user-oriented threats associated with privacy 
N&C than they identify

1. without the use of a taxonomy?
2. with the LINDDUN PRO  taxonomy’s 

unawareness category?

Research Questions

Privacy threats found on the platform’s Privacy Choices Page

Summary of LINDDUN PRO Unawareness

Threat Category Notice       Choice

Delivery Difficult to Locate, Ineffective Timing, Ineffective Channel, Decoupled Notice and 
Choice, Lack of Centralized Dashboard

Lack of Choice for Certain Channels, Difficult to Modify One’s 
Choices

Language &   
Content

Unnecessarily Lengthy Text, Mismatched Notice Statement and Choice 
Implementation, Contradictory Statement(s), Unclear Statement(s), Inconsistent 
Terminology, Difficult to Understand, Manipulative Statement(s)

Less Privacy Protective Defaults, Consequences Not 
Adequately Explained, No or Inadequate Feedback, 
Confirmshaming

Presentation & 
Design

Poorly Designed/Organized Notices or Choices, Distracting Visual/Audio Effects

Too Many 
Embedded Links

Ineffective Granularity, Excessive Choices Options, Unequal 
Paths to Different Privacy Protective Levels, Visually 
Manipulative Design, Unexpected Choice Alteration, Confusing 
Buttons/Toggles/Checkbox
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