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1 Introduction

In the era of globalization, cloud computing plays a crucial
role, often regarded as the digital nervous system, facilitating
secure communication, storage, searching, retrieval, archiving,
and processing [2, 9, 11-14]. The global cloud computing
market, valued at $570 billion in 2022, rose to $678 billion
in 2023 and is projected to reach $3 trillion by 2030, with a
compound annual growth rate (CAGR) of 20% from 2023
to 2030 [1]. Despite its widespread use, many developers
still hold misconceptions about the cloud. While existing
studies [18-20] have explored these misconceptions with
various motivations, they have predominantly focused on the
user perspective. The perceptions of those who work with the
cloud regularly, at both deployer and developer levels, remain
largely unaddressed.

Prior studies have been conducted with usages of cloud
in e-governance, the misconceptions about infrastructure,
and user perspective on cloud misconceptions in the Global
North [2, 4,20], however, the perspectives of the people in-
volved in the cloud sector of the Global South, especially
in Bangladesh, have not been explored in the current litera-
ture. In a developing country like Bangladesh, local providers
like InterCloud, Aamra, Mir Cloud, Tirzok Cloud, BracNet,
PacECloud, Square Informatix, Plexus, and EyHost make up
only 7% of the market, while international vendors dominate
53% [1]. Moreover, as the perceptions can be varied, under-
standing the knowledge of the cloud technology workforce'
is important to identify the privacy and security mechanisms
of the understudied population of the Global South.

To address this research gap, we surveyed Bangladeshi
cloud technology workforce from leading IT companies about
their opinions, to understand their perceptions on cloud se-
curity and privacy. We found that most of our participants
possess certain misconceptions with a varied range of con-
victions. Surprisingly, senior developers, DevOps engineers,
and lead engineers who have been working in this field for a

!Including cloud engineers, DevOps engineers, software developers spe-
cializing in cloud-linked applications, cloud-related interns/learners

long time also believe in the same perceptions related to cloud
computing and security. Moreover, we found that many of our
participants remained neutral in their opinions, indicating a
lack of proper knowledge of cloud security where definitive
answers exist.

2 Methodology

In our study on security misconceptions related to cloud com-
puting, we conducted an online survey involving 24 members
of the cloud technology workforce in Bangladesh, selected via
snowball sampling. The sample comprised cloud developers
(n=2), DevOps engineers (n=06), software engineers engaged
in cloud infrastructure design, development, and deployment
(n=8), and cloud technology learners (n=8). These partic-
ipants, affiliated with renowned companies in Bangladesh,
possess substantial experience in cloud computing. Data was
collected through a Google Form, with responses recorded
on a 5-point Likert scale, and distributed via email and What-
sApp. Despite using snowball sampling, we ensured a diverse
participant pool from various companies across Bangladesh.
The penultimate question in our survey was a modified ver-
sion of the first question to facilitate conflict analysis, thus
enhancing data credibility. The survey received approval from
the Institutional Review Board (IRB) of the authors’ institu-
tion.

Questionnaire Design and Positionality. The survey ques-
tions were formulated using insights from the literature on the
prevalent misconceptions, which we gathered from popular
tech blogs [8, 10, 15, 16], as well as the substantial expertise
of the authors. One of the authors possesses over a decade of
hands-on engagement within the cloud technology sector, hav-
ing guided teams in the design, development, implementation,
and security of essential cloud infrastructures. Additionally,
another author is a security expert and two other authors are
actively learning and completed courses on cloud technology
and security.



Serial Question Response

Yes No Neutral Correct

Answer

1 What do you think about that, "The cloud is inherently Secure" ? 8 (33.3%) 8 (33.3%) 8 (33.3%) Neutral
2 Do you think that " Cloud Security is Too Difficult to Maintain" ? 8 (33.3%) 9 (37.5%) 7 (29.2%) No
3 Do you think that "More security tools implies better security” ? 11 (45.8%) | 7(29.2%) | 6 (25%) No
4 Do you think that "Clients are alone responsible for security? " 0 (0%) 20 (83.3%) | 4 (16.7%) No
5 Do you think that "Cloud visibility is complex due to the dynamic nature of cloud" ? 9 (37.5%) 5 (20.8%) 10 (41.2%) Yes
6 Do you think that "Using a cloud security tool ensures total cloud security? " 3(12.5%) 13 (54.2%) | 8 (33.3%) No
7 Do you think that "Attacker needs to launch a complex attack to breach cloud security?" 12 (50%) 5 (20.8%) 7 (29.2%) No

8 Do you think that "Most often cloud is by default secure?" 7 (29.2%) 9 (37.5%) 8 (33.3%) Neutral
9 Do you think that "Data stored in public cloud provides less security and anyone can access them? " | 7 (29.2%) 11 (45.8%) | 6 (25%) No

Table 1: Summary of survey data

3 Findings

Our study revealed that a notable portion of the cloud technol-
ogy workforce holds specific perceptions, while many others
lack understanding of these concepts and therefore remain
impartial. The outcomes of our analysis are outlined in (Ta-
ble 1)?, where we have presented our survey findings along-
side their corresponding percentages. From our results, we
noted that 33.33% of participants rejected the notion that the
cloud is inherently secure. Conversely, 33% of participants
affirmed the notion, while an equal percentage remained neu-
tral.

In regards to the misconception that maintaining cloud
security is challenging, 33% of participants agreed, while
37.5% of the technology workforce disagreed with the notion,
and 29.17% remained neutral. Regarding the common belief
that more security tools equate to better security, the majority
(45.83%) agreed. Only 29.17% of the technology workforce
refuted this belief, while 25% remained neutral. This indi-
cates that many in the cloud technology workforce hold this
misconception, revealing a notable lack of understanding and
knowledge gap regarding cloud security maintenance.

When questioning the technology workforce about their
understanding of the shared responsibility model, we found a
positive response. None agreed that clients alone are responsi-
ble for security; instead, 83.33% denied it, with only 16.67%
remaining neutral. However, responses were less promising
regarding the dynamic nature of cloud security. While 37.5%
correctly acknowledged its complexity, 20.83% provided in-
correct answers, and a significant 41.17% remained neutral,
indicating a lack of understanding about cloud dynamics and
security.

When questioned about the belief that cloud security tools
guarantee complete security, the majority of the technology
workforce (54.17%) rejected this notion. However, 12.5%
believed it, and 33.33% remained neutral, indicating a misun-
derstanding of cloud security measures. We also inquired if
participants thought attackers needed to execute complex at-
tacks to breach cloud security. Approximately 50% of the tech-

2In this table, “Yes” refers to responses of 4 or 5 on the Likert scale, “No”
refers to responses of 1 or 2, and “Neutral” refers to a response of 3.

nology workforce believed this, while only 20.83% disagreed,
and 29.17% remained neutral. Finally, we asked our partici-
pants whether they believed that public clouds are less secure
than private ones. Here, 29.16% of the technology workforce
believed in the concept, while the majority (45.83%) rejected
this concept, and 25% of the technology workforce remained
neutral.

4 Discussion and Future Work

We acknowledge the limitation of our sample size. Addition-
ally, response bias may be attributed to self-reported data.
In the future, we plan to recruit more participants from the
burgeoning cloud technology workforce in Bangladesh [1] to
conduct a more comprehensive study. Despite these limita-
tions, our findings offer valuable insights into the prevailing
perceptions and beliefs regarding cloud security among cloud
computing professionals in Bangladesh.

First, the findings indicate a lack of fundamental under-
standing among the individuals in the cloud sector, particu-
larly regarding the intricacies of cloud security and associated
tools, comprehension of cloud security mechanisms, and ac-
knowledgment of the shared responsibility between users and
developers in ensuring cloud security [6]. Moreover, our find-
ings supplement the findings from prior research that reveal
cybersecurity misconceptions among students [7, 18] and mis-
conceptions regarding cloud office suites and cloud privacy
and security in general [2,3,19,20].

Next, our analysis connects with the prior studies [5, 19]
that show the consequences of lack of clarity, including raising
security challenges, ineffective implementations of models,
and security concerns leading toward vulnerabilities and com-
promises where the primary security concern involves the
physical infrastructure and the information owner sorting and
processing data [17].

Our study indicates that cloud professionals in Bangladesh
do not have a clear understanding of cloud security and pri-
vacy. This could potentially compromise the safety of the
cloud environment for clients and make them vulnerable.
Proper guidelines and comprehensive training are required to
equip them with the necessary knowledge.
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