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Phishing attacks
use social engineering
techniques to manipulate
recipients, leading to
malicious websites or
download malware.
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User-oriented

Employees’ engagement with
these human-oriented
iInterventions often does not
meet security experts’
expectations.



Phishing awareness campaigns

* Text, comic, and stories (Hu et al., 2022),
Online security phishing quizzes (Weaver et al., 2021)

courses «  Short phishing awareness videos
(Volkamer et al., 2018)

* Education and evaluation purposes
(Hielscher et al., 2023)

Simulated » Require resources to deploy and have
phishing tests side effects (Rizzoni et al,, 2022)

» Efficacy of embedded training approach
(Lain et al., 2022; Yeoh et al., 2022)




Reporting Phishing emails

» Effective for early detection of threats that bypass technical filters.

....... MOtivatOI’S ..........................................................................................................................................

{ Perceived self-efficacy, cybersecurity self-monitoring (Kwak et
al., 2020)

" Subjective norms, altruism (Marin et al., 2023)

T Improving email filters, and receiving positive feedback (Distler,
2023)

1 Uncertainties regarding the reporting process/rationale and
concerns about “getting colleagues into trouble” (Distler, 2023)




Research | ,
Which factors motivate employees to

ObJethes RQL engage with phishing interventions?

Which factors discourage employees from
engaging with phishing interventions?

From the employees’ perspective, which
RQ3 aspects of phishing interventions could be
improved?



Motivation theories from educational
psychology can be useful in explaining
employee’s (dis-)engagement.



Theoretical model applied in our study

— Protection Motivation Theory (Rogers, 1975)
The expectancy- (PMT, health management)

value model
(Atkinson, 1957)

— Expectancy-Value Theory (Eccles et al., 1983)
(EVT, educational psychology)



Expectancy-Value Theory (eccles and wigfield, 2020)

* Expectation of success
* Subjective task value (Benefits & Costs)

* Goals and self-schemata (Ability, Identity, Self-concept importance, and
Goals)
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Study Design

> 7 Focus group
i’; (Exploratory)

Welcome &
consent

Warm up
activities

= What motivates /
¥ discourages you?

JEIY

Group
discussion

12 questions

* General opinions
* Role identification
* Task value...

+ El
What motivates /
discourages you

reporting?

34 employees at a European

university

Take the role
of CISO

What would
you do to
motivate

employees?

Debriefing

Standard
practices to
avoid any mis-
understandings
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Factors that

Cyber safety

N
Phishing knowledge \4

Phishing awareness — L.
%\ Phishing

Awareness
TN i
() Campaigns
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Acquiring skills / s /
&
/

Personal development

Fun
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“It's not only about fear of being
attacked...

Everything related to cybersecurity is
very fundamental now and, in the
future, would become even more
fundamental, like reading.”

P29 - Data analyst at Admin
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Factors that

Expectation of mitigating
Fear of consequences

N\
Protecting oneself
Safeguarding workplace .

N

Enjoyfment N

ti ti :

Pride " — %), Reporting
Phishing

Core valves — O — Emails

C;
Easy to report — al”

EmPowerment/éy

Recognition o%go
Peer influence
sense of belonging /

Phishing experience
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“The main benefit of reporting is that
the IT team could create more filters
for phishing emails if they have more
data (from reporting), making us
safer.”

P27- Software developer at IT & Admin
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“I had this scam attack, and | felt
bad about myself. | felt bad about
trusting the others, so | wouldn't
like someone, other people to feel
the same way | felt once.”

P4 - Doctoral researcher in Robotics
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Factors that

Optimism bias

/
Perceived low value

/ _ Lack of incentive

« 77\~ Lack of interest
Phishing « =2 -
Awareness - ﬁ — Other priorities

Campalgns - = Time constraint
“._h Interrupting workflow

aall -4
\ Opportunity cost
O Negative inference
62
c@ N Overconfidence

\ \ Procrastination

Fear of failing the training
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“What is my incentive to do an optional
course here?”

P24 - Building project manager at Admin
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Factors that

Lack of feedback

Lack of communication

./

Low utility value

_—

X

Reporting _ Usability issues

Phishing (g~ concemns* P

Emails B

A 3
\ FRS Low self-efficacy
AN

Habitual behavior

Contextual factors
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“We don't know what the effectiveness
of reporting phishing emails is. We don't
know the numbers, so it would be really
good to have a kind of feedback status.
What has been done last year? What was
the success rate?”

P31 - Project manager at Admin
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Suggestions
from
employees

(o]am)

Gamification elements

New employees & Mandatory training

User experience

Regular communication and individual feedback

Present real incidents

Authentication of internal emails, more IT
employees, and punishment approach
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Cultural Milieu
Organizational
Culture

v

Perception of...
Organizational

Culture

Socializer’s Beliefs
and Behaviors
Colleagues and
Supetrvisors

N

/

A4

v

Goals and General
Self-Schemata

+ Self-Concept of
one’'s abilities

« Self-schemata

« Personal and Social
identities

+ Short-term goals

+ Long-term goals

F 3

Y

F

Person
Characteristics

Y

Previous
Achievement-

Related Experiences

r

A4

Affective Reactions
and Memories

r 3 ry

Interpretation
of Experience

——

Expectation
of Success

h 4

Achievement-Related
Choices and
Performance

Fy

Across Time

v

Subjective Task Value

« Intrinsic value

« Attainment value
« Utility value

+ Relative cost

Figure: The expectancy-value model adapted from Eccles and Wigfield (2020).
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Key takeaways

M
EVT framework can be 2N Subjective task value X®
useful in organizational @’%9 influences employees’ Without Feedback
security settings. engagement. and response efficacy,
even highly motivated
employees might
discourage from

The “interpretation of Employees are interested ,
reporting.

experience” can alter in security-related
goals and subjective knowledge, linking it with - R our pamer

task value, influencing personal and -
“expectation of success”, professional growth. @ %
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