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The Effect of Videos Depicting Gender Stereotypes on Women and‘ i,
Men in the Security and Privacy Field : .
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Stereoty}pe threat effect might af{‘gcwomen -
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RQ1: Do videos that depict gender stereotypes influence
S&P attitudes and mte ntlons.y"-

RQ2: Do videos that deplct gender stereotypes influence
(self- assessed) S&P knowledge? )



METHOD

. BetWeenj—subject online experiment (N=933)

mSelection of commercial videos on YouTube based on pre-study (N=92)
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% & ®Recruitment on Prolific

) ; = 1465 women, 468 men
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Mercedes-Benz Intelligent Drive.

[Non-stereotype condition]  @sheCans [Control condition)],




RQ1: DO VIDEOS THAT DEPICT
GENDER STEREOTYPES INFLUENCE
S&P ATTITUDES AND INTENTIONS? RESULTS

Security Attitude Security Attitude Security Attitude Security Attitude
Engagement Attentiveness Resistance Concerne dness .
5 5 5 5 * Analyzed with set of ANOVAs
. @@@9 {?}@@? . @@@0 @@@9 - @@@ @XM)A - @ 9 isw @@@0 * No sig. differences (p>.05) in...
) Worlnen M:sn ) Worlnen Mlen ) Worlnen M:sn - Worlnen Mlen ° Security attitude (SA_13)

Security Intention Security Intention Security Intention Security Intention

Ny Device Securemen t Ny Passwort d Genera tion Ny Proactive Awareness Ny Updating . Securlty |ntent|0n (SeBIS)
- ?WW %W@V - @@@9 @@@0 - %@ @@@0 - @@@9 ﬂ?}@@? * Technological affinity (ATI scale)
- Worlnen M:en - Worlnen M:en - Worlnen Mlen - Worlnen MZen & P riva Cy CO nce rns ( I U | PC—S)
Technical Affinity Privacy Concerns Privacy Concerns Privacy Concerns
Control Awareness Collection

m en en
Priming I:I Control |:| Stereotype men |:| Stereotype women . Non-stereotype



RQ1: DO VIDEOS THAT DEPICT
GENDER STEREOTYPES INFLUENCE
S&P ATTITUDES AND INTENTIONS? RESULTS

Hackers Online stores Adverstisers Adverstisers
gaining device access misusing credit card info ing browsing history showing personalized ads . .
4 4- 4 4 * Analyzed with Kruskal-Wallis and
2- 2- 2- 2-
1= b A, . LY . 1- 1- * Items from Story et al.
Women Men Women Men
Visited webeites Search engine Internet provider Government ° Women in the Non-StereOtype
eeeee g location S eing browsing history eing browsing history . . .
N & 4 N condition sig. more interested to
2- 2- 2- 2- . .
N N N N device than women in the
;V‘_’”‘e; : f“”e'fl e " e S Me“t o | Stereotype women (Z=-3.008,
riends ana ramily mp oyer aw enforcemen ovie companies
seeing browsing history ing browsing history seeing browsing history seeing illegal streaming p:OO3; r: . 197) a nd StereOtype
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RQ2: DO VIDEOS THAT DEPICT
GENDER STEREOTYPES INFLUENCE

(SELF- A

Technical Knowledge
of Privacy Tools

Shahintl

Technical Knowledge

SSESSED) S&P KNOWLEDGE?

Online Privacy Literacy Internet Know-how Self confidence
Technical Self Report urity Knowledge
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0- , , 1- \ ,
Women Men Women Men Wom Men
Technical Knowledge Technical Knowledge Skills
Computer Security Privacy Computer Security and Privacy
3.0-
6- 6- 25-
4- 4- 20-
5. 5. 1.5~
1 1 1 L} 1'0 - 1 ]

Women Men Women M Women Men

n en
Priming |:| Control |:| Stereotype men |:| Stereotype women . Non-stereotype

RESULTS

* Analyzed with Kruskal-Wallis and
Wilcox rank-sum tests

 Women in the Stereotype women
condition reported higher levels of
computer security knowledge
than women in the Stereotype men
condition (Z=-2.693, p=.007,
r=.176)



WOMEN

Security attitude
— Concernedness

Privacy concerns
— Control

— Awareness
— Collection

MEN

Technical knowledge e Self-assessed knowledge
— of privacy tools — technical

— privacy literacy — security

Security attitude — privacy

— Engagement e Self-assessed S&P skills
— Attentiveness

— Resistance

Technological affinity
Familiarity with internet tools & concepts
Confidence in security knowledge
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Overall, our results do not confirm the stereotyge
jthreat effectil 3
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Gender norms might have been adopted early on
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~ 4Adopt S&P content in curricula
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Improve g

ender representations at Iarge scales
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CONCLUSION

= Few priming effects 4#% = &
= Women in non-stereotype condition more interested in
reventing hacker access_/ ‘
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= Variety of gender differences.
T

= Solution for con5|der|ng multiple gender groups needed
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