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Can Johnny be a whistleblower?
A qualitative user study of a social authentication Signal
extension in an adversarial scenario
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Current Authentication Ceremonies
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Fertig Sicherheitsnummer verifizi...

Die Sicherheitsnummern werden
aktualisiert.
& Mehr erfahren

AC = verifying the public key

Als verifiziert markieren
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NEW: SOCIAL AUTHENTICATION
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New Authentication Ceremony: Social
Authentication
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Please prove that you are Bob.

Ok! I am the same person who currently
has access to the account "Bob" on

Example.org. Here is a cryptographic

signhature of this claim, sighed by
Example.org ...
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HOW SECURE IS SOCIAL
AUTHENTICATION?
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Study Design
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= Lab study ~1h

Whistleblower scenario

= Participant should share files about corruption in
the government

= 3 journalists — 3 possible ACs
= No-win scenario: PITM attack

= Compensation: additional money for correct decisions
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Michael Kobel Amira Patel Anne Baler
Investigativjournalist Investigativjournalist Investigativjournalist
Maurerweg 28, 10235 Berlin HallentorstraRe 4, 20654 Hamburg Isarwege 15, 80542 Munchen
Phone: +49 160 92135099 Phone: +49 160 92107646 Phone- +49 16092158365
Mail: michael_kobel@newsbody.de Mail: amira_patel@newsarg de Mail: anne_baler@newsunion.de
Signal Sicherheitsnummer: Twitter: @AnneBaler
72500 10336 57813 26686 Facebook: Anne_Baler
T QR-Code 75084 04894 Instagram: @AnneBaler
e ; ; LinkedIN: anne-baler-98746524b
I? Signal Sicherheitsnummer
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Leading the User to the AC 4
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& AB Anne Baler® O &

AB

Anne Baler

Select verification method

Please select a method you would like
to use to verify your dialogue partner.

COMPARE SAFETY NUMBERS
SCAN QR CODE

REQUEST PROOF OF IDENTITY

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET
MORE PROTECTION AGAINST EAVESDROPPING.
@ Signal message @ \Q/ o

11 @ <
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Ul - Social Authentication
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Signal

Select provider:

Amnesty.org anne-baler-98746524b
(optional) Accountname

(optional) Accountname

Twitter.com [opnonal) Accountname

If you want to verify the security of your end-to-end encryption
with Anne Baler, select one or more providers.

If Anne Baler can prove control over the requested accounts,
your connection is secure. You can also enter an expected
account name, which will then be automatically compared

with the response. The expected account names are not
transmitted to Anne Baler.

Back Continue

11 @] <
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& AB AnneBaler®@ (1 Q&

AB

Anne Baler

Today

Q. You have requested a proof of identity from Anne
Baler. As soon as a response is received, it will be
displayed here in the chat history.

A Proof of identity failed!
Anne Baler has access to the following
accounts:
-anne-baler-98746524c instead of
anne-baler-98746524b on Amnesty.org
That is not what you asked for. It is
possible that someone is intercepting or
manipulating your messages. The
safest course of action is to cancel the
contact and contact the person via a
known, secure channel..

THE CONNECTION IS NOT VERIFIED. CLICK HERE TO GET

MORE PROTECTION AGAINST EAVESDROPPING

@ bignal message

[ @ <
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RESULTS - HOW SECURE IS SOCIAL
AUTHENTICATION?
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Results
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18 participants

= 7 failed the scenario (send the data)
= Themes

= |In-band comparison (4x)

= Gambling for more compensation (1x)
= Stress during the study (1x)
= Fast-clicking (1x)
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What now? 4
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= Scenario allowed participants to reason and decide
= Social authentication caused less failures then current ACs
= More research is needed on the perception of SA
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Any Questions/Comments?
haering@cs.uni-bonn.de
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