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„The human factor is the weakest link in 
cybersecurity“

Schneier, 2000
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YOU ARE THE TARGET!

ACT NOW OR ALL DATA IS LOST FOREVER

ATTACKERS CAN SEE EVERYTHING

SMALL CLICK, BIG IMPACT!

HACKERS WILL GET INTO EVERYTHING

IF YOU MAKE MISTAKES, YOU WILL BE FIRED

THEY WILL DESTROY YOUR DATA!

YOU ARE NOT SAFE!
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username

*********** Public wi-fi 123

free wi-fi 123

username

***********

New update
available

username

Totally not a virus. 

Trust me…

im a dolphin

***********
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Research Questions

RQ1 Which emotions do employees perceive towards organizational cybersecurity?

RQ2 What causes emotions in the context of organizational cybersecurity?

RQ3 What are the consequences of emotions in organizational cybersecurity?
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Data

Qualitative Survey (n = 112)

Semi-structured interviews (n = 26)
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Data Analysis

Qualitative Survey
n = 112

Semi-structured interviews
n = 26

Analysis 
Methods

Thematic Analysis

Emotion 
classification

Circumplex Model (divides into arousal and valence)

Dependency 
Analysis

Segment-analysis of code configurations
e.g. cause + emotion: "Countless passwords. That annoys me. (I_P21)”
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High-
Arousal

Negative

High-
Arousal
Positive

Low-
Arousal

Negative

Low-
Arousal
Positive

Emotions

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

RQ1 Emotions RQ3 ConsequencesRQ2 Causes of emotions
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empathetic

helpless

fascinated

threatened

dependent

interested

left alone
fearful

frustrated

powerless

annoyed

disappointedspiteful

uncomfortable

averse
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ashamed

bored
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calm

trustful

hopeful

happysecure and 
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threatened
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High-
Arousal

Negative

High-
Arousal
Positive

Low-
Arousal

Negative

Low-
Arousal
Positive

Emotions

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

RQ1 EmotionsRQ2 Causes of emotions RQ3 Consequences
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Individual Factors: Personal Perceptions

Perceived Level of Protection (active)

Perceived Lack of autonomy

Perceived vulnerability

Anticipated Consequences

Level of knowledge and experience

Perceived value of data

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

13.08.2024

"I don’t have any freedom of choice, 
I’m just dependent on the arbitrary 

order to do it that way. (I_P21)"
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Individual Factors: Cybersecurity Perceptions

Perceived Resource-Intensiveness and Hindrance

Perceived Level of control

Perceived Level of Necessity

Perceived Complexity

Perceived Narrative and Relevance

Media reports as a trigger for cybersecurity 
perceptions

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

13.08.2024
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Interpersonal factors

Level of Social Exchange

Perceived Relationship with Experts

Self-perception and perception of others
Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

13.08.2024

"Maybe I just don’t want to describe myself 
as paranoid. (I_P18)"



JUSTUS-LIEBIG-UNIVERSITÄT GIESSEN

15

Organizational Factors

Perception of Design and Frequency of Education

Perceived Security Culture

Perceived Demands and Requirements

Error Culture

Perceived Level of Protection (passive)

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors
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High-
Arousal

Negative

High-
Arousal
Positive

Low-
Arousal

Negative

Low-
Arousal
Positive

Emotions

Individual Factors: Personal Perceptions

Causes

Individual Factors: Cybersecurity Perceptions

Interpersonal Factors

Organizational Factors

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

RQ1 Emotions RQ3 ConsequencesRQ2 Causes of emotions
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Cognitive Effects

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

Externalization

Distorted concepts of cybersecurity and skills

Level of self-efficacy

Positive Outcome expectations

Psychological Distancing and Repression

"I rely on my employer to protect 
his company. (S_P85)"
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Behavioral Effects

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

Level and effectiveness of the approach to learning

Avoidance and Rejection

Knowledge-Behavior Gap

Security-conscious Behavior

Level of Attention, Awareness and Caution

(Concealed) insecure behavior
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"When I’m really angry, I can also vent my anger 
in our office. Then I always get approval. (I_P16)"
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Social Effects

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

Level of Communality

Level of social support seeking
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Spillover Effects

Cognitive Effects

Consequences

Behavioral Effects

Social Effects

Spillover Effects

Reduced productivity

Emotional Exhaustion

Need for Recovery
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Establishment of an emotion-centered
mindset
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Cultivate Empathy

Set the stage

Foster emotional reflection
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Reach out to us!
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Alexandra von Preuschen 
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Scan me
to read the paper!
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