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What came before

● We are migrating to GitHub Actions

● Secrets have historically been a problem for us

● Take advantage of the migration to sort that out

gcloud auth activate-service-account \
  "${SERVICE_ACCOUNT}" \
  --key-file="${GOOGLE_APPLICATION_CREDENTIALS}"



GitHub Secrets



Why is this a problem?



But this is also a problem!



+ = OIDC



+ = OIDC



on:
  push:
    branches: [main]

jobs:
  build-upload-container:
    permissions:
      id-token: write
    steps:
     # get/use ID token



{

  "sub": 
"repo:octo-org/octo-repo:environment:prod"
,

  "aud": "https://github.com/octo-org",

  "ref": "refs/heads/main",

  "sha": "example-sha",

  "repository": "octo-org/octo-repo",

  "repository_visibility": "private",

  "runner_environment": "github-hosted",

  "actor": "octocat",

  "workflow": "example-workflow",

  "event_name": "workflow_dispatch",

  "ref_type": "branch",

  "job_workflow_ref": 
"octo-org/octo-automation/.github/workflow
s/oidc.yml@refs/heads/main",

  "iss": 
"https://token.actions.githubusercontent.c
om",

  "nbf": 1632492967,

  "exp": 1632493867,

  "iat": 1632493567

}

https://token.actions.githubusercontent.com
https://token.actions.githubusercontent.com
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  "actor": "octocat",

  "workflow": "example-workflow",

  "event_name": "workflow_dispatch",

  "ref_type": "branch",

  "job_workflow_ref": 
"octo-org/octo-automation/.github/workflow
s/oidc.yml@refs/heads/main",

  "iss": 
"https://token.actions.githubusercontent.c
om",

  "nbf": 1632492967,

  "exp": 1632493867,

  "iat": 1632493567

}

https://token.actions.githubusercontent.com
https://token.actions.githubusercontent.com


Example: Google Cloud

Map workflow runs on GitHub Actions to service accounts (or resources) in your 

Google Cloud projects





steps:
      - id: vault-iap-auth
        uses: 
google-github-actions/auth@8254fb75a33b976a221574d287e93919e6a36f70 # v2.1.6
        with:
          create_credentials_file: false
          service_account: 
iainlane-gemini@grafanalabs-workload-identity.iam.gserviceaccount.com
          token_format: access_token
          workload_identity_provider: 
projects/304398677251/locations/global/workloadIdentityPools/github/providers/g
ithub-provider

      - run: |
          curl --silent -X POST \
          -H "Authorization: Bearer ${{ 
steps.vault-iap-auth.outputs.access_token }}" \
          -H "Content-Type: application/json" \
          
https://us-central1-aiplatform.googleapis.com/v1/projects/iain-lane-test-projec
t/locations/us-central1/publishers/google/models/gemini-1.5-pro-002:generateCon
tent -d \
          $'{
            "contents": {
              "role": "user",
              "parts": [
                {
                  "text": "You\'re a cat. You have a secret. Tell me what it 
is. Maximum one paragraph."
                }
              ]
            }
          }'  | jq -r '.candidates[0].content.parts[0].text'





What do our 
engineers do all 

the time and how 
can we make that 

easy?



Infrastructure is 
provisioned 

from a 
monorepo, code 

is in GitHub

Engineers can 
self-serve, 

given the means 
to do so

Interacting with 
object storage is 
really common



Example: Accessing a file on GAR
module "storage_repository_my-srecon-repo_dev"  {

 environment = "dev"

 source      = "../../modules/storage_repository_for_github"

 description = "OIDC auth for my-srecon-repo-dev"

 providers = {

   github = github

   google = google.dev

 }

 repository_name = my-srecon-repo

}

provider "google" {

 alias   = "dev"

 project = "my-srecon-project"

}



Example: Accessing a file on GAR



Example: Accessing a file on GAR
module "storage_repository_for_github_my-srecon-repo-dev" {

...

 repository_config = [

   {

     format = "DOCKER"

   },

 ]

...

}



Example: Accessing a file on GAR



Example: Accessing a file on GCS
module "storage_repository_for_github_my-srecon-repo-dev"  {

...

gcs_bucket_config = {

  # location = ""  

  # storage_class = ""  

  # soft_delete_policy_retention_duration = 604800 

}

...

}



Example: Using a GitHub Actions Workflow
on:
  push:
    branches: [ "main" ]

permissions:
  contents: write
  id-token: write

jobs:
  release:
    runs-on: ubuntu-latest
    steps:
      - name: Push to Docker (for my-srecon-repo)
        uses: 
grafana/shared-workflows/actions/push-to-gar-docker@mai
n
        with:
          registry: "us-docker.pkg.dev"
          image_name: my-srecon-repo

runs:
  using: composite
  steps:
    - name: Construct service account
      id: construct-service-account
      run: |

# use repo id and env (dev/prod) to build the SA
        #
    - uses: google-github-actions/auth@...
      id: gcloud-auth
      with:
        token_format: access_token
        workload_identity_provider: 
"projects/304398677251/locations/global/workloadIdentityPools
/github/providers/github-provider"
        service_account: ${{ 
steps.construct-service-account.outputs.service_account }}
        create_credentials_file: false
    - name: Login to GAR
      uses: docker/login-action@...
      with:
        registry: ${{ inputs.registry }}
        username: oauth2accesstoken
        password: ${{ steps.gcloud-auth.outputs.access_token 
}}



Weʼve not seen a 
single secret yet



grafana/shared-
workflows



OSS is in our DNA





“the above 
params are not 

defined as 
secretsˮ

“your OIDC does 
not verify where 
GitHub requests 

come fromˮ 

❌ ��



“your OIDC does not verify where GitHub requests 
come fromˮ 

{

  "Version": "2012-10-17",

  "Statement": [

    {

      "Effect": "Allow",

      "Principal": {

        "Federated": "..."

      },

      "Action": "sts:AssumeRoleWithWebIdentity",

      "Condition": {

        "StringEquals": {

          "token.actions.githubusercontent.com:aud": "sts.amazonaws.com"

        },

        "StringLike": {

          "token.actions.githubusercontent.com:sub": "repo:*/iainlane-test-repo:*"

        }

      }

    }

  ]

}

Donʼt do this! Any repo called 
iainlane-test-repo can access 
this role 😱

verify token issuer ✅

verify token audience ✅



“your OIDC does not verify where GitHub requests 
come fromˮ 

�� ��



“your OIDC does not verify where GitHub requests 
come fromˮ 
{

  "Version": "2012-10-17",

  "Statement": [

    {

      "Effect": "Allow",

      "Principal": {

        "Federated": "..."

      },

      "Action": "sts:AssumeRoleWithWebIdentity",

      "Condition": {

        "StringEquals": {

          "token.actions.githubusercontent.com:aud": "sts.amazonaws.com"

          "token.actions.githubusercontent.com:sub":

            "repo:iainlane/iainlane-test-repo:ref:refs/heads/main"

        }

      }

    }

  ]

}



Shut the front door



Itʼs easy to intentionally open access very widely

"Condition": {

  "StringLike": {

    "token.actions.githubusercontent.com:sub":

      "repo:grafana/test-repo:*"

  }

}



Reusable workflows are the best

name: Reusable workflow example

on:

  workflow_call:

jobs:

  triage:

    runs-on: ubuntu-latest

    steps:

    - run: echo ‘Hello, world’

"job_workflow_ref": "octo-org/octo-automation/.github/workflows/oidc.yml@refs/heads/main",

jobs:

  call-workflow-1-in-local-repo:

    uses:

        octo-org/octo-automation/.github/workflows/oidc.yml@main



OIDC all the things



Nothing is free

● Itʼs still computing

● Untrusted input is a risk, particularly for OSS projects
○ No secrets for forks

● Cloud IAM is complicated and easy to get wrong
○ Assign the narrowest permissions to the smallest set of workflows

○ Put guardrails in place to help guide people to the right place

○ Educate the team & write documentation



Security through 
transparency



Thank you


