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Abstract

Risk-limiting audits (RLAs) are techniques for verifying the
outcomes of large elections. While they provide rigorous guar-
antees of correctness, widespread adoption has been impeded
by both efficiency concerns and the fact they offer statisti-
cal, rather than absolute, conclusions. We attend to both of
these difficulties, defining new families of audits that improve
efficiency and offer qualitative advances in statistical power.

Our new audits are enabled by revisiting the standard notion
of a cast-vote record so that it can declare multiple possible
mark interpretations rather than a single decision; this can
reflect the presence of marginal marks, which appear regularly
on hand-marked ballots. We show that this simple expedient
can offer significant efficiency improvements with only minor
changes to existing auditing infrastructure. We consider two
ways of representing these marks, both yield risk-limiting
comparison audits in the formal sense of Fuller, Harrison, and
Russell (IEEE Security & Privacy 2023).

We then define a new type of post-election audit we call
a contested audit. These permit each candidate to provide a
cast-vote record table advancing their own claim to victory.
We prove that these audits offer remarkable sample efficiency,
yielding control of risk with a constant number of samples
(that is independent of margin). This is a first for an audit
with provable soundness. These results are formulated in a
game-based security model that specify quantitative sound-
ness and completeness guarantees. These audits provide a
means to handle contestation of election results affirmed by
conventional RLAs.

1 Introduction

Risk-limiting audits (RLAs) are methods for verifying the
outcome of a large-scale election. Developed by the aca-
demic and election community over that last two decades [1],
RLAs offer significant efficiency improvements over the bur-
den of a full hand recount while providing rigorous guaran-
tees of correctness. They can also support a variety of social

choice functions and election organizations (see Section 1.3).
The framework posits reasonable physical assumptions un-
der which elections—involving diverse interactions among
multiple untrusted human and electronic processes—can be
authoritatively protected from errors or deliberate falsifica-
tion in tabulation, vote aggregation, and reporting. Finally, the
framework supports public verification: third-party observers
can certify the outcome of the audit [2].

RLAs are only defined in settings with voter-verified
ground truth, typically furnished by hand-marked paper bal-
lots. Such marked ballots determine the ground-truth out-
come of the election; of course, any particular tabulation of
the ballots—generally carried out by electronic tabulators—
determines a potentially different outcome [1]. RLAs are
designed to detect disagreement between the ground-truth
outcome and a given tabulated outcome except with a pre-
scribed, concrete failure probability called the “risk” of the
audit. The word “outcome” here refers to the winner(s) of the
election rather than the exact vote totals.

RLA adoption in large democracies has been uneven. In the
United States, RLAs have been advocated by area experts [2],
the US Senate, and the 2014 Presidential Commission on
Election Administration. However, only a handful of states
run such audits, with most adoption occurring in the last few
years. A major obstacle to widespread adoption is efficiency:
RLASs require manual interpretation of a sampled set of ballots
whose size grows as a function of the margin of the race to be
audited. Thus, circumstances with small margins may require
examination of many thousands of ballots and, unfortunately,
election logistics and planning must prepare for such onerous
outcomes. (As an example, a conventional ballot polling audit
typically requires over 10,000 ballot samples for a 2% margin
and 50,000 samples at 1% margin [3].) A related challenge is
that high-efficiency RLAs necessarily provide (only) statis-
tical guarantees; common risk values in practice are on the
order of 5% (3% in Colorado, 5% in Georgia, 9% in Rhode
Island, 10% in Virginia). This invites an immediate criticism:

Verified Voting summarizes the adoption of such methods in the U.S.
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a losing candidate whose loss has been reaffirmed by an RLA
may argue that a 1-in-20 chance of error is unsatisfactory.
We engage with both of these concerns by defining two new
families of post-election audits.

1.1 Our Results in Brief

Our new approaches are enabled by revisiting the conven-
tional understanding of a cast-vote record (CVR), a declara-
tion of how a ballot was counted in an election. CVRs are
critical elements of standard “comparison” audits, which are
the starting points for our new audits. We redefine CVR se-
mantics to include explicit indication of marginal marks [4]
by either asserting a collection of possible interpretations for
a marginal mark or a predicted probability distribution of in-
terpretations. Marginal marks are those for which voter intent
is unclear. Aside from partially filled voting targets, this can
include “small lines, atypical ink or marker, and marks outside
but near the voting target” [4]. We leverage this declaration
of indecision to define two new families of audits.

Ballot-comparison risk-limiting audits with reduced
variance and improved efficiency. Recording a predicted
probability distribution for the interpretation of marginal
marks in a CVR and reflecting this appropriately in the audit
leads to a new family of Bayesian risk-limiting audits, which
can offer significant efficiency advantages and improved confi-
dence in the audit. In particular, in settings of practical interest
this reduces the standard deviation of completion times for
standard sequential statistical testing methods and hence re-
duces the number of ballots that need to be drawn in the first
(and typically only) phase of standard multi-phase audits. For
margins of 1%, this reduces the number of ballots sampled
by over 10%; see Table 2. We also discuss such audits in a
less expressive “conservative” setting where the CVR simply
lists a set of possible interpretations. (One could consider
interpretations with some minimum probability as shown in
Figure 1.) These results are articulated in an adaptation of the
formal game-based model of Fuller, Harrison, and Russell [5].

Aside from these efficiency improvements, such CVRs pro-
vide an improvement in voter confidence and interpretability
by explaining discrepancies. Specifically, conventional CVRs
will frequently disagree with marginal marks as, of course,
there is no authoritative conclusion for such a mark; this can
cast doubt on the CVR and the audit. A CVR permitted to
assert the ambiguity of a mark provides an immediate means
for separating the common circumstances where the mark is
ambiguous from more disturbing discrepancies arising from
real failures of the audit (see further discussion in Section 2).
We remark that Clearballot publishes mark images with pre-
dicted probability distributions and allows citizens to search
for marginal marks; thus our method makes use of data that
is already public in many jurisdictions (Clearballot indicates
that 13 US states use their technology).

Competitive audits involving multiple CVRs submitted

by multiple interested parties, yielding a natural approach
to election contestation. We define a novel notion of a “com-
petitive audit,” in which multiple parties submit CVRs to sub-
stantiate competing claims of victory. We develop a formal
cryptographic game-style framework for defining and analyz-
ing such audits. This modeling permits a strong adversary that
may prepare all but one CVR, choose which interpretation to
return for a marginal mark, and whether to suppress a sampled
ballot. We then show that this model leads to an extraordinar-
ily efficient audit calling for evaluation of a fixed, constant
number of ballots, independent of margin. Such strong effi-
ciency guarantees are impossible for conventional RLAs. This
new auditing framework provides an approach to the problem
of election contestation, where the results of an RLA are chal-
lenged by a third party. We discuss practical considerations
for deploying these audits in Section 2.

1.2 A Detailed Survey of the General Frame-
work, Related Work, and Our Results

An RLA is carried out in the context of an election with voter-
verified ground truth. For concreteness, our discussion as-
sumes hand-marked paper ballots, which is the most common
instantiation in practice. The audit is intended to detect dis-
agreement between the ground-truth outcome of the election,
as determined by the ballots themselves, and the declared out-
come of the election resulting from a tabulation of the ballots;
we use the word “declared” throughout to emphasize that the
tabulated outcome may be inconsistent with the ground-truth
outcome. Such an audit examines a collection of physical
ballots, usually drawn at random according to a convention
depending on the audit, and either concludes with CONSISTENT,
indicating that the sampled ballots appear consistent with the
declared outcome, or INCONCLUSIVE, indicating that the audit
has not amassed sufficient evidence of consistency. An audit
is said to have risk @ (a number in the range [0, 1]) if the
probability that it outputs CONSISTENT is no more than @ when
the declared outcome contradicts the ground-truth outcome.
InconcLusivE outcomes usually call for a full hand recount;
see the next subsection.

A trivial audit that always outputs INcoNcLUSIVE has zero
risk, but is obviously not useful in practice. This points to
the importance of completeness—the additional guarantee
that the audit outputs ConsisTENT with high probability under
favorable circumstances; we discuss this in detail below. A
straightforward hand recount of an election is itself a RLA
audit with zero risk (modulo any errors in manual interpreta-
tion). More sophisticated RLAs randomly draw and inspect a
collection of ballots to make statistical conclusions about the
outcome. A general feature of such statistical audits is that
the number of samples scales with the margin of victory; this
reflects the natural intuition that a landslide should be easier
to statistically verify than a victory by slim margin. In the
most familiar setting of a simple, two-candidate, first-past-the-
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Baseline CVR Conservative CVR Bayesian CVR

[ ID [ Bugs [ Dafty | [ ID [ Bugs | Daffy [ NoVote | [ ID | Bugs | Daffy | No Vote |
1 1 1 1
2 2 2 | 2] m 26
3 3 3 | .99 01
4 4 4 1
5 5 5 75 25
6 6 6 | .12 | 38 5
7 7 7 | 46 1 44
8 8 8 1
9 9 9 1
10 10 10 02 98

Figure 1: Generalization of conventional CVRs to the conservative setting, where multiple interpretations are declared, and the
Bayesian setting, where one associates probabilities with each interpretation. Blanks cells in the Bayesian indicate probability O;
for brevity, the “No Vote” columns reflect both the no-mark case and the overvote case (with marks for both candidates).

post election, the empirical mean of the number of votes for
a particular candidate among a collection of log(2/a)/(2€%)
uniformly sampled ballots is correct to within € with proba-
bility 1 —a. This simple procedure—called “ballot polling”
in the literature—yields a risk-limiting audit that inspects

o)
ballots in expectation, where y is the actual margin [1].

The most efficient known approach for RLAs, known as
a ballot comparison audit [1,6—12], requires a detailed tabu-
lation report called a cast-vote record table (CVR). A CVR
declares a unique identifier and interpretation (that is, a deter-
mination of the cast votes) for each ballot in the election. This
ballot-by-ballot record of the election naturally determines a
tabulation and outcome. It also enables high-efficiency audits
that proceed by iterating the following experiment: (1) The
auditor picks a random identifier ¢ from the CVR table; (2) the
auditor finds a physical ballot with identifier ¢; (3) the auditor
compares the interpretation of the physical ballot against the
associated CVR entry. Intuitively, iterations where the physi-
cal ballot matches the CVR provide support for this declared
record of the election, while disagreements erode that sup-
port. Continuing the discussion in the same two-candidate
first-past-the-post setting, observe that if the CVR table de-
clares an incorrect outcome for the election, then at least a /2
fraction of entries of the CVR table must disagree with the
corresponding physical ballot; as above, u is the scaled mar-
gin of ground-truth victory. (The factor of two arises because
a single disagreement can both negate a vote for the declared
winner and supply a vote for the declared loser.) It follows
that after 2/u samples we expect to observe a discrepancy
if the outcomes differ, suggesting that this approach should
yield a risk-limiting audit with sample size

O(M)' @)
u

(The log(1/a) term increases the number of samples so that
the probability of observing an inconsistency is driven to at
least 1 —.) It is instructive to compare this against (1) above.
Due to the improved dependence on y, in circumstances with
small margins ballot comparison beats ballot polling.

The completeness challenge. The efficiency landscape is
more complicated than the discussion above (and the asymp-
totic expression (2)) indicates. The complication is the re-
quirement of completeness—that is, that the audit conclude
with ConsisTeNt when considering an accurate CVR under
favorable conditions. In practice, when a post-election RLA
concludes with INnconcLUSIVE, policy calls for either a com-
plete hand count or an additional stage of auditing (with a
smaller risk parameter to avoid significant amplification of
risk from the composite audit). See for example, Rhode Island
Code 17-19-37-4 and Colorado’s fact sheet. Thus a full ac-
counting of efficiency must weigh the costs and likelihood of
InconcLusiVE conclusions in the best-effort settings that arise
in practice.

To be more concrete, a ballot-comparison auditor simply
wishing to meet a prescribed risk limit @ could adopt the
framework above with the convention that any observed dis-
agreement between the CVR and a physical ballot causes
the auditor to immediately terminate the audit and output
Inconcrusive. If examination of log(1/a)/(2u) ballots in-
deed exposes no inconsistencies, the audit can safely return
ConsisTenT with only an @ probability of error, as desired. For
margin ¢ = .01 and risk @ = .05, for example, this requires
inspection of 499 ballots. Now, if this “strict” auditor has the
luxury of unambiguous ground truth, a perfectly correct CVR,
and consistently accurate ballot interpretations, then it will
indeed conclude the audit with ConsisTent. However, discrep-
ancies between the CVR and physical ballots arise frequently
in practice. (For example, the comparison RLA run by the US
state of Colorado for the 2020 presidential election generated
hundreds of discrepancies [13].) These discrepancies can re-
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sult from truly ambiguous voter intent, disagreement among
the interpretations of an auditing board, or operational errors
such as retrieval of an incorrect ballot. Estimates from prior
work (e.g. Stark’s audit tools; [14]) suggest discrepancy rates
as large as 0.5%, though the actual rate of incidence depends
on various features of the election.

These considerations have led to the development and adop-
tion of audits (and associated statistical tests) that can tolerate
such anticipated errors. For example, adopting the same pa-
rameters (5% risk, 1% margin) but with the introduction of a
.01% rate of marks being inadvertently dropped during inter-
pretation, the standard Kaplan-Markov test calls for a sample
size of 1220 ballots in order to terminate with probability
95%.” This is over twice the sample size arising with no er-
rors (499, as indicated above) and illustrates that even small
error rates have a significant impact on required sample size;
we remark, additionally, that the incidence of sporadic errors
in an otherwise correct CVR or errors in ballot interpreta-
tion are the cause of variance in the stopping time for such
sequential statistical tests. As audits are typically conducted
in phases—drawing a collection of ballots to be inspected
at once and calibrated so that each phase is likely to be the
last—yvariance also directly influences efficiency as it forces
large phases.

These concerns motivate our exploration of more expres-
sive CVRs. In particular, we note that the party (or tabulator)
preparing the CVR can identify marginal marks during tab-
ulation that are likely to lead to errors during a comparison
audit. Reflecting these marginal marks on the CVR offers
a new dimension of optimization for the auditing rule. As
a matter of bookkeeping, we will consider CVRs that may
list multiple interpretations for each ballot or a full predicted
probability distribution of interpretations. (A traditional CVR
corresponds to the case when the size of each set of interpreta-
tions is 1.) We apply this to develop both conventional audits
with improved efficiency and define a new class of competi-
tive audits, providing both high efficiency and a mechanism
for contesting conventional audits.

Enriching CVRs to reflect marginal marks can also improve
confidence in the audit, as it can distinguish avoidable dis-
crepancies arising from ambiguity from unexplained auditing
failures; see Section 2.

1.2.1 Improved Efficiency Risk-Limiting Audits via
Bayesian CVRs

We show how to adapt standard ballot comparison audits to
the setting of Bayesian CVRs that declare a predicted distribu-
tion of ballot interpretations. We indicate how to formulate the
standard notions of discrepancy and margin in this setting and
observe that this simple change has significant efficiency ram-

2This estimate uses McBurnett’s tool rlacalc with standard rates of errors
in the literature drawn from Lindeman and Stark [1]. These are o,u; = .001
and 0,up = .0001, see discussion in Section 5.

ifications. Using discrepancy and marginal rates from practice
we show that such audits reduce sample size standard devi-
ation by 14% compared to a traditional audit at a margin of
1% (see Table 2). We also develop a variant of this audit that
uses a CVR that merely reflects the possible interpretations
of each ballot (rather than a full probability distribution). We
call this a conservative CVR. While this does not provide the
full benefits of the Bayesian approach, it may be simpler to
deploy in practice since no probability estimation is required.
It also considers a stronger adversarial model where the ballot
interpretation of the auditor is adversarially controlled.

We adopt to our setting the cryptographic game-style mod-
eling for RLAs developed in [5], and prove that the new audit
is risk-limiting. We then carry out simulations to show that
the most popular sequential statistical test used for RLAs
(the Kaplan-Markov test) can take advantage of the resulting
notion of discrepancy to provide more efficient RLAs.

1.2.2 Competitive Audits and Election Contestation

Our second contribution is a new class of post-election audits
that we call competitive RLAs. In a competitive RLA each
candidate has an “advocate” that is allowed to examine ballots
(under supervision to ensure ballots are not destroyed or mod-
ified). For each candidate Ay,..., Ay, their advocate produces
a CVR that may declare different ballot interpretations and
winners; the intent is that the advocate for candidate A files a
CVR that is favorable to A. In particular, if A won the election,
the CVR (filed by the advocate for A) should establish that;
in a weaker sense, even if A did not win, the advocate may
wish to file a CVR that prevents other candidates that did not
win the election from convincingly claiming that they did.
For simplicity, we formulate this audit in the “conservative”
setting, where CVRs may list multiple interpretations for each
ballot but do not record a probability distribution on these
various possible interpretations. (It is certainly possible to
formulate this in the setting with a Bayesian CVRs, see end
of Section 6.) For elections with very small margins, an in-
terpretation of marginal votes may be necessary to determine
which candidate receives the most votes. We are only able
to prove results about candidates whose winning and losing
status is true regardless of interpretation of marginal marks.
Definitionally, an election thus at most one winner, and some
candidates may neither win nor lose.

Assuming that at least one submitted CVR only lists inter-
pretations that are consistent with the ballots and the election
has a winner, the auditor will identify the correct winner using
a constant number of ballots. Furthermore, if some submitted
CVR lists the exact list of possible interpretations for each
ballot, no losing candidate can be identified as the winner. We
emphasize that the number of ballot samples required by this
approach is a constant that not scale with the margin. (The
constant itself is a function of how robust the audit should be
in the face of errors by the advocates.)
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The basic idea of the audit is straightforward: Faced with a
pair of contradictory CVRs—cvr| and cvrp—there must be
at least one ballot on which these CVRs completely disagree:
examining this single ballot then provides an immediate strike
against one of CVRs. Indeed, a strict auditor can use a gen-
eralization of this approach to settle the competing claims
made by a collection of k CVRs with just k — 1 ballots. (That
is, the auditor immediately removes from consideration any
CVR found to be inconsistent with an inspected ballot.) Such
a stringent auditor will not be appropriate in practice, which
must account for a small number of errors on the part of the
advocates (and the cvr;) or the possibility that ballots are lost,
say, during the audit. Even accounting for such phenomena,
our approach yields audits with remarkable efficiency. (As
mentioned earlier, the complexity of the audit scales with the
desired robustness in the face of such advocacy errors.)

The most natural and practical instantiation of our tech-
niques is providing an efficient adjudication process for dis-
agreements that result after the parallel scanning of ballots,
for example, using the OpenScan system [15]. The idea of the
OpenScan system is for advocates to place cameras above a
physical scanner and create their own CVRs without having
physical access to the ballots. Their system does not have a
natural adjudication mechanism. Competitive audits provide
that adjudication with a constant query ballot complexity.

Election contestation. Competitive RLAs provide an im-
mediate approach to election contestation. Specifically, con-
sider a situation where a candidate wishes to dispute the con-
clusions of conventional RLA (that is, the candidate claims
that an invalid election was not detected by the RLA). In this
case, the candidate (or their advocate) can be permitted to
examine the ballots and produce a competing CVR for the
election (that, presumably, will claim that the candidate is the
victor). The CVR originally produced for the election (and
reaffirmed by the original RLA) and the candidate’s CVR can
then be treated by the competitive audit mechanism. This has
a number of notable features: (i.) for some integer ¢, the audit
can rigorously settle the dispute with risk 2% after examin-
ing only ¢ ballots—thus a small constant number of queries,
independent of margin, are sufficient; (ii.) this provides an
interesting avenue for election policy: for example, the cost
and effort of the audit could be borne by the contesting party.
See more discussion in Section 2.

Adversarial modeling. We consider a cryptographic game-
based model for analysis. The model places the ballots (and, in
conservative and competitive audits, the choice of the returned
interpretation) in the hands of an adversarial environment,
thus reflecting various adverse circumstances that challenge
practical audits. Our treatment universally quantifies over the
ground-truth results (and, in particular, the marks appearing
on the ballots themselves) and tabulated cast-vote records; in
this sense they apply to all elections. We remark that in terms
of the formal modeling any universally quantified object can
be seen as adversarially controlled.

1.3 Other Related Work

Stark [16] defined RLAs in 2008. The framework was gen-
eralized and sharpened over the next decade [1, 17-19] lead-
ing to a variety of specific methods, often optimized certain
practical settings [1,7, 16,20-23]. There are four major direc-
tions in current research (1) supporting varied social choice
functions [10, 12], (2) managing multiple races [6-9, 24],
(3) sharpening risk estimates [8, 11, 16,20, 21,25-29] and
(4) implementation issues [3,5,17-19,30-33].

The most closely related work to our competitive setting
is a recent, independent article of Jones et al. [34]. One can
view our competitive audits as an analog of a “multi-prover
interactive proof system” consisting of competing and poten-
tially malicious “provers” who are attempting to convince a
“verifier” of the truth (or falsity) of a statement (reflecting the
complexity-theoretic setting of [35,36]). Jones et al. were in-
spired by the “cooperative” version of this same framework in
which a collection of cooperating, but potentially malicious,
provers attempt to convince a verifier of the truth of a state-
ment; in fact, this cooperative version is far more common
in the complexity-theoretic literature (reflecting the standard
setting of [37]). Jones et al. develop an auditing approach
designed to catch inconsistencies across multiple scans used
to create (multiple) CVRs. In our auditing context, their tech-
niques focus on detecting circumstances where at least one
of the scans (provers) is dishonest. Our techniques focus on
deciding who to trust in a situation where at least one scan is
honest. The two approaches can thus naturally compose.

Organization. We discuss practical deployment considera-
tions in Section 2. We then cover notational preliminaries and
define CVRs and ballots with multiple interpretations in Sec-
tion 3, cover Bayesian audits in Section 4, and Conservative
audits in Section 4.1. Finally, we evaluate efficiency of the
Bayesian and conservative methods in Section 5 and describe
competitive audits in Section 6. Proofs are relegated to the
online version [38].

2 Practical Deployment Considerations

Bayesian and conservative audits The deciding factor in
adopting RLA modifications is how they impact the balance
of trust in the election outcome and auditing effort. The es-
sential trust assumptions of these new audits—that physical
ballots faithfully represent voter intent and are available for
interrogation—are identical to classical risk-limiting audits.
However, we note that Bayesian and conservative audits have
the advantage that marginal marks are directly reflected in
the cast-vote record, a benefit for public perception and inter-
pretability. For years, Colorado has published a discrepancy
report [13] explaining their guess of each nonzero discrep-
ancy to improve public confidence in the audit. In particular,
marginal marks which would have resulted in a consistency
failure in a conventional audit are now explicitly indicated
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and reconciled with ballots; thus they serve to add to public
confidence in the audit rather than detract from it. As for
public interpretability, conservative audits appear superior
to Bayesian audits in the sense that the straightforward role
played by a “possible” interpretation in a conservative audit is
clearly preferable from the standpoint of intelligibility to the
fractional discrepancies arising from “likelihood” estimates.
As conservative audits offer most of the statistical improve-
ments of Bayesian audits in our numerical estimates, their
relative simplicity may outweigh the small improvements in
efficiency. We remark that these new audits can rely on the
same statistical tests that underly conventional comparison
audits.

As for the challenge of transitioning procedures and equip-
ment to support these audits, the substantive changes pertain
to tabulation equipment (responsible for producing the CVRs)
and RLA software. In particular, the task of the “audit board”
(which evaluates the marks on sampled ballots) is identical
to that of a conventional audit: they are still responsible for
settling on a single interpretation for each sampled ballot.
Both audits demand a richer convention for CVR, and hence
changes to tabulator output and RLA administration software.
As modern tabulators typically collect full ballots scans, the
changes required to generate such CVRs would require only
a firmware upgrade (rather than hardware changes). Again,
the task here may be simplified by the conservative setting,
which requires no explicit likelihood estimation. Changes to
RLA administration software are minimal, especially consid-
ering that existing statistical tests can be applied. Our simula-
tion [39] builds on Harrison’s implementation with minimal
changes [40]. We remark that the recent VVSG 2.0 federal
voting system guidelines require ballot imprinting, even on
voter-facing tabulators. This is an important enabling feature
for ballot comparison audits, so adoption of these guidelines
will significantly improve the general feasibility of compari-
son audits in the United States.

Compare the cost of conservative audits against the natural
approach that calls for auditors to adjudicate every marginal
ballot as a part of the initial tabulation. As an illustrative ex-
ample, Louisiana is the 25th state by population with roughly
2M votes for president in 2020. Using the .5% marginal mark
rate [14], one would have to adjudicate 10K ballots, in addi-
tion to what is required for the RLA. At 1% margin ballot
comparison requires examining 1K ballots (Table 2).

The competitive setting. Competitive audits have roles
and procedures that have no analog in conventional RLAs.
Thus, they demand careful consideration before deployment.
We outline two different implementations and discuss the
trust and efficiency tradeoffs. The first implementation we
discuss provides all of the guarantees—including software
independence—of a classical RLA while providing an effi-
cient contestation mechanism under two assumptions:

(1) That there is an actual winner (regardless of how
marginal marks are interpreted), and

(2) An advocate for the winning party contests an incorrect
outcome.

The contestation phase has a risk that reduces exponentially
in the number of ballots pulled. We also discuss standalone in-
stances of competitive audits, including an existing framework
that supports CVR creation by candidates without directly
handling ballots.

Consider the following RLA procedure with an additional
contestation phase:

(1) The state’s tabulators are run on the ballots, producing
CVrstate that declares candidate W to be the winner.

(2) A conventional ballot comparison RLA is run on
CVrstate With risk a.

(3) If the RLA outputs INCONCLUSIVE, existing legal steps are
followed such as a recount.

(4) Otherwise, candidates can contest the results of the au-
dit. (Whether such contestations are permitted, or what
evidence might be necessary to justify them, is a matter
of election law.)

(5) A candidate A permitted to contest the election may
inspect the physical ballots (under appropriate supervi-
sion to prevent tampering) to assemble Cvra, an alternate
CVR. Various procedures could be used to create cvra;
for example, (i.) a complete hand count of all ballots,
(ii.) use of alternative tabulators trusted by the candi-
date, (iii.) a hybrid approach, where the candidate uses
CVrstate With the exception of a few precincts of the
election that they believe are suspicious; these are hand
counted.

(6) Finally, the competitive audit is run on all of the available
CVRs (i.e., CVrgiate and cvrp for any candidate A that
assembled a CVR).

This audit provides the guarantees of a conventional RLA and
provides a rigorous approach to contestation. The audit places
the vast majority of the work of the competitive audit on the
party that believes there is an error and wishes to correct it.
The effective risk of the combined audit can be driven to a
small constant, e.g., one part in 10,000, with a small number
of samples (assuming candidates can create accurate CVRs).
We remark that such an audit continues to protect a third
party (with only a vested interest in the correct outcome of
the election) from an incorrect result with risk «; in particular,
when the state’s CVR correctly asserts the correct winner, the
contestation phase cannot change the outcome. On the other
hand, an interested party (wishing to ensure that a candidate
of interest is not incorrectly declared a loser of the election)
can guarantee risk close to zero. It is a legal matter when to
allow a contestation, our method provides a tool to decide
when an advocate has gathered sufficient evidence.

One can also consider a standalone competitive RLA. The
procedure follows the prescription above without the conven-
tional RLA. (As with the audit above, supervision is required
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to protect ballot integrity.) If candidate A is the winner and
indeed submits a correct cvra, A will win the competitive au-
dit regardless of the procedures or software adopted by other
candidates (or state) to assemble their CVRs. We remark that
such tabulations significantly change the guarantees offered
to a third party with a vested interest only in the correct out-
come of the election. With this audit, such a third party can
only be guaranteed a correct outcome if the state’s tabulation
is correct or the true winning candidate participates in the
competitive audit.

Such competitive audits provide a rigorous approach to rec-
onciling the results generated by the existing Openscan [15]
system. This system permits each candidate to install their
own camera over a scanning bed on which each ballot is rested
for data collection. Adapting slightly to our framework, advo-
cates do not touch ballots, but can be in the room to ensure
each ballot is scanned exactly once. This has the advantage
that all data is collected in one pass, and advocates use their
own hardware and software to collect and process ballot im-
ages. Of course, the state itself may have an installed camera
that produces an official outcome. The competitive audit now
provides a rigorous guarantee to each candidate: if they won
the election (and themselves generate a faithful CVR), they
can be guaranteed victory independent of the software used
by other candidates or the state. This assumes, of course, that
each physical ballot is processed by their camera.

The above deployments require physical access to ballots—
this is unavoidable for software-independent guarantees. In
either deployment, candidates shoulder auditing responsibil-
ities (borne entirely by the official auditors in a traditional
RLA). This is one advantage of the first deployment scenario:
it limits candidate effort to only those circumstances where
they suspect that a traditional RLA has failed. However, com-
petitive audits introduce a potential inequity: Candidates with
fewer financial resources may have less ability to muster a
full retabulation for the competitive audit.

Our results assume a low rate of disagreement between
the “honest” CVR and the set of interpretations that could be
reasonably inferred by an audit board. Preparing a CVR with
a low error rate may require knowledge on mark adjudication
and audit board behavior.

3 Preliminaries; the Bayesian Setting

We use boldface to refer to “physical” objects, such as individ-
ual ballots (typically denoted b) or groups of ballots (typically
B). For a natural number k, we define [k] = {1,...,k} (and
[0] = 0). We let X =[-2,2], a set of particular significance
as standard single-ballot discrepancy takes values in this set;
this is discussed in detail later in the paper. For a set X, let
X* be the set of all finite-length sequences over X; that is,
X* ={(x1,...,x) | k = 0,x; € X}. In particular, we let {0, 1}*
denote the collection of finite-length bitstrings. Finally, we de-
fine XY to be the set of all sequences {(xg, x1,...) | x; € X}. We

Audit Notation | Meaning

Physical ballot

Ballot family

Ballots with identifier ¢

Number of ballots in election

Candidates in the election

Risk of audit

Inflation factor of Kaplan-Markov when dis-
crepancy encountered

Election

All

ROV ==

=

Tb | Probability distribution over auditor interpre-
tation of ballot
I | R.V. with distribution 7}

Tl? (A) | Expected number of votes for ballot b received
by candidate A if audited
EOA) Expected number of votes across election re-
ceived by candidate A if hand counted
P, | Predicted distribution of interpretations for
Bayes. ballot with identifier r
PP(A) Number of votes predicted for candidate A on
ballot with identifier r
pap | Bayesian diluted margin of A with respect to
candidate B
pa | Minimum of Bayesian diluted margin across
candidates
cvr | Cast vote record containing identifiers and pre-
dicted interpretations for each ballot
cvr(A) | Predicted number of votes for A on cvr

HMevr | Bayesian margin declared by cvr

Devr | Discrepancy of cvr with respect to election E

Ty | Set of possible interpretations on b

Tb. (A) | Maximum interpretation for A on b
TbO (A) | Minumum interpretation for A on b
TO(A) | Most possible votes for A in election
TO(A) | Least possible votes for A in election

yX’B Conservative diluted margin of A with respect
to candidate B
Hp | Minimum of Conservative diluted margin
Cons. across candidates
Hér | Conservative diluted margin in cvr*
cvrt | Conservative cvr declaring set of possible in-
terpretations
P,O (A) | Minimum predicted interpretation for A
P,. (A) | Maximum predicted interpretation for A

cvr©(A) | Minimum possible votes for A on cvr
cvr®(A) | Maximum possible votes for A on cvr
D&, | Conservative discrepancy of cvr with respect

to election E

Table 1: Summary of Notation

typically use script letters, e.g., P, to denote probability dis-
tributions. Making multiple interpretations explicit requires
many new definitions. A summary is in Table 1.

Formal definitions for ballots, elections, and cast-vote
records. For simplicity, we consider only audits of a sin-
gle first-past-the-post race with a set C of candidates. See
Stark [7, 10] for a detailed account of how more complex
elections can be reduced to this canonical setting. We now set
down the elementary definitions of elections, manifests, and
CVRs. The main definitional change is that a physical bal-
lot induces a probability distribution of possible outcomes;
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this models the important situation where a physical ballot
may have ambiguous markings that could reasonably be in-
terpreted in various ways by an auditing board or a tabulation
device. We explore two conventions for cast vote records to
reflect this uncertainty: the first is the Bayesian framework,
which associates with each ballot a predicted probability dis-
tribution of possible readings (depending on the anticipated
reading a particular audit board, say). We then formulate a
simpler, conservative model that posits a collection of inter-
pretations for each ballot without assigning them probabilities.
This reduces the complexity of producing cast-vote records,
as one only needs to identify the possible interpretations of a
ballot rather than a comprehensive probability distribution. In
this conservative model, we consider quite strong adversarial
behavior that assumes that the audit board always returns the
“worst-case” interpretation allowed by the ballot. (In fact, this
is equivalent to replacing the probabilities listed on the CVR
with a probability of 1 for some interpretation that “minimizes”
the margin for a declared winner.) To move as swiftly as possi-
ble to our results on conventional audits with marginal marks,
we first lay out the definitions for the Bayesian case; we return
to the definitions for the conservative case in Section 4.1.

Definition 1 (Interpretations, ballots, and ballot families). Let
C be a set of candidates. An interpretation is a function I :
C — {0,1}; when C is understood from context, we write I =
{I:C —{0,1}} for the collection of all interpretations. Such
interpretations to indicate the votes appearing for candidates
on individual ballots. A ballot is a physical object b with two
properties:

(1) The ballot b is labeled with an indelible identifier idy, €
{0,1}*.

(2) The ballot b determines a “ground truth” probability
distribution Ty, on the set of interpretations I. Thus
Ty : I — R is a non-negative function on I for which

Zrer To(l) = 1.

We let Tl‘,) : C — R denote the expected interpretation over
the distribution Ty that is, for each A € C, Tl‘)) (A) = E[Ip(A)],
where Iy, is a random variable distributed according to Ty,.

A ballot family B is a collection of ballots with the same
candidates. We let B, = {b € B | idy, =t} denote the subset of
ballots with identifier . When ballots identifiers are distinct
across B, so that |B,| < 1 for each «, we say that the family is
uniquely labeled.

Ballots are typically intended to have an unambiguous inter-
pretation. This corresponds to the case where the distribution
Tb is supported on a single interpretation (taking the value 1
at that interpretation and zero elsewhere).

Definition 2. An election E is a tuple (C,B,S) where C is a
set of candidates, B is a ballot family, and S = |B| is the total
number of ballots.

Definition 3 (Election winners, losers, and margin). Let E =
(C,B,S) be an election. For a candidate A € C, define

EC(A) = Z TOA).

beB

The margin of A with respect to B is defined to be

EC(A)-EC(B)
HAB = — s

When we wish to emphasize that this notion of margin is
defined with respect to the expected values Tl'f (+) we refer to it
as Bayesian margin. A candidate W € C is the winner of the
election E if VA € C\ {W},uw.a > 0. In this case, we define
the margin, denoted 1, of the election to be the minimum of
these quantities:

= min .
ME AeC\{W}NW,A
Otherwise, the election does not determine a winner and we
define ug = 0. If a winner exists it is unique. A candidate L
is called a loser if there is a candidate A for which E€(L) <
EC(A).

Cast-vote record (CVR). A cast-vote record table (CVR)
is an (untrusted) declaration of both the ballots appearing in
an election and the interpretations of the ballots.

Definition 4 (Bayesian Cast-Vote Record Table). Let C be a
set of candidates. A Bayesian Cast-Vote Record table (CVR)
is a sequence of pairs cvr = ((t1,P1), ..., (4, Pse,)) where the
L are distinct indetifier bitstrings in {0,1}* and each P, : I —
R is a probability distribution on I which we refer to as a

“prediction.” Intuitively, such a cvr declares that, for each row

r, the interpretation of the ballot labeled 1, is given by the
distribution P,.

For each candidate A € C and r € {1,...,Scyr}, we define
PO(A) = E[I(A)], the expected value of the vote for A when |
is drawn according to the distribution P,. We then define the
total cvr declaration for candidate A as

SCVI’

cvr(A) = Z POA).

r=1

Declared winners and losers. If there is a candidate A € C
with the property that cvr(A) > cvr(B) for every B € C\ {A},
then we say that A is the declared winner according to cvr. A
candidate A for which there exists some B such that cvr(A) <
cvr(B) is called a declared loser.

We use the following general language when referring to
CVRs:

(1) The bitstrings t, are identifiers and we let Idents(cvr)
denote this set.

(2) The number Sy is the size of the CVR.

(3) The rth row, denoted cvr(r), refers to the tuple (t,,P;).
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(4) Identifiers appearing in the CVR are distinct, so when
convenient we reference P, and P, by identifier rather
than row: that is, for an identifier . = 1, appearing in the
CVR, we define P, := P, and P® := PP.

Definition 5 (Bayesian declared margin). Let cvr be a
Bayesian CVR with declared winner W and size Scyr. The
declared margin of cvr is the quantity

. cvr(W)—cvr(A)
Heyr := min ——— >

0.
AcC\W Scwr

If cvr has no declared winner, we define iy := 0.

Definition 6 (Bayesian validity). Let E = (C,B,S) be an
election and cvr be a Bayesian CVR. We say that cvr is valid
for E if E has a winner and cvr declares that winner. We say
that cvr is invalid for E if it declares a winner W that does
not win E.

Discrepancy is a standard measure of how much a CVR
overcounts W’s margin over other candidates A # W. Discrep-
ancy naturally extends to the Bayesian case by considering
the discrepancy of the expected interpretation of the auditor;
this is defined precisely below. It is convenient to generalize
the notion to yield a default result appropriate for cases when
no ballot matches the identifier declared in a CVR; this is the
1 case in the definition below.

Definition 7 (Bayesian discrepancy). Let E = (C,B,S) be an
election and let cvr = ((t1,P1), ..., (41, Ps.,)) be a Bayesian
CVR with declared winner W. For a ballot b € B and a distri-
bution P : I — R, the discrepancy is

DIP,b:W] = max. ((POW)=P(A) - (TEW) - T{(A)

where, as above, PO(A) = E[I(A)] with I distributed according
to P. We expand this definition to apply, additionally, to a
special symbol L:

D[P, L;W] = PO(W)-POA))+1.
[P, L:W] A‘?&’M (W) - PO(A)) +
For an identifier ¢ define

if B, 0,

D - min {D[P,,b;W]|b e B}
e otherwise.

D[#., L; W]

The discrepancy of the cast vote record table cvr is: Deyr =
ZSCVI' D
i=1 CVI,t;+

We begin by establishing the fundamental relationship be-
tween discrepancy and margin for invalid CVRs.

Lemma 1. Let E = (C,B,S) be an election and let cvr be an
invalid CVR for E with declared winner W and size Sgyr = S.
Then Doy = (ttovr + HE) - S = plevr - S.

As a reminder, all proofs are deferred to the online ver-
sion [38].

3.1 Adaptive Statistical Tests

The standard approach for ballot comparison audits deter-
mines an experiment that appropriately samples ballots in
order to obtain discrepancy samples; the procedure concludes
with INcoNcLUSIVE unless one can statistically reject the hy-
pothesis that discrepancy is at least vy, as this is true for all
invalid elections (Lemma 1). Such hypothesis testing requires
a one-sided statistical test. In fact, as we consider environ-
ments that need not respond independently during each ballot
request, we require a slightly richer family of tests, formulated
in this setting by [5]. We briefly lay out the definitions here.
The parameter ¢ will ultimately be set to y in our application.

Definition 8. [5, Definition 8] A sequence of bounded (real-
valued) random variables X1, ... are said to be 5-dominating
if, for each t > 0, E[X; | X1,...,X;—1] = 6. We apply this ter-
minology to the distribution D corresponding to the random
variables, writing § < D.

Definition 9. [5, Definition 9] Let ¥ = [-2,2]. A stopping
time is a function Stop : £* — {0, 1} so that for any sequence
X1,X2,... of values in T there is a finite prefix x1,...,x; for
which Stop(xy,...,xx) = 1.

For a sequence of random variables X1, ... taking values in
2, let Tstop(X1,...) be the random variable given by the small-
est t for which Stop(X1,...,X;) = 1. This naturally determines
the random variable X1, ... ’XTStop’ the prefix of the X; given
by the first time Stop() = 1.

Definition 10. [5, Definition 10] An adaptive audit test,
denoted (Stop, R), is described by two families of functions,
Stops and Rs. For each0 <6 <1,

(1) Stopg is a stopping time, as in Definition 9, and
(2) Rs:Z* — {0,1} is the rejection criterion.

Let D be a probability distribution on XN, for such a distribu-
tion, define as.p = E[Rs(X1,...,X)] where X1,. .. are random
variables distributed according to D and T is determined by
Stop;. The risk of the test (Stop, R) is

a= sup @sp- 3)
0<6<2
69D

4 Bayesian Comparison Audits; Leveraging
Marginal Marks

We present our auditor and analysis using a cryptographic
game between the auditor and the environment, in the spirit
of [5]. The auditor naturally reflects the role played by an au-
diting team in a conventional audit; as such it is provided with
a CVR, the actual size of the election (in real-world settings
this is provided by a trusted ballot manifest), and the ability
to request ballots by identifier in order to carry out the audit.
When the auditor has completed the audit, it returns either the
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Auditor (MAudit)-Environment (Env) game for election E =
(B,C,S) and CVR cvr

(1) Setup.

(a) Ballot and tabulation delivery (to Env). The phys-
ical ballots B is given to Env.

(b) Ballot manifest and CVR delivery (to MAudit).
The size S and the cvr are given to the auditor
MAudit.

(2) Audit. MAudit repeatedly makes a ballot request to Env,
or chooses to conclude the audit:
A ballot request. MAudit requests a ballot from Env with
identifier ¢ € {0, 1}*.
Env does one of two things:

(a) Responds with a ballot b with identifier ¢; in this
case, MAudit is given ¢’ and /I, an interpretation
drawn from 7.

(b) Responds with No ballot; this is forwarded to
MAudit.

(3) Conclusion. MAudit returns one of the two values:
CONSISTENT Or INCONCLUSIVE.

Figure 2: The RLAyauditenv(E, Cvr) auditing game for com-
parison audits with multiple interpretations.

token INcoNcLUSIVE or CoNsISTENT. The environment, on the
other hand, is responsible for providing physical ballots when
they are requested. Note, in particular, that the auditor’s ac-
cess to ballots is entirely mediated by the environment, which
may choose not to return ballots when they are requested,
make choices about which ballot to return when multiple
ballots share an identifier, etc. The power of this modeling
framework is that the critical concept of risk can be defined
in the worst case over all possible behaviors of the environ-
ment. This reflects a wide variety of failures—inadvertent or
malicious—that occur in practical audits.

The formal Auditor-Environment game is described in Fig-
ure 2. We remark that each ballot “delivered” by the environ-
ment in the game generates a single draw from the associated
ground truth distribution of interpretations; multiple requests
for the same ballot are permitted by the convention, which
generate new independent samples from the ground truth dis-
tribution (modeling a situation where an audit board evaluates
the ballot afresh each time it is sampled).

The formal auditor. The auditor we consider is a standard
“comparison auditor” [1] adapted to the setting where discrep-
ancy is computed with respect to the expected value of the
predicted distribution in the CVR rather than a single inter-
pretation. Fortunately, once discrepancy is redefined in this
way, the remaining analysis of the standard auditor requires
no significant changes.

The formal auditor for the Bayesian setting is presented in
Figure 3. We now define the risk of a Bayesian audit: this is
an upper bound on the probability (taken over all elections

MAudit[Stop,RI(E = (C,B,S),cvr)

(1) Receive cvr = ((t1,P1), ..., (1, Ps,,))-
(2) If cvr has repeated identifiers or S # Sgyr, return
INCONCLUSIVE.
(3) If cvr declares a winner W, define u := pcyr;
otherwise, return INCONCLUSIVE.
(4) Initialize iter = 0.
(5) Repeat
(a) Increment iter :=iter+1.
(b) Perform Dijigr := BasicExperiment
until Stop, (D, ..., Diter) = 1
(6) If Ry(D1,...,Diter) = 1 return Consistent; otherwise re-
turn INCONCLUSIVE.

BasicExperiment:

(1) RowSelect: Select a row r € [S] uniformly.

(2) Let ¢ be the identifier in row r; request delivery of .

(3) If a ballot b was delivered with identifier ¢/ = ¢ and inter-
pretation 7*, return

act := A?C?\)\(/V(PP(W) - PP(A) —(I*(W) - 1*(A))).

- © _p0O
Else, return act := A?C%l\)\(lv (P,. (W)-P} (A))+ 1.

Figure 3: The auditor MAudit[(Stop, R)].

and environments) that the audit outputs CoNsISTENT if the
CVR is in fact invalid.

Definition 11 (Risk of Bayesian audit). Ler MAudit be
an Auditor. For election E and environment Env let
RLAMAugit Env(E) denote the random variable equal to the
conclusion of the audit as described in Figure 2. An auditor
MAudit has a-risk (or a-soundness) if, for all elections E, all
invalid cvrs and all environments Env,

Pr  [RLAyaudit env(E,CVr) = CONSISTENT] < @
MAudit,Env
Theorem 1. Let E be an election and cvr be an invalid CVR.
For any environment Env, let D:'),t};;v denote the random vari-
able computed in BasicExperiment during iteration i; then
E[D?E;v] > Dovr/S > pour-

Let (Stop,R) be an adaptive audit test with risk a. Let
MAudit be as in Figure 3, MAudit[Stop, R] has risk a.

4.1 Conservative Comparison Audits

Our second approach is called a conservative comparison
audit. At a high level, this can be seen as replacing the prob-
ability distribution from the previous section with a set of
possible interpretations. For a declared winner W, the auditor
runs the audit as though the interpretation that minimizes gy
occurs with probability 1. When accurate prediction of the
auditor distribution is possible this model has worse results
than Bayesian interpretation but doesn’t suffer from the poor
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efficiency when one overshoots the probability of the auditor
(see results in the next subsection). As a second advantage,
for our modeling in the conservative setting, the environment
is allowed to choose the interpretation of the ballot selected
by the audit board among the possible interpretations of the
ballot. This is opposed to the previous section where this
interpretation was i.i.d. sampled by the game.

We continue to use the common definitions and termi-
nology for ballots and interpretations. The major change is
rather than calling for a ground truth distribution 73, we
merely define a set Ty, of possible interpretations for this
ballot. (That is, interpretations that could reasonably be the
conclusion of an audit board’s inspection of the ballot.)
In the setting with a ground-truth distribution, the set T,
would naturally correspond to the support of the distribution
Ty={leT|Tp()>0}.

Definition 12 (Conservative Interpretation limits). Let E =
(C,B,S) be an election. For a ballot b € B and a candidate
A e, define

TO(A) = min{I(A) | 1 € Ty},
TO(A) = max{I(A) | I € T).

Thus T; (A) and Tl‘? (A) indicate the most and least favorable
interpretations of the ballot for the candidate A. We addition-
ally define

EO(A) = ZT;;(A), and ~ E®(A) = ZT;(A).
beB beB

Definition 13 (Conservative margin and winner). The conser-
vative margin of A with respect to B compares the worst and
best case interpretations for two candidates:

EC(A)— E®(B)
Mhp= g

We then define j1; = mingec\(a) ,u;_r\,B. If there exists some candi-
date W such that yi,, > 0 we call this candidate the (conserva-
tive) winner and denote this quantity by u*. If a conservative
winner exists, then it is unique. If there is no conservative win-
ner, the election is called indeterminate. We call a candidate
L a conservative loser if there exists some other candidate A
such that u:’ A <0.

Observe that losing candidates may exist even in inde-
terminate elections and that, in general, a losing candidate
candidate cannot tie the election even if every ballot is given
the interpretation most favorable to the candidate. As men-
tioned above, conservative CVRs specify a set of declared
interpretations for each ballot.

Definition 14 (Conservative Cast-Vote Record Table (CVR)).
Let C be a set of candidates. A conservative Cast-Vote Record
table (CVR) is a sequence of pairs

Cvr+ = ((L17P1)a"'a(I'I’PSC\/r))7

where the v, are distinct bitstrings in {0,1}* and each P, C T
is a subset of interpretations. The CVR declares that for each
row r the interpretation of the ballot labeled 1, lies in the set
P,. For each candidate A € C, we define

PP(A) = min{I(A)| I € P,},
P®(A) =max{I(A)|I € P,},

Scvr Scvr
cvrO(A) = Z PO(A), and  cvr®(A) = Z PO(A).

r=1 r=1

Definition 15 (Declared winners, losers, and contradictory
CVRs.). Ifthere is a candidate A € C with the property that
cvrO(A) > cvr®(B) for every B € C\ {A)}, then we say that
A is the declared conservative winner according to cvrt. If
there is no such candidate, we say that cvr* is indeterminate.
Any candidate L € C for which cvr®(L) < cvr®(A) for some
candidate A € C is a declared conservative loser. We adopt
the same naming conventions for such conservative CVRs as
we do with Bayesian CVRs (that is, for the set of identifiers,
size, and treating identifiers as indices for P, and P,).

Finally, we say that two CVRs are contradictory if there is
a candidate declared as a winner in one and a loser in the
other.

An election or CVR can be indeterminate without a tie: e.g.,
there may be two candidates A and B for which cvr®(A) >
cvr©(B) and cvr®(B) > cvrO(A).

Definition 16 (Conservative Declared Margin). We call a
candidate L a conservative loser if there exists some other
candidate A such that yX’L > 0. The declared margin of a
conservative cvr with declared winner W is the quantity

. cvro(W) —cvr®(A)
= min .
Howr *= oW S

Definition 17 (Conservative discrepancy). Let E = (C,B,S)
be an election and let cvr = ((t1, P1),...,(4, Pt)) be a conser-
vative CVR with declared winner W. For a ballot b € B and
interpretation I, the conservative discrepancy of I with respect
tobis

DL b W1 = max ((IOW) = I(A) = (T2 W)~ T, (A))

We expand this definition to apply, additionally, to a special
symbol L:

D*[I,L;W] = Arélcgl\)\(,V(I(W)—I(A))+ 1.

The discrepancy of a cast vote record table cvr is:

Déw = ) min{D[L,b;W] | 1€ I b= 1 oridp =¢;}.

t

i=1
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Auditor (MAudit)-Environment (Env) game for election E =
(B,C,S) and CVR cvr

(1) Setup.

(a) Ballot and tabulation delivery (to Env). The phys-
ical ballots B is given to Env.

(b) Ballot manifest and CVR delivery (to MAudit).
The size S and the cvr are given to the auditor
MAudit.

(2) Audit. MAudit repeatedly makes a ballot request to Env,
or chooses to conclude the audit:
A ballot request. MAudit requests a ballot from Env with
identifier ¢ € {0, 1}*.
Env either responds a ballot b with single identifier ¢’ and
an interpretation / € T3, or responds with No ballot.
(3) Conclusion. MAudit returns one of the two values:
CONSISTENT Or INCONCLUSIVE.

Figure 4: The RLAyaudit env(E, Cvr) auditing game for com-
parison audits with multiple interpretations.

Definition 18 (Conservative consistency and validity). A
cvrt = ((¢1, Py), ..., (4, Py)) is consistent with E if the ballots
B are uniquely labeled, the identifiers appearing in cvr are
identical to those appearing on the ballots of E, and for each
ballot b € B, Ty, C P,,. When Ty, = Pig, for each ballot, we
say that cvr is the canonical CVR for the election E. We only
define these notions for uniquely labeled elections.

For election E with winner W, a cvr is invalid if it declares
a winner other than W.

4.1.1 Conservative Game and Auditor

We consider the following adaption of the auditing game
where the environment is allowed to specify the interpretation
returned to the auditor in Figure 4 with the change in boldface.
The auditor is identical to that in Figure 3 except the Bayesian
cvr margin in Step (3) is replaced with pug,,.

Theorem 2. Let E be an election and cvr be an invalid CVR.
For any environment Env engaging in Figure 4, let D?,E;v
denote the random variable computed in BasicExperiment
then E[Dgg;v] > Devr/S > u. where u is the value computed
in Step (3).

Let (Stop,R) be an adaptive audit test with risk a. Let
MAudit be as in Figure 3 with pcy replaced with ug,.,

MAudit[Stop,R] has risk a.

S Completeness of Bayesian and Conservative
Audits; Efficiency Analysis

The previous subsection established that one can recover a
natural RLA from CVRs that declare multiple interpretations
for ballots. In the case when all ballots and CVRs have a single
interpretation the audit is a traditional ballot comparison audit.

We also note that the auditor receives a single interpretation
of the ballot. This models the fact that an audit board has to
produce a final adjudication of a ballot. As described above,
the purpose of the test is to decide whether E[Dcyr/S] > picyr-

Perhaps the most widely deployed test meeting the de-
mands outlined in the previous section is the Kaplan-Markov
test (though there are other natural choices [10, 11,26,41]);
in particular, this is the test featured in the Arlo RLA ad-
ministration system. The basic Kaplan-Markov test (omitting
minimum and maximum sample sizes) is as follows: for a
parameter y > 1, define the value

t(1-2
i) = >
Risk;"(D1,...,D¢) = 1_[ {1_%]‘

i
iter=1 2y

Intuitively, the “inflation” parameter y determines the relation-

ship between the rate of ballot comparison inconsistencies

and sample sizes. Common values in the literature are ap-

proximately 1.1, see RLACalc. Moreover, the stopping time
?

for risk limit « is determined by the test Risks < @; when
this occurs, the test rejects the hypothesis (that the mean is
larger than p) and, in our setting, the auditor would output
CONSISTENT.

Simulation parameters. We consider a two candidate elec-
tion with 100,000 ballots with m = .5% marginal ballots and
underlying error rates of 01 = .1%, u; = .1%, 0, = .01%, and
up = .01% [1]; Errors o1 and o, represent ballots with discrep-
ancies of +1 and +2 respectively. If the CVR lists a vote for
the winner W and the actual ballot shows a vote for a loser
this is an 0, error. The actual ballot showing no vote results
in an oy, this is called an undervote. The errors u; and u, are
defined similarly for discrepancies of —1,—2. For marginal
ballots, we assume there are two possible interpretations: an
interpretation for W and an interpretation of an undervote.
Throughout the simulations, we assign a discrepancy of 1 and
0 with equal probability in these cases. For the math, the im-
portant thing is the distribution of discrepancy, not the votes
appearing on the ballots. We compare three approaches in
Table 2:

(1) In the Baseline approach, half of the marginal ballots are
counted as votes for the reported winner on the CVR.
When a marginal ballot is selected for audit it is deter-
mined as a vote for W with probability 50%. Note this
can result in discrepancy values of {—1,0, 1}.

(2) In the Bayesian approach, the margin receives P®(W) =
.5 “votes” for each marginal ballot. As above, when
a marginal ballot is selected for audit it is determined
as a vote for W with probability 50%. However, since
PO(A) = .5 the possible discrepancy values are {—.5,.5}

(3) In the Conservative approach, no marginal ballots are
included in the margin and only negative discrepancy
values are possible if the auditor interprets the ballot as
a vote for W.
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All results perform 5000 simulations for each parameter
setting. A simulation pulls a uniform ballot until the risk limit
is met. Each time a marginal ballot is pulled its interpretation
is independently sampled (50% probability of vote for W and
50% of blank). RLAs require the most work for small mar-
gins which is where our improvement is evident. We report
on the mean, standard deviation, median, and 95% threshold
of ballots retrieved in Table 2. In practice, the 95% mark is
most relevant; this reflects the fact that the work to conduct an
additional round of an RLA is often prohibitive—requiring
a distributed process across a whole region—so termination
within the specified sample size with high probability is de-
sirable. The Bayesian approach reduces the 95% percentile
of ballots sampled by roughly 10.5%. Roughly, this improve-
ment arises because the variance of discrepancy for “marginal”
ballots is reduced from 1/2 using the baseline approach to
1/4 using the Bayesian approach.

In the above, both the ground truth (observed by the au-
ditor) and CVR prediction probability of a marginal mark
being interpreted as a mark is p, = .5. This is the setting
that has the largest improvement on the variance of discrep-
ancy. However, for varying values of p,, the approach still
provides efficiency improvements over the baseline approach.
This is shown in Table 3. Note for p,, € {0, 1} the baseline
and Bayesian approach are identical as marginal ballots never
result in nonzero discrepancy. In Table 4, we consider two
separate parameters for the probability that the CVR marks
each marginal ballot as a vote for W, denoted pcyr and the
probability that the auditor does the same denoted puaudit.
Interestingly, the baseline approach outperforms the Bayesian
approach when peyr > puaudit by = 20%; however Bayesian
can outperform Baseline by ~ 30% when peyr < pymaudit- This
is part of the reason we introduce the conservative approach
where one does not have to estimate probabilities.

6 Election Contestation and Competitive Bal-
lot Comparison Audits

We consider a new class of post-election audits we call com-
petitive audits. These audits can efficiently distinguish CVRs
that are consistent with the ballots from invalid CVRs and,
more generally, reconcile competing claims of victory made
by two CVRs. This novel auditing technique also provides,
as described earlier, a direct approach to handling election
contestation.

To simplify our treatment of these audits, we focus on
the conservative setting, in which CVRs declare, for each
ballot, a subset of possible interpretations without assigning a
probability distribution to the interpretations in the subset.

An intuitive survey of the framework. After an election,
we assume that each candidate A € C is represented by an
advocate. In a preliminary “rescan phase,” the advocate for
the candidate A may inspect the ballots B and submit to the

audit a conservative CVR, denoted cvra; the idea is that the
advocate will submit a CVR that is favorable for the candidate.
If the declared conservative winner of cvrp is A, we say that
this is a “declaration of victory.” (Advocates may also be
allowed to announce the presence of duplicate ballot labels
in the election, which can then be corrected by the audit. For
simplicity, however, we simply treat B as uniquely labeled in
this setting.) Following this, the audit commences with the
“judgment phase:” after considering some of the ballots, the
audit either declares the audit to be INcONCLUSIVE or, for some
candidate A € C, declares that “A is the winner.”

The judgment phase; reconciling disagreements among
the CVRs. If no pair of the submitted CVRs are contradictory,
the audit concludes without considering any ballots. In this
non-contradictory case, if any CVR declares victory the asso-
ciated candidate is declared to be the winner of the audit; if,
alternatively, no CVR declares a winner, the audit concludes
with INCONCLUSIVE.

Otherwise, if two submitted CVRs are contradictory, the
audit must settle the contradictory claims made by various
submitted CVRs. In this case, some candidate A must be a
declared winner according to one CVR and a declared loser
according to another. We will see that there must then exist
an identifier ¢ on which the two CVRs make contradictory
assertions. Intuitively, one of these contradictory CVRs can
then be removed from consideration by fetching the ballot
with this identifier, if it exists, and relying on this ballot to
settle the contradictory claims made by the two CVRs.

The natural procedure is complicated by three issues:

(1) two contradictory CVRs may declare different sets of
identifiers rather than disagreeing on the interpretation
of specific ballots;

(2) the audit should provide suitable protection against an
imperfect or malicious environment that may not always
respond with a given ballot, even when it exists; and

(3) the audit should withstand a small collection of errors in
the creation of CVRs by advocates to reflect the practical
difficulty of producing a perfect CVR, even by a well-
intentioned advocate.

We remark that the second issue above forces the audit to treat
“positive evidence” and “negative evidence” differently: for
example, while the delivery of a ballot that disagrees with a
particular CVR, either by possessing an identifier that is not
declared in the CVR or having an interpretation that is incon-
sistent with those declared in the CVR, is considered evidence
against the CVR, the failure of the environment to produce a
ballot declared in a particular CVR is not. This cautious con-
vention prevents a malicious environment from misleading
the auditor. An environment that can refuse to retrieve ballots
can always cause the audit to output INCONCLUSIVE.
Ultimately, we will prove two facts about the audit.

o If one of the submitted CVRs is consistent with the bal-
lots and ballots are faithfully returned to the auditor dur-
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Baseline Conservative Bayesian
p | Mean | Stdev | Median | 95% Mean | Stdev | Median | 95% Mean | Stdev | Median | 95%
.01 608 210 567 | 1028 595 181 576 938 583 175 545 920
.02 316 78 292 469 314 69 294 | 420 308 64 292 415
.03 213 44 202 283 212 38 219 263 210 39 202 271

Table 2: Number of ballots for Kaplan-Markov comparison audit between the baseline and the Bayesian auditor, across margins,
and probability .5 of CVR and auditor determining marginal mark as for winner, & = .05,y = 1.1.

Baseline Conservative Bayesian
pm | Mean | Stdev | Median | 95% Mean | Stdev | Median | 95% Mean | Stdev | Median | 95%
1 471 115 438 704 514 164 494 824 468 116 438 704
.9 493 131 454 729 526 161 494 842 490 126 468 738
.8 520 149 470 817 533 158 494 824 510 135 485 773
7 547 170 502 881 599 167 538 879 534 150 504 830
.6 575 188 539 930 579 178 544 944 559 155 533 856
5 608 210 567 | 1028 595 181 576 938 583 175 545 920
4 630 217 591 | 1071 617 181 576 975 616 189 576 | 1003
3 662 231 616 | 1123 646 199 590 | 1020 641 199 596 | 1031
2 685 227 644 | 1128 671 202 627 | 1071 671 211 619 | 1097
1 707 227 627 | 1138 700 215 658 | 1108 692 209 630 | 1104
0 729 214 658 | 1184 729 214 658 | 1184 724 215 658 | 1184

Table 3: Number of ballots across p,,, @ = .05,y =1.1,u = .01.

ing the judgment phase, then—except with small proba-
bility that can be explicitly bounded as a function of the
number of samples—the auditor will correctly conclude
the audit with “W is the winner.” Thus, if the advocate for
W indeed acts in W’s best interests, W can be confident
that the audit will conclude favorably.

o If one of the submitted CVRs is consistent with the bal-
lots and an alternate CVR declares that a losing candidate
L won the election, the audit will not conclude that “L is
the winner.” Furthermore, this guarantee is robust against
ballot suppression—it does not require that ballots are
correctly returned when requested.

Taken together, we see that if a candidate’s advocate submits
a consistent CVR, the candidate can be assured a victory if
no ballots are lost or suppressed, and can be assured that no
losing candidate is declared the victor even in the face of
ballot suppression.

6.1 Modeling Competitive Audits

Formally, we model a competitive audit with two parties, the
auditor (denoted Judge) and the environment (denoted Env).
The auditor is responsible for analyzing submitted conser-
vative CVRs, requesting ballots to carry out the audit, and
arriving at a final conclusion. The environment is responsible
for servicing requests by the auditor for individual ballots:
in particular, the environment is in possession of the ballots
and, for each request for a ballot by the auditor, decides which
ballot (if any) will be returned to the auditor and, moreover,
how that ballot is to be interpreted (that is, which possible
interpretation is to be adopted).

As mentioned above, this two party modeling of the audit

reflects the fact that even a well-designed auditor may have
to contend with such complexities as loss of ballots, poten-
tial malicious suppression of ballots, and the final choice of
an “auditing board” in the interpretation of a ballot. These
decisions are in the hands of the environment.

Definition 19 (Competitive auditor; competitive environ-
ments; honest environments). A competitive auditor Judge is
a randomized procedure for carrying out a competitive audit.
In the context of an election E = (C,B,S) with conservative
ballots B, the auditor is invoked with:

(1) the set of candidates C,
(2) the size S of the election, and
(3) a list of conservative CVRs cvr?, ... ,cvr,j.

The audit proceeds in rounds, each round being an opportu-
nity for the auditor to request delivery of a ballot (specified
by an identifier) along with an interpretation of the ballot.
After a sequence of requests, the auditor concludes the audit,
resulting in either the statement INCONCLUSIVE, or “A is the
winner” for some candidate A € C.

Ballot requests are handled by a second randomized pro-
cedure called the environment. The environment is invoked
with (C,B,cvrj, . ,cvr,j). To each (identifier) request t made
by the auditor, the environment either responds with a bal-
lot b € B and a single interpretation I € Ty, or a “no ballot”
symbol L. While the environment may choose not to return a
ballot when a matching ballot exists in B, any ballot it does
return is assumed to match the requested identifier: u, = 1.”

3These conventions are a convenience: the auditor can check the identifier
of a returned ballot to ensure that it matches the request and, additionally,
ensure that the returned interpretation is among those associated with the
ballot; if either of these verifications fail, the auditor treats this ballot response
asa L.
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PMaudit = Povr + .4 Puaudit = Povr +.2 PMaudit = Povr PMaudit = Povr —-2 Praudit = Povr — 4

pewr | Base | Cons | Bayes | Base | Cons | Bayes | Base | Cons | Bayes | Base | Cons | Bayes | Base | Cons | Bayes

1 704 824 704 | 1053 855 816 | 1307 924 750

9 729 842 738 | 1094 893 840 | 1347 938 763

.8 780 810 981 817 824 773 | 1135 938 839 | 1347 975 740

7 856 816 999 881 879 830 | 1139 975 836 | 1373 | 1020 768

.6 780 810 1129 860 842 1011 930 944 856 | 1165 975 850 | 1377 | 1071 754

5 790 817 1164 871 900 1010 | 1028 938 920 | 1160 | 1052 823 | 1347 | 1153 748

4 816 842 1203 905 924 1062 | 1071 975 1003 | 1100 | 1093 791 | 1271 1184 742

3 816 893 1216 886 960 1079 | 1123 | 1020 1031 | 1109 | 1108 808

2 816 900 1290 861 975 1068 | 1128 | 1071 1097 | 1058 | 1184 815

.1 780 938 1301 820 | 1020 1097 | 1138 | 1108 1104

0 739 | 1020 1347 816 | 1102 1058 | 1184 | 1184 1184

Table 4: 95% of number of ballots for Kaplan-Markov comparison audit, @ = .05,y = 1.1,u = .01.

An environment is honest if it responds to any requested
identifier with a matching ballot b and an interpretation I* €
Iy, when such a ballot exists.

Definition 20. Let E = (C,B,S) be an election. For a com-
petitive auditor, Judge, environment Env, and a sequence of
conservative CVR tables CvrI', ... ,Cvr]:’, define

CompeteA[Judge, Env; E;cvry,...,cvr} ]

to be the result of the audit (returned by Judge) described
in Figure 5. As both the auditor and the environment may
be randomized procedures, this is a random variable taking
values in the set C U {INCONCLUSIVE}.

Definition 21 (Disagreement Set). Define the Omission Set

as Omission(cvra,cvrg) = Idents(cvra) \ Idents(cvrg).
Define the Conflict Set as Conflict(cvra,cvrg) = {t |

t € Idents(cvra) N Idents(cvrg) and Peyrp, N Pevrg, = 0}
The disagreement set is the set

. _ Omission(cvra,cvrg)U
Disagree(cvra,cvrg) = Conflict(cvra,cvrg)

The identifiers v in the disagreement set are those for which
cvra makes a claim about a ballot in B that is inconsistent
with cvrg, in the sense that either

(1) cvrg does not recognize that the ballot exists at all
(Omission(cvr;,cvr))) or

(2) cvra and cvrg make contradictory claims about ballot
interpretation (Conflict(cvra,cvrp)).

Intuitively, a CVR cvrg will be disqualified if a ballot b is
found during the judgment phase with either i) an identifier ¢
that was not reported on cvrg or ii) an interpretation /* that
was not in the set of possible interpretations Peyr, ;.

Definition 22. (Disqualification Function) Define function
Disqual : X* — {0, 1} that takes in an identifier, , an inter-
pretation, I*, and a CVR, cvr.

. 1 gIdents(cvr)VI*¢Peyr, ,
Disqual(c,I*,cvr) = . o
0 otherwise.

The intuition is that Disqual looks up the identifier ¢ in

cvr and outputs a disqualification vote if the provided inter-
pretation /™ is not present on the row cvr(c).
We now analyze the competitive auditor Judge’ in Figure 6.
The parameter ¢ is a positive integer that calibrates the robust-
ness of the audit to possible interpretation errors on the part
of the advocates; see Theorems 5 and 6.

6.2 Analysis of the Competitive Auditor
Judge’

In this section, we make two claims arguing about the com-
pleteness and soundness of Judge. We first consider these
claims in the case that an “honest” party makes no errors and
then consider the setting with errors in the next subsection.

Theorem 3 shows that if there is an election winner W
and some cvry is consistent with the physical ballots, then
W will be the output of Judge. This theorem assumes an
honest environment. Recall that (i.) the consistency of a CVR
means that for each ballot, the CVR submits a superset of the
actual interpretations for that ballot and (ii.) a candidate is an
election winner only if it wins regardless of the interpretation
of ballots with multiple interpretations.

Theorem 4 shows that if a candidate is an election loser L
and one of the submitted cvrs is canonical, then L will never
be the output of Judge. This theorem does not require an
honest environment. Recall that a CVR is canonical if for
every ballot it declares exactly the set of interpretations on
the physical ballots. Intuitively, since a loser loses no matter
the interpretation declared by the environment, a canonical
CVR is never disqualified by Judge and L can never be the
output.

The main requirement for both theorems is that some advo-
cate asserts the full set of interpretations for each physical bal-
lot on the CVR; this may be either a superset or the exact set,
depending on the circumstances. An advocate is disqualified
when a ballot is delivered with a ground-truth interpretation
that does not appear in the advocate’s CVR. Note that any
ballot for which no ground-truth interpretation appears on
the CVR is sure to disqualify the advocate and, in fact, the
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Competitive auditor (Judge)-Environment (Env) game
CompeteA[Judge,Env;B,C,S].

(1) Advocate CVR generation. For each candidate A € C,
an advocate for A—with access to the full candidate set C
and the physical ballots B—generates a cast-vote record
table, cvry.

(2) Setup.

(a) Candidates, ballots, and CVR delivery (to Env).
(C.B,{cvr; | A €C)) are given to the environment
Env.

(b) Candidate list, ballot manifest, and CVR deliv-
ery (to Judge). (C,S,{Cvrz | A € C}) are given to
the auditor Judge.

(3) Audit. Judge repeatedly makes a request to Env, or
chooses to conclude the audit:

o A ballot request. Judge requests a ballot from Env
with identifier ¢ € {0, 1}*.

(a) Env either responds either with an interpre-
tation / where I € Ty, for some ballot b for
which ¢ = ¢, or responds with L (meaning No
ballot).

(4) Conclusion. Judge either returns:

A is the winner meaning “The audit is consistent with
victory by candidate A,” or
INcoNcLUSIVE meaning “Audit inconclusive.”

Figure 5: The competitive auditing game CompeteA with
auditor Judge, environment Env, election E, and advocate
CVRs {cvry |A€C}.

analysis only requires this weaker statement.

Theorem 3 (Competitive completeness). Let Judge’ be
the competitive auditor with sample parameter t € Z*. Let
E = (C,B,S) be an election with winner W € C. Let cvr,
be consistent with E and declare W to be the winner. Let
CVry,...,CVlt_1 be any collection of CVRs. Then

CompeteA[Judge’,Env; E;cvr,,cvry,...,cvi_1] = W,

for any honest environment Env. Furthermore, Judge’ com-
pletes the audit with no more than tk(k — 1) ballot samples.

We remark that the conclusion of the Theorem holds even
for ¢ = 1, in which case that auditor only draws k(k — 1) ballots.
Larger values of t are relevant for managing interpretation
errors; see the next subsection.

Theorem 4 (Competitive soundness). Let Judge’ be the com-
petitive auditor with integer sample parameter t > 0. Let
E =(C,B,S) be an election with loser L € C. Let cvr, be the
canonical CVR for E. Let cvry,...,Cvri_1 be any collection
of CVRs. Then

Pr[CompeteA[Judge, Env; E;cvr,,Cvry,...,cvri_1 | =L] =0,

Competitive auditor Judge’[C,S;cvry,...,cvri];

The Judge’ immediately outputs INconcLUsIVE if any
advocate announces duplicate labels. For each submit-

ted CVR cvrp, define Identsp := Idents(cvra) = {¢ |
the identifier ¢ appears in cvra} and, for an identifier ¢ €
Identsp, let Pa, denote the set of interpretations associated
with ¢ in cvra.

(1) Remove from consideration any CVRs that do not have
size S.

(2) For each ordered pair (A,B) for which the (remaining)
CVRs cvra and cvrg are contradictory:

o Let V.. .,/ be independent and uniformly ran-
dom elements of Disagree(cvry,cvrg). For each
s € ({l,...,t}, request the ballot matching (). Let
1D, I denote the sequence of returned identi-
fiers (including L).

e For each request s, we define the sequence
Disqual; =Di squal(L(s),I(s),cvrg).

e Finally, if ¥ _, Disqual, > #/2, disqualify cvrj.

(3) Remove all disqualified CVRs from consideration.

(4) If there remains any pair of contradictory CVRs, or no
remaining CVR declares victory, the audit concludes with
INCONCLUSIVE.

(5) Otherwise, a winner W is declared by a remaining CVR
that is not contradicted by any other remaining CVR and
the audit concludes with “W is the winner.”

Figure 6: The competitive auditor Judge’, with input C, S,
and advocate CVRs {Cvr; | A € C} where there are k submit-
ted CVRs. The parameter ¢ determines the number of ballot
samples collected by the auditor: in particular, the auditor
requests no more than tk(k — 1) ballots.

for any environment Env. Furthermore, Judge’ completes the
audit with no more than tk(k — 1) ballot samples.

6.3 Handling Advocacy Errors

As producing cast-vote records is a process involving ma-
nipulation and interpretation of physical ballots, it may be
unrealistic to demand that even a well-intentioned auditor
can produce a perfectly consistent (or canonical) CVR. Occa-
sional mistakes may occur during ballot interpretation, there
may be some uncertainty about establishing a set I that neces-
sarily contains all interpretations that an auditing board may
assign to a ballot, and ballots may be overlooked. As we insist
in our setting that CVRs have size consistent with the election,
we note that an advocate can always pad out a CVR by adding
invented identifiers that do not correspond to any ballot. All
told, these considerations lead us to consider CVRs that are
“nearly” consistent, defined formally below.

Theorems 5 and 6 extend these theorems to the case when
“honest” parties make a small fraction of errors.
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Definition 23. Letr E = (C,S,B) be an election. We say that
a cvr (over C) is (1 — €)-consistent if the size of the CVR is S
and there is a subset C of Idents(cvr) of size at least (1 —€)S
on which cvr is consistent, which is to say that for each 1 € C,
there is a ballot b € B for which « =, and Iy, C I, (where I,
is the set of interpretations declared by cvr for ). Define a
(1 —€)-canonical cvr analogously.

Let Bin[y,t;t/2] denotes the tail of the binomial distribu-
tion: specifically, if X1,..., X, are independent Bernoulli ran-
dom variables for which Pr[X; = 1] = y, then Bin[y,t;t/2] is
the probability that Y, X; > t/2.

Theorem 5 (Competitive completeness with imperfect ad-
vocacy). Let Judge’ be the competitive auditor with inte-
ger sample parameter t > 0. Let E = (C,B,S) be an elec-
tion with winner W € C. Let cvr,. be (1 — €)-consistent with E
and declare W to be the winner with margin ucyr, > 4€. Let
CVI1,...,CVI—1 be any collection of CVRs and let Env be an
honest environment. Then

Pr[CompeteA[Judge’,Env;E;cvr*,cvrl ,...,Cvr_1]1 = W]
> 1-2(k—1)Bin[2€/ucyr,, 1;t/2].

For y < 1/2 (guaranteed above by 4€ < uyr, ), the quantity
Bin[y,t;t/2] = exp(—w(?)). Under the mild assumption that
€ < Uevr, /6, say, the number of samples required by such an au-
dit to achieve any particular risk limit is independent of ey, .
An advocate may reduce gy, in an effort to be consistent
with the underlying ballots.

Theorem 6 (Competitive soundness). Let Judge’ be the com-
petitive auditor with integer sample parameter t > 0. Let
E = (C,B,S) be an election with loser L € C. Let cvr, be
a (1 —e€)-canonical CVR for E. Define

maxacc\L(cvr (A) —cvri (L))
Mcvr, = S .

Let cvry,...,cVri_1 be any collection of CVRs. Then

Pr[CompeteA[Judge’, Env; E;cvr,,cvry,...,cvr_1] = L]
<2(k—1)Bin[2€/u,t;t/2]

for any environment Env. Furthermore, Judge' completes the
audit with no more than tk(k — 1) ballot samples.

6.4 Remarks on Bayesian competitive audits

While we do not present any details, we make a few remarks
about competitive audits in the Bayesian case. This calls for
each advocate to submit a Bayesian CVR. Now we note that
identification of a collection of ballots D on which the two
CVRs substantively disagree permits us to define two differ-
ent probability distributions on this set of ballots: (i.) select
a ballot at random from D, and (ii.) output an interpretation

given by the CVR in question. Then the classical sequential
probability ratio test provides a statistical test for distinguish-
ing the two models [42]. This can serve as the statistical
mechanism for selecting between contradictory CVRs.
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