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Abstract
Privacy has become a significant concern as the processing,
storage, and sharing of collected data expands. In order to
take precautions against this increasing issue, countries and
different government entities have enacted laws for the protec-
tion of privacy, and articles regarding acquiring consent from
the user to collect data (i.e., via cookies) have been regulated
such as the right of one to be informed and to manage their
preferences. Even though there are many regulations, still
many websites do not transparently provide their users with
their privacy practices and cookie consent notices, and restrict
one’s rights or make it difficult to set/choose their privacy
preferences. The main objective of this study is to analyze
whether websites from around the world inform their users
about the collection of their data and to identify how easy or
difficult for users to set their privacy preferences in practice.
While observing the differences between countries, we also
aim to examine whether there is an effect of geographical
location on privacy approaches and whether the applications
and interpretations of countries that follow and comply with
the same laws are similar. For this purpose, we have devel-
oped an automated tool to scan the privacy notices on the
500 most popular websites in different countries around the
world. Our extensive analysis indicates that in some countries
users are rarely informed and even in countries with high
cookie consent notifications, offering the option to refuse is
still very low despite the fact that it is part of their regulations.
The highest rate of reject buttons on cookie banners in the
countries studied is 35%. Overall, although the law gives the
user the right to refuse consent and be informed, we have con-
cluded that this does not apply in practice in most countries.
Moreover, in many cases, the implementations are convoluted
and not user-friendly at all.

1 Introduction

Just as you do not immediately accept and reply to an email
requesting your private information, do you respond in a sim-
ilar manner when a website asks for your data? Websites

collect cookies (i.e., save information) from their users to rea-
son about how they behave and operate while browsing their
platforms. Although it is stated in privacy notices and policies
that the data is collected for session continuity and function-
ality, most of the user cookies supply data for advertising
purposes [8] to third parties [26]. Therefore, the background
flow and record-keeping of cookies have fueled advertising
and marketing initiatives in online environments all over the
world [3, 9]. User-targeting data is highly valuable for service
providers to optimize the services accordingly. Consequently,
data privacy has become an inevitable issue when it comes to
the massive transfer of data.

Privacy and its violations are significant concerns that draw
the attention of consumers through occasional scandalous
news such as Facebook sharing user information with Cam-
bridge Analytica [4, 27, 41] and Meta/WhatsApp introducing
a controversial privacy policy [14, 42]. Experiencing such cir-
cumstances has led individuals and regulators to gain aware-
ness and take the necessary steps to protect users’ privacy.
One of the actions taken is the development of consent no-
tices that inform users about the collection of cookies and
ask for their explicit permissions for privacy. These cookie
consent notices are usually placed at the top of the website
interface and may consist of parts such as text informing the
user about cookie collection, accepting, rejecting, and editing
preferences, and a closing icon via buttons. Figure 1 shows
the set of accept example buttons that we came across dur-
ing our study. While some regulations, such as GDPR [17],
legally declare that the user’s explicit approval is mandatory,
it has been repeatedly observed that websites do not comply
with these rules all the time [10, 34]. This raises the question
of whether the user is truly safe and aware of their rights on
the Internet.

To the best of our knowledge, our study is the first empiri-
cal study in the literature to investigate and compare privacy
notifications of various countries globally in terms of depth to
reach the reject option, size classification, and complexity of
the text. To this end, we analyzed 500 websites from each sub-
ject country selected for the study: Brazil, Bulgaria, Germany,
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Figure 1: Example buttons on banners we encountered during
the study.

Italy, Japan, Russia, Turkiye, and the United Kingdom. Dur-
ing our investigation in these countries, we established remote
(from Turkiye and the US) and local connections to observe
the attitudes towards both internal and external users. Our
work helps to comprehend whether (i) user-centered privacy
perspectives of the websites vary across countries, (ii) the
geographical location affects the application or interpretation
of privacy, (iii) there is a distinction in the implementation of
the privacy regulations adhering to the same privacy laws.

The results of our extensive analysis indicate that the dis-
play of the cookie consent notices for countries enforcing
strict privacy regulations, such as European countries, was
64%, compared to those countries having loose regulations,
and/or regulations are not enforced, such as Russia with 28%
and Japan with 8%. Granting users the right to refuse consent,
Germany ranks first with 35%.

Due to world-renowned news on privacy violations and
sharing extensive user data with third parties without getting
consent, many studies on online privacy practices and the ex-
tent of the collected data have been published before. Indeed,
previous studies have found that not every website that col-
lects cookies informs its users about this issue and does not
obtain their permission. They found that the majority of web-
sites do not display cookie banners on their sites [10, 30, 34].
Nevertheless, most of the existing research on the topic is
GDPR-centric, evaluating European websites and compliance
with GDPR. Therefore, the literature lacks worldwide re-
search presenting comparative statistics and evaluating the
practices on multiple metrics.
Contributions: Our study reveals a broader domain of re-
search by;

• Investigating the most popular websites located in differ-
ent countries around the world for their privacy practices.

• Creating a tool to automatically check privacy notices
via cookie consent banners, along with the layout, text
analysis, and clickable options provided. Our tool has
revealed that only 37.7% of all the websites (24% for the
countries analyzed from the US) investigated within the
scope of the research have a cookie consent banner.

• Analyzing the depth of rejecting the privacy policy. It
has been observed that users can reject the privacy pol-
icy with a single click for only 21.9% of websites with
a cookie consent banner for the country with the best
statistics.

• Providing insights on the complexity of the text on the
cookie consent banner, classification of the banner ac-
cording to the ratio of web page sizes, and whether a
privacy policy redirect is added in the footer of the web-
site.

Organization: The remainder of this paper is organized as fol-
lows: Section 2 provides background information by briefing
the results of the related previous studies. Section 3 describes
the privacy practices of the studied countries and the details
about the means of the investigation. Section 4 presents all
the findings and comparisons of privacy notices of the coun-
tries. Section 5 discusses the inferences between all the data
obtained and the research questions, and the meaning of the
data. Finally, Section 6 concludes the paper.

2 Related Work

There have been studies conducted on user-centric privacy
policies and data privacy regulations followed by countries.
While most of the earlier research is done on European coun-
tries and GDPR, there have been several explorations on de-
veloping tools to quantify the privacy level on individual
websites as well.

Degeling et al. [10] investigated the effect of GDPR on the
privacy practices on the websites of European countries. As
an outcome of the study conducted on 500 websites from each
European country, they identified a positive effect on user-
centric privacy practices. To explain user-centric privacy prac-
tices, it can be said that all kinds of texts, banners, and menu
items provided to the users, as well as the options proposed
as a part of these visualizations, are considered user-centric
privacy practices. As an outcome of the work conducted by
Degeling et al., statistically speaking, the number of cookie
consent notices increased from 46.1% to 63.2% across Eu-
rope after GDPR came into effect. Kretschmer et al. [24] also
identified a similar impact of GDPR on privacy practices. Ac-
cording to their study, the amount of third-party tracking on
the web revealed a decrease with an increase in user-centered
privacy practices, such as providing a cookie consent notice
with options to the users.

Kokciyan and Yolum [21] have developed a web-based
tool that identifies privacy violations based on the comparison
of consent taken from the user and what is collected. They
have identified that as the size of the social network of a user
increases, the violations, thus the amount of time required to
identify these violations, also increases. Their work suggests
a complex network full of interaction between parties for the
medium of exchange of user-generated data.
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Taking another aspect of the topic as the central concern,
Dotras and Ros [23] investigated the compliance of websites
from different countries with GDPR for processing the data
of their European customers. They identified that, even within
Europe, differences exist between a country being a main
domain versus a subdomain. Compliance with GDPR was
higher when the connection was constructed from the main
domain. Looking at cookie consents from a more global per-
spective, Sanchez-Rola et al. [29] examined websites in the
US and EU to understand the effect of GDPR. They observed
almost identical website behavior in the results obtained from
within and outside Europe. The results show that 92% of
the websites track the user without notifying them. When it
comes to giving users an opt-out option, they found that only
4% did so.

Santos et al. [30] and Utz et al. [40] proposed work on
the cookie consent notices themselves by investigating the
banners presented to the users. They identified ambiguous
expressions in almost half of the displayed cookie notices
despite 60% of notices declaring that cookies are being used
to improve user experience. Trevisan et al. [22] conducted
similar research and statistically presented the privacy compli-
ance of the cookie notices in Europe to the regulations. Their
findings also indicate that 49% of the websites do not comply
with the regulations in effect. Carpineto et al. [7] performed
this check within a smaller domain, namely the websites in
Italy, and concluded that institutional websites are ahead of
commercial ones at complying with the regulations. Similarly,
Nouwens et al. [25] investigated the compliance of cookie
consent notices with regulations on UK websites. They found
that only 11.8% of websites displayed legal designs and the
presence or absence of elements such as an opt-out button in
these designs affects the consent rate.
Differences From Existing Work: We extend the scope of
the research to a worldwide domain instead of focusing on
GDPR and the European Union. Therefore, a user can know
how their data is treated worldwide. Previous studies in this
field have been conducted with a smaller set of countries.
Along with the extension, we collect key factors such as ban-
ner and text evaluation, footer existence, and layout providing
insights into the privacy perspectives of the websites to ex-
tract valuable information from them and address a wider
aspect of a website while evaluating the results. Moreover,
by highlighting the contrasts of varying geographical zones,
we present statistical data from a selection of countries in
different locations.

3 Objectives and Methodology

The main objective of our research is to study the user-centric
privacy perspectives of websites between countries by analyz-
ing privacy notices via cookies. To deepen the understanding
of privacy notices, we provide a brief introduction to cookies

and their purposes.
Cookies: Cookies are data files kept on the hard drive of the
device they’re being collected on, which store information
about both the user and the visit performed. [16] The infor-
mation collected ranges from time spent on the website to
items added to the shopping cart. Websites themselves collect
cookies from their visitors to gain insights about their visitors
and also to sell these data to third parties. In a wider scope,
cookies become an important data source that shapes the mar-
keting and advertising sector [2, 8] and has significant value.
In light of the information provided about cookies, privacy
notices enlighten users about the content of cookies placed
by the website and the parties they are shared with and ask
for consent.

The following research questions (RQ) constitute our main
scope for this work:

RQ1: How do the user-centered privacy perspectives of
websites differ across countries globally?

RQ2: To what extent does geographical location influence
the privacy-related practices adopted by countries?

RQ3: How similar are cookie consent notices in countries
that adhere to the same data protection regulations?

With all these research questions in mind, we pick the coun-
tries in accordance with the cultural zones they belong to
(see Figure 2) with a restriction of being a G20 country or
being in a union that is part of G20. We aimed to direct the
research conducted to relatively larger economies where both
domestic and international companies are effective. We be-
lieve that more variance in the content of websites will help
us get the opportunity to analyze the internalization of pri-
vacy policies by all segments of the population. Furthermore,

Figure 2: Countries involved: Brazil, Bulgaria, Germany, Italy,
Japan, Russia, Turkiye, UK, and and US. The red and green
lines represent the remote connections and the blue line rep-
resents the local connections. Two differently colored remote
connections display different established links in the study.
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while selecting amongst the larger economies, we gave pri-
ority to countries where comparison with each other would
give meaningful results and countries with greater interest.
As a result, we opted to pick Brazil, Bulgaria, Germany, Italy,
Japan, Russia, Turkiye, the UK, and the US (as a consistent
third country).

3.1 Subject Countries and Their Privacy Leg-
islations

In order to draw meaningful results, it is important to under-
stand the countries’ perspectives on privacy and the privacy
regulations they are currently adopting. This section describes
the recent data protection laws of the countries.
Brazil: In 2018, the General Personal Data Protection Law
(LGPD), enacted by The Brazilian Federal Constitution, has
effectively ensured the security of individuals on the Internet.
Consisting of 65 articles, this law offers similarities with the
GDPR published by the European Union [5].
Bulgaria: Bulgaria, which has been included in the European
Union since 2007, has a guideline for data protection named
the Commission for Personal Data Protection (CPDP) along
with adopting the GDPR provisions. It does not demonstrate
major differences and some legal bases such as consent, legal
obligations, and contract with the subject directly adopt the
GDPR regulations [6].
Germany: Germany was one of the first EU member coun-
tries to adopt the GDPR. The Federal Data Protection Act
(BDSG), working alongside the GDPR, has been effective in
2017, and states the limitations and rights of users and data
collectors. The BDSG also includes laws on data transfers
and cookie consents [13].
Italy: Italian Personal Data Protection Law (The Code) was
replaced by GDPR in 2018, and The Italian Data Protection
Authority (Garante) is competent in the enforcement of the
personal privacy regulations [18]. Some articles in The Code
directly contradicted GDPR [19].
Japan: The Act on the Protection of Personal Information
(APPI) regulations were effective in 2017 and later with re-
visions in 2022. While it is mentioned that data protection is
one of the most active areas of Japanese law, there is an article
that it is mandatory to acquire consent before obtaining data
from the user [20].
Russia: Russia, which has made modifications in its laws in
the field of privacy over the years, has put into effect The Law
on Personal Data, which includes new directions, for instance,
regarding the cross-boarding transfer of the data, starting in
2022 [28].
Turkiye: Turkiye has been using the Personal Data Protection
Law (KVKK) since 2016. Before this regulation, a set of
privacy laws based on the protection of personal data were not
implemented [36]. KVKK was not constructed with GDPR
as it was enacted earlier [35].

United Kingdom: The United Kingdom, which left the Euro-
pean Union in 2020, adopts and implements the UK General
Data Protection Regulation (UK GDPR) as data protection
regulations [32]. GDPR and UK GDPR contain parallel regu-
lations [37].
United States: Privacy in the United States is not governed by
a single overarching law or regulation. Instead, a collection
of federal privacy laws covers different aspects of privacy.
The most related to online consumers, California’s Consumer
Privacy Act (CCPA) includes the most comprehensive reg-
ulations regarding cookie control [38]. Similarly, the State
of Delaware has protected the privacy of its citizens with the
cookie laws it has legalized in the Personal Data Privacy Act
(DPDPA) [39].

Overall each country mentioned above and subject to this
study mandates the protection of individuals’ information and
their data and therefore legalizes consent implementations.
They all emphasize transparent practices in personal informa-
tion collected. While Brazil and Japan are not specific about
the language clarity of cookie consent notices, other coun-
tries require that consent be created in a way that the user
can understand. User consent and control are clauses in the
data protection regulations of all these nine countries and give
users the right to accept or reject. While Japan does not explic-
itly address cookies, it highlights user consent for personal
data handling. In the US, states that implement cookie laws
enforce user notification about cookie collection, yet not all
states adopt legislation regarding cookies. We note that in our
study, the US remote connection was only used for analyzing
the websites of some of the countries as a third country to
verify some of the results. So, the impact of the US privacy
regulations was not a direct focus of this work.

3.2 Data Collection
We built a tool designed to extract cookie consent notices
from the top 500 most visited websites located in Brazil, Bul-
garia, Germany, Italy, Japan, Russia, Turkey, and the United
Kingdom. We used the list provided by Tranco [33] to identify
the most visited websites for each country stated and omit-
ted standard domains such as .com, and .net to ensure that
the target audience of the website and the country it is being
evaluated for matches. The evaluation phase consisted of two
levels, namely domestic and international. In the initial phase,
we established connections within the target country and nav-
igated to the respective websites to collect data. Subsequently,
we behaved as an external user, simulated access from outside
the country, and gathered further data. We provided all the
connections we made with a consistent VPN. Through careful
checks performed during the scanning process, we ensured
our presence within the specified country. Each website was
accessed through an incognito tab, allowing for a fresh user
profile for every visit.

Due to the number of websites exceeding the possibility
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for manual computation, we used Selenium for automated
data collection, we preferred Firefox (Version 110.0) as the
browser thanks to its solid stability with automated tools. We
conducted the crawling between March and May in 2023.

We have conducted a crawling process that involved 10,000
visits (4,000 local, 4,000 remote from Turkiye, 2,000 remote
from the US) for a total of 4,000 websites from 8 differ-
ent countries including both local and remote connections.
Among these crawls, 76.25%, 77.9%, and 68.95% of websites
were loaded with local, remote from Turkiye, and remote from
the US connections, respectively. Also, of the total dataset,
37% (1511) included a cookie consent notice as a banner as
part of the website’s privacy policy. And, the websites that
were not loaded could not be accessed either due to being ge-
ographically blocked or having a temporary server problem.

In order to collect the details regarding the layout and con-
tent of the consent notices, we identified names used for a
cookie banner as part of the technical design and created a
pool of possible HTML element names. We ensured that the
most popular third-party cookie policy banner providers and a
variety of components were included in the pool. Later, we ex-
ecuted a second-level control, taking the text of the banner and
searching for the existence of privacy policy-related words.
We conducted this control by creating a pool of words and
then pursued the identification of clickable texts and buttons
in the banner, ensuring that it is related to obtaining the user’s
consent on privacy. We created three pools, one for accept-
ing, one for rejecting, and one for viewing in-depth privacy
settings offered by the website. For matching elements, we
fetched the exact clickable text within the element for later
evaluation. Moreover, if a clickable element related to reject-
ing the consent exists, we collected the number of cookies
again after rejecting the policy to see whether a change was
observed. The following subsections describe the attributes in
detail. A high-level architectural view of the tool is provided
in Figure 3 and the general flow of the process is given in
Algorithm 1.

Figure 3: Flow of the automated tool.

Algorithm 1 Detection of Consent Notices

1: Step 1 and Step 2: Identify HTML Elements of Con-
sent Notices and Privacy Policy-Related Words

2: Define a list of XPaths to search for banners
3: paths ← [ "//*[contains(@role, ’dialog’)]", "//*[con-

tains(@role, ’alert’)]", ... ]
4: Create an empty list to store identified banner elements
5: banner_elements← []
6: Create a pool of privacy policy-related words
7: privacy_related_words ← ["privacy", "consent", "pol-

icy", "cookies", ...]
8: for path in paths do
9: banner← driver. f ind_elements(By.XPAT H, path)

10: for x in banner do
11: banner_text← x.text.lower()
12: translate_to_english(banner_text)
13: for word in privacy_related_words do
14: if word in banner_text then
15: Append x to banner_elements
16: This banner is related to privacy, process

it further
17: break
18: Step 3: Identify Clickable Text and Buttons in the

Banner
19: Create word pools for accepting, rejecting, and viewing

privacy settings
20: accept_words← ["Accept", "Agree", "Allow", ...]
21: re ject_words← ["Reject", "Deny", "Decline", ...]
22: settings_words← ["Settings", "Preferences", "Manage",

...]
23: for banner_element in banner_elements do
24: clickable_texts← get_clickable_texts(banner_element)
25: for text in clickable_texts do
26: if text in accept_words then
27: Process accept button accordingly
28: else if text in re ject_words then
29: Process reject button accordingly
30: else if text in settings_words then
31: Process settings button accordingly
32: Step 4: Check for Cookie Changes After Rejecting

Consent
33: if "Reject" in clickable_texts then
34: cookies_be f ore_re ject← get_cookies()
35: simulate_re ject_click()
36: cookies_a f ter_re ject← get_cookies()
37: if cookies_be f ore_re ject ̸= cookies_a f ter_re ject

then
38: Change in cookies observed after consent is de-

nied
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Figure 4: Overview of the detection of privacy notices and elements; Steps 1 and 2 correspond to privacy banner identification,
and Steps 3 and 4 correspond to privacy policy identification.

3.3 Inspection and Verification
We conducted the manual inspection process following data
collection, ensuring that the scan-derived data was thoroughly
prepared for analysis. We formed control groups for each
country to be checked manually and also included edge cases
as a part of this group. These control groups were formed
according to data being false positive (where we found cookie
informative banners while there are none) and/or negative
(and vice versa). For manual checks, the same procedure de-
scribed above is computed. First, the accessibility of the web-
site and the existence of a privacy-related banner is evaluated.
Following, text analysis is computed, using the component
of the code we developed manually, providing the text as an
input and getting statistics as an output. Options provided to
the user as a part of the banner and layout details are also
collected manually using the inspection tool of the browser.
Lastly, further privacy notices are checked to see if any addi-
tional notice is provided as a footer.

Utilizing a feature in our code, we captured screenshots
of web pages in instances where no consent notice was en-
countered during the scanning. Thereafter, we reviewed these
screenshots, using them to fix any inaccuracies. Overall, auto-
mated and manual checks not only complied with each other
but also supported the validity of the data collected and thus,
the work conducted.

3.4 Measurement Metrics
3.4.1 Content of the Data

We established a three-stage investigation mechanism on the
user-centric privacy policies of websites, which is also visual-
ized in Figure 4. The content of the three-stage procedure can
be briefly described as follows:

1. Privacy Banner Identification: Checking if the website is
accessible and if loaded successfully, whether a privacy-
related banner is shown to the user (corresponding to 1
in Figure 4).

2. Privacy Policy Identification: Investigation of the com-
prehensibility and clearness of the text shown to the user
if a banner stating the policy followed by the website
exists. Along with the text, the options displayed, such
as accepting or rejecting to give consent or viewing addi-
tional information. Moreover, information on the layout
of the banner (corresponding to 2, 3, and 4 in Figure 4).

3. Further Privacy Notice Identification: Existence of fur-
ther privacy policy-related notices on the website.

Regarding the number of cookies integrated into the stages
described above, we also focused on quantitative data regard-
ing the cookies taken, before and after rejecting the consent
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notices. Nevertheless, we were able to measure the number of
cookies after rejection only if the website provided a rejection
option to the user.

3.4.2 Depth of Rejection

Another new metric named depth is computed based on the
existing data on the options provided to the user as a part
of the cookie consent notices. Depth is important to give in-
sights into how easy it is for the users to reject the privacy
policy offered by the websites. This metric classifies the depth
into three categories; namely no reject option, a reject button
exists, and further reject options (e.g., Settings). No reject
option category is used for cases where there is no cookie
banner or option offered to the user as a part of a privacy no-
tice. On the other hand, a reject button exists means that users
can reject the cookies with a single click, and consequently
further reject options indicate the user cannot reject with a
single click but have further options offered, which may result
in the rejection of the consent with two or more clicks. Figure
5 presents the use of depth metrics within the research.

Figure 5: Visual representation of different depth levels ob-
served in privacy notices.

3.4.3 Layout of the Banner

We have also developed a novel metric to evaluate the layout
of the banner. This new metric named banner classification is
determined from the data collected on the layout of the banner.
Specifically, the size information of the banner is utilized to
take the ratio of the banner to the browser. As also shown in
Figure 6, banners that are smaller than a quarter of the view
are classified as small (Figure 6a), while banners between

quarter and half of the view are classified as medium (Figure
6b), and banners larger than half of the view are classified
as large (Figure 6c). The size information indicates the level
of transparency on the website regarding the collection of
cookies and the effectiveness of the notice provided, which
directly impacts the user experience.

(a) Small

(b) Medium

(c) Large

Figure 6: Examples for classification conducted regarding the
layout.

3.4.4 Banner Text Analysis

Another crucial part of the data collection that needs to be fur-
ther discussed is the identification of the level of complexity,
which plays a key role in the easiness of understanding the
banner text. The reason we analyzed only the cookie banners
is that they are constructing the main behavior of the users.
They are the first thing that would catch one’s eyes and shape
the users’ demeanor.
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One of the ways to determine the complexity of text is to
calculate its vocabulary richness. However, this method forces
us to assume there must be a correlation between the complex
words and the difficulty of understanding a text.

In contrast to the assumption above, Yasseri et al. [43]
argue that Dickens’ books have more specific and complex
words but are easier to understand in comparison to simple
Wikipedia articles online. In fact, they conclude that vocabu-
lary richness indices are not enough to determine whether a
text is hard to comprehend, one must look for other aspects
such as the complexity indices that include sentences as well.

Hence, we decided to utilize a more detailed metric called
Gunning Fog Index [15] to measure the complexity of texts
by including the fundamentals of a paragraph: its sentences,
and the complex words inside, which is formulated as:

F = 0.4(W/S+(100∗CW/W )), (1)

where W, CW, S are the total number of words, complex
words, and sentences, respectively [1].

We fetched the texts directly from the detected cookie ban-
ners, and calculated their complexities at the same time by
tokenizing sentences and hyphenating words.

The text complexity of banners for different languages
was analyzed through the main language, English. Other
languages were translated by ensuring and conserving their
true meanings so that there is no loss of meaning in all man-
ners. We decided to conduct this analysis with a single lan-
guage (i.e., English) to obtain objective results. For instance,
Japanese and Turkish are agglutinative languages, while Ger-
man and English are Indo-European. Therefore, with English,
we provided a universal outcome for all to make it fairer to
analyze and compare with each other.

According to the index, complex words are the ones that
have at least three syllables. The result shows the target au-
dience of the corresponding text, where the fog index being
9-12 means that the text is for high school students, 13-16 for
university students, and above for graduate level students [11].
Any fog index result above 13 is thus accepted to be difficult
to understand at first reading.

3.5 Ethical Considerations
All data collected in this study are publicly visible elements of
websites. Neither any private data of any person or institution
was used nor shared. Therefore, our work does not lead to any
ethical violations or concerns.

4 Data Analysis and Results

This study sought to understand whether privacy notices and
the options they contain differ in various countries across
the world. It also checks for any privacy-related links in the
footers of websites. The scans were completed both from the

country where the domain belongs to the website and from
abroad, and the results can be seen in Table 1. It is beneficial to
clarify the statistics for the false negatives and false positives
that our tool has made a successful crawling by producing
2.1% and 2.4%, respectively, which provides us a small but
nice-to-have space to dig deeper for manual inspection and
verification.

4.1 RQ1: Privacy Consents of Websites in Var-
ious Countries

Table 1 shows that in terms of the existence of cookie infor-
mative banners: the UK has a certain lead in both local and
remote connections. 70.64% of the remote and 86.66% of
the locally connected websites contain a cookie banner to
inform users and ask for their consent. Following the UK,
Germany and Italy have good grades in terms of notifying
users when entering their websites. They both have at least a
60 percent rate to contain a cookie banner and banner sizes are
not like other countries’ banner implementations where rela-
tively small sizes predominate. Regarding this trio, Germany
shows its difference in the rate of accepting buttons. Almost
all of the German cookie banners include an accept button
for users to proceed to the website. In addition, Germany also
has the most amount of cookie-informative footers. It can be
said that Italy and the United Kingdom, especially the 14%
of the remotely linked UK websites, do not pay much atten-
tion to the footers as they include a non-negligible amount of
banners.

On the other hand, Japan holds its position at the bottom
by having the poorest banner and footer rates of 8.04% local
& 9.31% remote, and 17.59% local & 22.8% remote con-
nections, respectively. Russia could take place just above
Japan because Russian websites are also not privacy-consent-
mannered but have a few websites where users can reject the
cookies. Looking at Russia and Japan, which were chosen as
two of the intriguing G20 countries, it can be seen that both
countries do not demonstrate effective obligations towards
online privacy.

The other three countries, Brazil, Bulgaria, and Turkiye,
share the middle part where they all have close banner and
footer existence rates (except remotely connected .br websites
with 51.18%).

In addition to the results of each country, connections from
different locations do not have a solid pattern. For instance,
except for text complexity and reject buttons ratio, locally
connected UK websites have better results than remotely con-
nected ones. German websites that are locally connected tend
to provide more favorable outcomes compared to those that
are remotely connected, except for accept buttons and depth
of rejection (i.e., further consent options). On the other hand,
Brazilian and Bulgarian websites have slightly better results
when they are locally connected. Additionally, if we take
into account the exact locations of these connections, there
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Table 1: Results on how well websites inform their users about cookies.

Countries

Cookie
Informative

Banners
(%)1

Accept
Buttons

(%)2

Reject
Buttons

(%)2

Further
Consent
Options

(%)2 5

Average Text
Complexity

Dominant
Banner Size3

Cookie
Informative

Footers
(%)1 6

Brazil 42.89 62.16 8.98 12.16 11.95 Small (93%) 29.4
Brazil (rc4) 52.49 79 18 8.5 12.59 Small (94%) 51.18

Bulgaria 44.31 63.59 6.15 17.43 11.53 Small (86%) 36.6
Bulgaria (rc4) 46.54 68.31 5.94 19.8 12.05 Small (75%) 32.2

Germany 67.07 98.9 34.55 21.81 12.8 Medium (40%) 83.33
Germany (rc4) 63.09 99.09 31.13 25.47 13.13 Medium (46%) 79.5

Italy 60.05 80.87 27.83 41.73 14.49 Small (50%) 42.6
Italy (rc4) 65.9 89.96 32.49 40.92 15.29 Small (39%) 42.4

Japan 8.04 68.75 6.25 37.5 11.29 Small (87%) 17.59
Japan (rc4) 9.31 52.17 8.63 21.73 12.92 Small (82%) 22.8

Russia 28.78 43.1 0.86 4.31 11.20 Small (92%) 30.59
Russia (rc4) 27.2 49.01 1.96 5.88 10.99 Small (95%) 29.2

Turkiye 36.44 57.92 12.19 12.19 11.22 Small (92%) 37.8
Turkiye (rc4) 42.15 48.88 5 28.88 12.95 Small (77%) 38.47

UK 86.66 82.69 16.21 41.48 11.36 Small (61%) 54.6
UK (rc4) 70.64 79.72 16.55 40.87 10.64 Small (67%) 14.35
1 The ratio of the corresponding component to all successfully loaded websites.
2 The ratio of the corresponding component to number of banners.
3 Small: Covering at most the quarter of the screen. Medium: Covering more than a quarter but less than half of the screen.

Large: Covering more than half of the screen
4 rc: Represents “Remote connection”. Remote connection to .tr websites is from London, UK. All other TLDs’ remote connections are
from another location (e.g., Turkiye).

5 Depth of rejection.
6 Cookie and privacy policy links located in the footers of websites.

is no clear-cut differentiation. Bulgaria, Germany, Italy, and
the UK, which mainly adopt GDPR, have different results in
different locations in terms of being more privacy-mannered.
Bulgarian and Italian websites show more consent notices
when connected remotely from a non-EU location (Istanbul,
Turkey), while in Germany and the UK, more cookie banners
are shown on local connections.
Effect of Country Selection for Remote Crawls: In order
to enrich the scope of the work conducted, we investigated
the effect of the selected country used for remote crawls.
We selected the United States as a consistent third country
for remote crawls and repeated the crawls for Japan, Russia,
Turkiye, and the United Kingdom. When we collectively in-
vestigated the results, which are represented in Table 2, we

identified worse ratios for presenting a cookie banner along
with accept and reject buttons for Japan, Turkiye, and the
United Kingdom. On the other hand, we did not observe a

Table 2: Statistics for the remote crawls done from the US.

Countries

Cookie
Banner

Existence
(%)

Accept
Button

Rate
(%)

Reject
Button

Rate
(%)

Average
Text Com-

plexity
(%)

Japan 9.05 38.10 4.76 12.91
Russia 29.71 51.49 1.98 11.04
Turkiye 31.2 41.66 6.41 12.35
United Kingdom 48.10 70.30 22.77 11.16
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Figure 7: Reject options inside the cookie informative banners: Bars are grouped according to the countries that the websites
belong to. Each country’s left bar represents the results coming from local connections, and the right bar represents the results
coming from remote connections.

significant difference for Russia.
The most striking statistics we observed were for the ban-

ner presence rates of the United Kingdom, showing up to
be 48.10% when the connection is made from the US and
70.64% when from Turkiye. Additionally, the accept button
rates for the privacy banners found in Japan were 52.17%
and 37.10% for connections made from the US and Turkiye,
respectively. On the other hand, we identified that Russia is
demonstrating stable behavior in privacy for traffic coming
from varying countries. These results can be interpreted from
the perspective of the privacy legislation in Turkiye being
similar to GDPR as they have historical ties to the EU. This
might suggest an evaluation of Turkiye and the EU in the
same group, thus obtaining better statistics when connections
are done from Turkiye. Such evaluation also implies that Eu-
ropean websites are more careful in privacy for traffic coming
from other European countries because of the recent regu-
lations. Another conclusion that can be inferred is that the
difference we observed between connections from the US and
Turkiye may be an outcome of not having a consensus like
the EU’s GDPR in the US. Using the US connection allowed
us to verify that websites change behavior by country.
Language Settings of the Browser: Another point of investi-
gation we made was the impact of the language settings of the
browser. For this purpose, we examined the countries within

the scope of this research having languages with different
alphabets, namely Japan and Russia, making connections us-
ing VPN. The findings we obtained from this study did not
show any significant difference; hence we concluded that the
language settings of the browser are not dependent on the
presentation of the privacy policy.

4.1.1 Reject options

Apart from the results in Table 1, Figure 7 shows the three
different cookie rejection options. Further, reject options can
be explained as having special settings buttons where the
cookie acceptance options can be customized.

United Kingdom websites are on top by having the most
amount of reject buttons with the second highest further op-
tions ratio. Both UK local and remote connections share these
results. Germany and Italy are the followers by having reject
options for more than half of their banners in a more evenly
distributed way than other countries. They are followed by
Bulgaria, Brazil, and Turkiye. Bulgarian websites are almost
identical with both connections by having a close amount of
reject buttons and further options. Turkish websites are simi-
lar to Bulgarian ones in terms of having more further options
than just reject buttons. Brazilian websites have more reject
buttons with no further depth contrary to the previous two.
Finally, Japan and Russia take the last two places. Almost
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70% Japanese and more than 92% of Russian websites lack
reject options to provide users with a secure and reliable en-
vironment. In addition, the results of the crawling from the
US connection were similar compared to the aforementioned
results, except the UK websites. Higher reject button rates
observed in the UK, despite the lower banner rates, show that
websites that do not provide a reject option when connected
from the UK are not providing a banner at all when connected
from the US.

Table 3: Number of websites that are collecting cookies before
and after clicking the reject button to observe if users actually
reject them all or not. BC: Before clicking the reject button,
AC: After clicking the reject button.

Countries BC AC

Brazil 32 1
Bulgaria 12 1
Germany 95 1
Italy 70 0
Japan 1 0
Russia 1 0
Turkiye 20 2
UK 47 3

Countries BC AC

Brazil (rc1) 36 0
Bulgaria (rc1) 12 0
Germany (rc1) 82 1
Italy (rc1) 84 0
Japan (rc1) 2 0
Russia (rc1) 2 0
Turkiye (rc1) 9 0
UK (rc1) 49 2

1 rc: Represents “Remote connection”. Remote connection to .tr
websites is from London, UK. All other TLDs’ remote connections
are from Istanbul, TR.

Figure 7 shows us that for six countries, reject options’
variety and amount increases when they are connected from
another location (e.g., Turkiye) in comparison to their home-
town. Germany has the same amount of reject options for
both connections. UK websites are the only ones that resulted
better with the local connection. Although this might be under-
standable for Brazil, Russia, or Japan which are not adopting
GDPR for their data privacy regulations, it is also a surprise
for countries such as Bulgaria, Italy, or Germany where peo-
ple usually do not expect to see many consent options when
they are connected outside the EU.

Table 3 demonstrates the before and after the state of click-
ing reject buttons of those which include. The presence of
reject buttons within cookie banners allows users to decline
the use of cookies with their free will. According to this in-
formation, all results are low. While expecting to see that all
reject buttons are fully functional and do the desired outcome
as refusing all cookies, only 7 of them worked on all websites
for local connections, and 2 for remote connections, which
is also undesirable to see. In fact, the number of cookies on
most of the websites increased after clicking the reject buttons.
One possibility is that they use them to keep track of whether
users have closed the informative banner and thus ensure that
it does not appear again.

4.1.2 Text Complexity of Banners

Text complexities of cookie informative banners were calcu-
lated with the Gunning Fog Index (see Figure 8). They were
calculated by gathering from cookie informative banners and
translated into English.

Figure 8: Boxplot for text complexities of cookie informative
banners: Results are measured with Gunning Fog Index. The
bottom and top quartiles are 25th and 75th percentiles, while
the median is in between. Whiskers below and above show
the minimum and maximum values except the outliers.

On average, Italian websites have the most complex texts
inside their banners. Germany comes second but not hav-
ing as much variety as Italy does. The UK, on the contrary,
has the least complex texts, especially for local connections.
Despite having the most amount of banners and variety in
reject options (see Table 1), we can say that their banners’
purpose is to deliver the information as simply as possible.
Because, the 10.64 complexity rate is relatively easy, while
others’ complexities go from medium to difficult levels [11].

Regarding the difference between local and remote connec-
tions, Turkiye has fluctuated results for remote connection,
starting from 0 to approx. 25. It seems that Japan has also a
significant difference between the two connection types. How-
ever, it has so less banners on both sides to consider, thus, it is
hard to comment on them. Other countries’ websites are close
to each other and there is no pattern for different connections.

There is not much of a difference in average values between
the two connection types when we examine them pairwise.
Also, we observed that there was no significant change in the
text complexity of the text in cookie banners when connecting
remotely from the US to other countries.

In conclusion for the first research question, user-centered
privacy is mostly appreciated by developed European coun-
tries, such as Germany, Italy, and the United Kingdom. These
three countries lead the results in terms of having the most
amount of cookie informative banners and providing consent
to users to accept or reject their cookies. Brazil, Bulgaria, and
Turkiye come after the first trio. While nearly half of Brazil-
ian, and more than half of Turkish and Bulgarian websites
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lack banners, those banners are predominantly small and lack
reject buttons as well. Lastly, Russian and Japanese websites
do not represent any term of privacy awareness for the users.

4.2 RQ2: Geographical Impact
Regarding our second research question, we selected suitable
G20 countries from the American, Asian, and European con-
tinents, which could yield interesting results when compared.
The results indicate that Japan provides considerably less
information about the cookie collection process than other
countries. Following that, cookie banners were found on only
28% of the Russian websites scanned. On the European side,
an increase in these informative banners is marked. How-
ever, the results acquired from European countries indicate
that there are almost 10-20% variation intervals and they all
contain privacy-related links at different rates.

For example, although Brazil and Bulgaria are in different
regions and subject to different laws, the user notification
rates are nearly the same. Therefore, it is not appropriate
to establish a direct correlation. Although it is believed that
neighboring countries interact with each other through both
immigration [12] and trade [31], so they may share similar
characteristics and cultures, it is not necessarily the case when
it comes to privacy.

4.3 RQ3: Countries Adhering to Same Regula-
tions

We collected data from the 500 most visited websites in eight
countries throughout our research on user-centric privacy prac-
tices. This data is also beneficial for the evaluation of coun-
tries following the same data protection regulations and giv-
ing an answer to one of our research questions. Three of the
countries investigated during the research are part of the Euro-
pean Union; namely Bulgaria, Germany, and Italy. Moreover,
despite the United Kingdom having left the union, the coun-
try still adheres to the General Data Protection Regulation
(GDPR) of the EU, UK GDPR being in effect. Therefore, the
results obtained from these four countries imply inferences
on whether differences exist across the countries adhering to
the same data protection regulation. Figure 9 filters the results
acquired for these four countries on the existence of accept
and reject buttons and displays these results as a graph for
better visual interpretation.

As displayed in Figure 9, significant differences exist in
the characteristics of the privacy consent notices provided to
users in these countries. When supported by the results stated
in Table 1, Germany takes the lead on the accept button pro-
vision rate, being 99.09%. Italy and the UK follow Germany
with slightly lower rates, respectively 80.87% and 82.69%.
Nevertheless, Bulgaria demonstrates an unlike characteristic
with 63.59%. Even the difference obtained for the existence
of accept buttons indicates that there might be differences in

Figure 9: Results on accept and reject button filtered for the
countries adhered to GDPR.

practice even though the regulations are the same. Moreover,
the significant differences across Bulgaria and Germany on
the existence of a reject button, being 6.15% versus 34.55%
together with Italy and Germany on further consent options,
being 41.73% versus 21.81% advocates the statement that
practices do show differences in countries following the same
protection regulations.

Therefore, the question on the similarity of cookie consent
notices can clearly be answered as even though the countries
adhere to the same regulations, the application of these reg-
ulations does demonstrate clear variance. Furthermore, this
variance extends up to more than 25% differences for the
countries considered for this research.

5 Discussion

The results obtained from collected data suggest that user-
centered privacy perspectives across countries do differ mostly
on the aspect of the options they are providing to the users
themselves. These options can be briefly identified as accept-
ing the policy of the website, rejecting the policy, and viewing
further options on the coverage and details of the applied pol-
icy. The analysis for which the statistics are discussed below
is conducted among 77.97% of the websites that are loaded
successfully and 44.84% of the loaded websites that have a
privacy-related banner.

As the findings of our extensive analysis state, the differ-
ence in the rate of acceptance option provided shows a vari-
ance of 55.95% in the countries examined, with Germany
taking the lead with 99.09% and Russia being the worst coun-
try with 43.1%. When it comes to the rate of rejection, on
the other hand, the variance observed decreases to 34.59%;
again the leading country is Germany with 34.55% and the
worst country is Russia with only 0.86%. These outcomes
also indicate that users are mostly unable to directly reject
the privacy policy of the website; even in the leading country
Germany. As a last point of determination, viewing further
options also shows a variance of 37.42% across the countries
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examined. The lead country changes as Italy with 41.73% for
this aspect while the worst country stood steady being Russia
with 4.31%. From the results stated above, it can be concluded
that either the data protection law enforced in Russia is not sat-
isfactory or it has no effect when it comes to implementation.
Furthermore, it can be stated that European countries have
better results, indicating that GDPR is relatively successfully
implemented.

On the other hand, the investigation computed on the ge-
ographical influence on privacy-related practices resulted in
significant differences between cultural zones. Russia and
Japan, representing the eastern cultural zone, had the lowest
results on the statement of the privacy notices and providing
options on the notice to the users, whereas Europe had the
highest results. The Middle East and South America showed
similar characteristics, finding a place in between the highest
and lowest results. Nevertheless, these cultural zones have no
strict borders between countries. For instance, Bulgaria and
Turkiye’s results are similar to each other. Therefore, it can
be stated that although some inferences can be made regard-
ing different geographical locations, it is not appropriate to
categorize countries in line with either zones or borders they
belong to or share.

Furthermore, it is clearly visible in the outcomes that a
significant amount of websites do not offer an option to the
users to reject the privacy policy they are presenting. However,
Western Europe still differentiates from the rest of the world
in the options provided to the users. Evaluating the percentage
of direct rejection, Germany and Italy take the lead with 34.5%
and 27.8% respectively. In addition, Italy and the UK take
the lead in providing further reject options such as viewing
the settings or changing preferences with 41.7% and 41.5%.
Although European websites seem to offer more options on
the privacy policies they offer, the outcomes suggest that there
is still a need for improvement.

The work conducted on the similarities in countries ad-
hering to the same data protection regulations resulted in a
specialized comparison across the EU with an addition of the
UK due to their common grounds on the regulations. The
results obtained show an existence of variance in the ban-
ner layouts and the options provided being part of the banner.
Therefore, it can be inferred that although the regulations have
common grounds, applications may show differences across
countries. The fact that Bulgaria and Turkiye have similar
results, stated as an answer to geographical influence is also
supportive of this aspect of the research. Instead of sharing
similar results with other European countries that enforce
GDPR, Bulgaria shares a similar result with its neighboring
country Turkiye.

As a last point of discussion, when we remotely connected
to countries and used the US as our constant reference point,
we noticed an interesting trend. Specifically, we found that
when a user connected from the US, the possibility of en-
countering cookie banners on European websites was lower

compared to connecting from countries in Europe. In contrast,
the situation remained relatively consistent when connecting
from the US to websites located in other parts of the world.
The fact that this difference is seen between the US, which
does not have a general cookie law, and the European Union,
which has adopted GDPR, which has strict cookie rules, shows
how important it is for citizens that authorities take precau-
tions since it changes and impact attitudes worldwide over
cookie privacy consent notices.

5.1 Limitations
Due to the extent of the research conducted, some edge cases
had to be checked manually. These edge cases can be briefly
stated where irrelevant clickable text is identified as accept
and reject button texts. Despite a large pool of components
and words has been created for the automatic data collection
phase, such situations have been encountered due to the diver-
sity in cookie consent banners and the options offered as a part
of them. Moreover, diversity in the component names used for
cookie consent banners increased the amount of preliminary
research that has to be conducted to catch all types of banners.
Due to the distinctive implementation of the cookie banners
on the websites, some cases still existed where Selenium had
difficulty accessing the banner, text, or options. Examples for
such cases are shown in Figure 10a, 10b, and 10c . On the
other hand, the instability of VPN connections caused delays
and repetitions in the data collection phase.

6 Conclusion

As the concern regarding privacy is increasingly central to
one’s data protection in online settings, it is essential to com-
prehend how different countries around the world inform
their users about this subject and acquire their consent for
web browsing. This study indicated the applications of pri-
vacy notices by analyzing the 500 most popular websites of 8
different countries and discussed the variances across these
countries. For this purpose, an automated tool for large-scale
data collection is implemented, covering banner layout, pri-
vacy notice text, and the options provided to the user such as
accepting, rejecting, or viewing details of the privacy policy.

We discovered that many countries were insufficient to
display effective privacy notices with their cookie consents,
regardless of the privacy protection laws they were based on
and their locations. While there was no increase in cookie con-
sent notice existence when remote connections from different
perspectives (i.e., Turkiye and the US) were established, we
even observed that cookie banner existence decreased when
accessing European websites from the US. In countries other
than Bulgaria, Germany, and the UK, the rate of presenting a
banner to the user that cookies will be collected is below 50%.
In addition, the maximum rate of giving the user the right to
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(a) Cookie banner implementation with no information.

(b) Cookie banner implementation behind advertisements.

(c) Cookie banner implementation without text and options.

Figure 10: Examples of confusing cookie banner implementa-
tion.

reject across the investigated countries is 35% and this is pro-
vided by Germany. In the remaining banners, either the user
is given the option to accept only, or the cookies are collected
without consent and giving any option. The average rate of
those who do not put their privacy policy in the footer of their
website is 60%. These findings indicate that user privacy is
not respected by a majority of websites, putting user data at
risk of being exposed.

Users are generally not limited to navigating websites only
available in their home country, they can access websites from
all over the world. The significance of this study is to demon-
strate to users how their data is approached while browsing
online platforms from different countries. It is envisaged that
the reader will dissect the issue of failure to provide the infor-
mation and rights regarding cookie collection from a wider
perspective with a worldwide study.

Future research in privacy notices around the world can
attempt to link with the privacy cultures of the regions by
scanning more countries. A more comprehensive study from
a sociological point of view can also provide privacy and
different connections. We have to accept all that data sharing

is growing and we should raise awareness about this matter.
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