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Abstract

Afghanistan deployed biometric voter verification (BVV)
machines nationally for the first time in the critical 2019
presidential election. Through the leading authors’ unique
backgrounds and involvement in this election, which facili-
tated interviews with 18 Afghan nationals and international
participants who had an active role in this Afghan election,
we explore the gap between the expected outcomes of the
electoral system, centered around BV Vs, and the reality on
election day and beyond. We find that BVVs supported and
violated the electoral goals of voter enfranchisement, fraud
prevention, enabling public trust, and created threats for vot-
ers, staff, and officials. We identify technical, usability, and
bureaucratic underlying causes for these mismatches and dis-
cuss several vital factors that are part of an election.

1 Introduction

Democracies today often involve technology in elections,
e.g., to record votes, register voters or verify identity, transmit
votes, and report results. Although computer technology is
not inherently part of the electoral process, its use confers
both massive benefits and potential vulnerabilities that must
be carefully managed to preserve the integrity of the electoral
process and to maintain public trust. The compromise or mis-
use of any technology involved in conducting an election has
the potential to violate democratic goals and lead to political
instability or an illegitimate government.

There has been significant work in the security and privacy
community regarding electoral technologies, notably, about
their hardware and software security properties (e.g., [71,79]),
and about usability issues in practice (e.g., [51]), more details
in Section 2. However, substantial questions remain about the
use of (in)secure and (un)usable technologies in practice in
electoral systems, especially in non-Western contexts.

In this work, we begin to fill a gap about the design and
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use of voter-facing technology in a non-Western context, fol-
lowing technical computer (in)security from its non-technical
causes to its non-technical consequences in Afghanistan’s
2019 presidential election. Before the 2019 presidential elec-
tion, Afghanistan had experienced decades of armed con-
flict, political instability, and changing regimes, including
civil war, the rise and fall of the Taliban, and fighting be-
tween the government and insurgent groups [36, 61]. Each
election from 2004-2018 was marred with allegations of
widespread and systemic fraud and disenfranchisement—
multiple voting, ballot stuffing, and manipulation of voters
or ballots [38,42,46,73]. In 2009, for example, 1.3 million
ballots were discarded as fraudulent, and after the 2014 pres-
idential election, European Union election observers wrote
that, after an audit by the United Nations and the US, “large
scale fraud had been committed” [38]: some polling stations
reported no data [38], while others reported orders of mag-
nitude more votes than voters [42]. This combination of the
electoral, political, and societal context made it particularly
difficult, in 2019, to achieve a legitimate and trustworthy elec-
tion in a young democracy that was simultaneously building
or acquiring key physical institutions and infrastructure while
facing significant domestic or international threats [94, 101].

To mitigate the systemic fraud in prior elections, the Afghan
government deployed biometric voter verification (BVV)
machines in the 2019 presidential election—the first time
voter-facing technology had been employed in much of the
country—requiring voters to pre-register before the election
(without biometrics) and have their fingerprints and faces bio-
metrically captured on election day (for post-processing dedu-
plication) before casting a paper ballot. This process promised
to enforce one vote per voter while making voting accessible
to all [32]. Given Afghanistan’s at-the-time fragile political
state after decades of war and terrorism, many Afghans hoped
the 2019 election would be a step towards political stability
and further economic development. However, 2019’s elec-
tion day brought technical issues with voter verification and
vote collection, causing disenfranchisement [27,66], disputed
votes, and political instability [2].
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This research, led by a former Afghan Independent Election
Commission (IEC)' employee, has the unique opportunity to
study the deployment and use of these BVV machines dur-
ing the 2019 Afghan presidential election. We focus on the
introduction of BVV as the central and new element of the
2019 Afghanistan election, and as a critical electoral technol-
ogy whose misuse or compromise led or could have led to
technical security issues, voter disenfranchisement, fraud, and
political instability. We explore the new technical ecosystem
surrounding BVV as well as how it fit within Afghanistan’s
social, political, and environmental contexts, given that in
hindsight we know that the electoral system did not function
as intended. We ask: what happened, and why? What can we
learn about technology, policy, and elections? We center our
research around the research questions below, categorized in
three broad topics:

* The Biometric Voter Verification (BVV) ecosystem:
What were the goals when BVV was adopted? How was
BVYV integrated in the electoral process? In what ways did
BVV machines work well, and what issues did they face?

* Consequences: What were the consequences of the BVVs
on the electoral system? To what extent did the BVV ecosys-
tem enable or prevent a democratic election?

* Causes for issues and design alignments between BVVs
and the electoral system: Why (technically, politically,
and administratively) was the BVV ecosystem designed,
implemented, and deployed the way it was?

We address these topics through 18 semi-structured inter-
views with key international and Afghan election workers,
a unique look into both technical issues and non-technical
causes and consequences of those issues. Importantly, al-
though our participants’ expertise and direct experience with
the election is a huge asset for our study, we are inherently
limited by lack of direct access to other primary sources, such
as BVV devices themselves, or their original design specifica-
tions. However, our interviews are informed by the first and
second authors’ own expertise: the first author is Afghan and
worked for the Independent Election Commission during the
2019 election, and the second author is a member of the US
armed forces, with a tour of duty in Afghanistan. We deeply
reflect on our methodological decisions, our positionality as
researchers, and the ethical implications of conducting this
research in Section 3.

Through our interviews, we find three thematically emer-
gent electoral goals for biometric voter verification to
support—voter enfranchisement, fraud prevention, and main-
tenance and increase of public trust—and ground this research
about biometric voter verification technology in a discussion
of how and why it both supported and violated these goals in
Afghanistan in 2019. Deciding whether these goals are met is

During the Islamic Republic of Afghanistan (2004-2021).

not our aim as we analyze the complexity of our expert partic-
ipants’ knowledge and opinions. For example, some felt the
BVVs enabled fraud—if poll workers allowed it—by using
multiple fingers of the same voter. Other participants said the
very existence of biometric technology deterred fraud. Both
views can be true: BVVs may have enabled fraud in some
ways, and prevented it in other ways.

We also find there were a number of technical mishaps
and usability problems that caused cascading issues resulting
in voter disenfranchisement. Some technical issues seem—
from our perspective—straightforward, such as the fact that
election workers had to set the time and date manually on the
devices, leading to errors that contributed to 102,012 votes
recorded as “out-of-time” and disputed for weeks [3]. Other
technical issues seem less straightforward, yet extraordinarily
impactful—such as the fact that the devices were not built to
the usability requirements of the poll workers.

Contributions Through the expertise of the authors and
qualitative analysis of interviews with experts involved in the
2019 Afghanistan election, our data offers insight to the com-
puter security research community into the technical design
alignments and misalignments of biometric voter verification,
as well as their human causes and consequences. We hope that
publishing these results will aid designers and practitioners
of future electoral systems (technically and administratively).
As we discuss in detail in Section 11, while it is unlikely that
there will be a new election in Afghanistan in the immediate
future, electoral systems in other countries may share societal,
environmental, technical, and adversarial characteristics that
mean that they can learn from how and why the use of bio-
metric voter verification both supported and violated electoral
goals in Afghanistan in 2019.

2 Related work

Use of biometric technologies in elections Fourty-eight
countries have used biometrics in elections in the last 10
years [60], most commonly using fingerprints for voter regis-
tration, verification, or identification [106]. Fingerprints are
focused on due to their high accuracy [103], uniqueness [93],
and difficulty to falsify [25], with even identical twins hav-
ing distinct fingerprints [62]. Adopting face matching along
with fingerprint recognition can further increase biometric
systems’ accuracy [54]. However, the effectiveness of face
matching is contingent upon the quality of the photographs
and other checks [106]. Fingerprint verification accuracy is
generally measured by equal error rate (EER), a comparison
of false rejection and false acceptance rates [63], with the
best algorithms having EERs below 0.1% and common algo-
rithms having rates below 1% [22, 107]. Efforts to develop
fingerprint biometrics for elections [6, 52, 64,78, 98] continue
to advance but differ significantly from Afghanistan in the
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use of Biometric Voter Registration [43]. Typically, biometric
verification at the polls involves checking the voter’s identity
against a pre-existing database that includes previously col-
lected biometrics [23]. However, Afghanistan used Biometric
Voter Verification (BVV) technology to collect biometric data
at the polls to later identify duplicate voters, and did not col-
lect biometrics during voter registration. We explain the role
of BVV in Afghanistan further in Section 6.

Other works related to biometric technology in elections
have focused on the social, political, and economic challenges
and implications of the use of biometric technology, specif-
ically in non-Western countries [34,37,43,45]. With a fo-
cus on Ghana’s 2012 election, Debrah et al. found biometric
technologies can benefit an election if the technologies are
“robust ... [enough] to surmount election management chal-
lenges” [35]. Our work builds on this by exploring how elec-
tion management challenges affected biometric technologies
in Afghanistan.

Technical evaluations of election technology Founda-
tional work in the security and privacy community has an-
alyzed the security of various voting machines, finding po-
tentially exploitable vulnerabilities, and usability issues [21,
39,50,71,95,95, 104, 105]. Both Wolchok et al. and Kohno
et al. found issues caused by both the proprietary nature of
the systems and an over-reliance on poll workers, both with
regards to tasks and trust [71, 104]. Both recommend paper au-
dit trails along with digital records and a move towards more
open development. Halderman summarizes the importance of
the technical security of voting machines: “e-voting systems
need to be engineered to a level of security quality far greater
than that of typical information technology systems, on par
with other kinds of critical infrastructure” [50].

Other work has proposed design principles for voting ma-
chines to align with the Help America Vote Act [55]. Gritzalis
proposed 15 voting system design principles aligned to US
constitutional requirements to ensure that e-voting is free,
equal, and secret while simultaneously being transparent and
subject to public scrutiny [48]. Similarly, Molnar et al. pro-
posed simple, reliable, and cost-effective ballot storage that
is also tamper-evident, history-independent, and subliminal
free [79]. Both works propose that voting machines must
include audit-ability and traceability without compromising
voter confidentiality or being so complex as to exclude voters.

Perceptions of election technology security Prior work
has also examined user perceptions of both the security and
usability of e-voting. Bederson et al. proposed that usability
must be high priority and even 10% of a population having
significant concerns about an election technology is unaccept-
able [17]. Furthermore, Oostveen and Besselaar found that
trust in the machine itself is not enough and the people must
trust both the officials running the election and the developer
of the technology [82]. Expanding on this, de Jong et al. as

well as Karola et al. cite the importance of experts’ trust and
evaluations as a factor in voters’ confidence [33,75]. More
recently, Pomers et al. found that both voters and poll workers
were more likely to be concerned with usability than with
confidence in the system. Interestingly, however, they also
found that poll workers were far more likely to be concerned
with a lack of training [85]. Our paper builds on these im-
portant works about technical security properties of voting
machines and perceptions of electronic voting by studying
both in practice in Afghanistan in 2019.

Evaluations of electoral ecosystems Complementary to
literature about technical security and privacy guarantees of
voting machines, and user perceptions thereof, are holistic
evaluations of entire electoral ecosystems. Bader examines
the 2011 Russian legislative election and technology in elec-
tions known or perceived to have significant fraud. He found
that technology reduced fraud not because of the inherent
security, but because it automated vote counting and reduced
human involvement [15]. Halderman evaluated challenges
during the (US) Antrim County 2020 elections, finding signif-
icant failures in pre-election testing and poll workers erasing
memory cards, cross-culturally echoing our findings (Sec-
tions 7 and 10) [51]. Halderman proposes that both usability
and insufficiently defensive software design are at least par-
tially to blame. Both Bader and Haldermann were specifically
interested in the validity of the results of the elections and the
impact of technology, whereas we are focused on the extent
to which the technological processes including procurement,
training, and use supported election goals including trans-
parency, credibility, and fairness.

There are also significant works about the 2019 Afghan
election, including many that focus on the political ramifica-
tions of the results and delays [1,28,30]. Johnson examines
the 2019 presidential elections, proposing that the biometric
technology could have made it simpler for a technologically
savvy party to overcome another [66]. A thorough report by
the US Special Inspector General for Afghanistan Reconstruc-
tion finds that the hasty implementation of technology may
have exacerbated fraud and malpractice [94]. While both of
these efforts address similar challenges that we identify, nei-
ther deeply examines the BVV and its impacts as they relate
to the trust and transparency expectations for secure technol-
ogy in an election. Furthermore, neither effort uses qualitative
assessments or draws their conclusions and recommendations
from this methodology.

3 Methodology

In order to explore the integration of BVVs into the 2019
Afghan election, we conducted semi-structured interviews
with 18 participants familiar with them.
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Participant selection and recruitment The lead author
worked for the Independent Election Commission (IEC) dur-
ing the election and leveraged his former professional contacts
for recruitment. We recruited 18 individuals engaged in the
2019 Afghan election as part of Afghan civil society (3), the
IEC (11), media (1), NGOs (2), and politics (4) (some had
multiple affiliations). Four participants had expertise in IT;
13 were Afghan. Participants were ethnically diverse, with all
three major Afghan ethnic groups represented. Not all Afghan
participants were from Kabul; eight spoke Dari natively, and
five spoke Pashto natively (all spoke Dari colloquially). One
participant was recruited through another author’s network as
a member of the US military. The authors contacted potential
participants over telephone, email, and E2EE messengers. At
the conclusion of each interview, the interviewer asked for
referrals to other potential participants.

Interviews We conducted semi-structured interviews from
February 2022 until October 2022, with 11 interviews in Dari
and 7 in English. The first author conducted all the inter-
views; the second author participated in four. Before each
interview, we sent detailed information about the study and
ourselves to participants (Appendix A). At the start of each in-
terview, as part of our informed consent process, we went over
the information that we had sent over email, and discussed
risk mitigation, the interview medium (end-to-end encrypted
video/audio), our data security protocols (encrypted external
hard drive only accessible by the interviewers), and any of
their safety concerns. Our first question during this consent
process was whether they feel safe doing the interview. Our
Institutional Review Board (IRB) waived documentation of
consent because it would have created additional risk for par-
ticipants.

We also emphasized that they were free to skip topics or
questions. Additionally, we asked permission to record and
told them they could ask us to stop recording at any point.
Upon their confirmation, we began recording. Our interviews
covered the following:

1. Experiences and challenges with BVV adoption

2. Political, administrative, legal and social influences on
and consequences of adoption

3. Security & privacy issues during the election with BVVs
4. Trust in the electoral system (both personal and public)

We developed our interview protocol through several
rounds of revision and a feedback session with an external
expert on the 2019 elections who also has expertise in social
science. Questions were open-ended (Appendix B has the
full protocol) and interviews lasted 60 to 90 minutes. We
stopped interviewing when interviews produced no new data,
defining thematic saturation [47]. Thematic saturation has
limitations in the context of qualitative work [83], and it is

indeed possible that if we had not used thematic saturation as
a measure of “doneness,” or if we had defined it differently,
our data could include more or different themes. The external
expert later became a participant in the study, and thus knew
the protocol in advance; the interview was structured such
that knowledge of subsequent questions would be unlikely to
influence responses to earlier questions.

Analysis Throughout data collection and analysis, we regu-
larly discussed interviews and wrote memos. The lead author,
a native Dari speaker, translated and transcribed all interviews.
We then conducted thematic analysis, beginning by open cod-
ing and discussing broader themes [40]. The codebook it-
eratively coalesced through multiple rounds of discussions,
open, and axial coding [20].” Then, two researchers indepen-
dently applied the codebook to each transcript and checked
their shared understanding, resolving disagreements and up-
dating the codebook. They also regularly talked with a third
researcher about their understanding of the codes and emer-
gent themes. They iteratively applied the codebook until no
new codes emerged and no new code applications occurred.

Ethical considerations Because the Taliban have threat-
ened leadership of the former Afghan government [57], there
is potential for harm to our participants, as well as ourselves
and our loved ones, and any future elections that use a similar
system. The rest of the team followed the lead of the first au-
thor regarding his own safety. However, the team worked with
him to consider the possible risks and mitigations. The lead
author feels that publishing this work will not substantially
add to any potential harm he may face. Likewise, the lead
author (and team) weighed the potential benefits and risks
with this research and concluded that the potential benefits of
an eventual publication outweighed the potential risks.

In accordance with the Menlo report, we attempted to max-
imize benefit and minimize harm, and protect and respect ev-
eryone involved with and/or affected by our research [16]. We
obtained Institutional Review Board (IRB) approval from our
institution. We did not pay participants in order to avoid creat-
ing institutional records, following the lead of prior work [31].

All interviews were conducted on Zoom. Despite known se-
curity flaws (as with many platforms), Zoom employs E2EE,
and participants used their own trusted devices. Most im-
portantly, participants—experts in their own safety within
the context of the political situation—felt comfortable us-
ing the technology; this follows a standard of safety in prior
work [11,26,31,49].

We contacted approximately twice as many individuals as
participants; of those who did not participate, some expressed
safety concerns due to still being in Afghanistan. Once par-
ticipants expressed safety concerns, we thanked them for the
consideration and ended the conversation.

2Codebook available at https://osf.io/220C8/
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We present little demographic and recruitment informa-
tion, and we redact information in quotes when participants
discussed their specific role in the election. In doing so, we
strove to make it extremely unlikely our participants will be
identified from the data in this paper. Additionally, due to the
nature of our contribution—i.e., the fact that they were largely
discussing either personal anecdotes and perceptions, or pub-
licly known events—we do not think that this publication will
increase the harms they already face.

We disclosed our findings to the BVV vendor after accep-
tance and before publication, to enhance the security and
usability of future products. We omit the name of the vendor,
instead describing them as a European company, to avoid
placing undue blame on them as opposed to other decision
makers who are not named. We do not attempt to attribute
fault to any one party, as an undesirable feature may either
be a flaw in specification or implementation, and from our
perspective, we cannot know the difference.

Methodological limitations Our research faced significant
challenges due to the political shift in Afghanistan in August
2021 [88], when the Taliban took control of the country and
disbanded the IEC [84], hindering our access to key IEC au-
thorities, many of whom were either inaccessible or unwilling
to participate due to safety concerns or perceived irrelevance
to their field. Additionally, the IEC website, which contained
valuable information about the election, was taken offline.

The validity of our study depends largely on the credibility
of the participants’ recollection and the precision of public
sources of information; however, recall bias diminishes when
participants recall specific events [19,81]. Additionally, differ-
ent methodologies entirely could have produced new theories
or richer results.

Researcher positionality Some of the authors have unique
backgrounds that have enabled them to conduct this research.
The first author, an Afghan native, was the Director of Infor-
mation Technology (IT) for the IEC during the 2019 elections.
The second author is a member of the US armed forces with
tours of duty in multiple theaters, including Afghanistan. The
first author’s expertise and professional network enabled us to
effectively conduct this research by recruiting participants that
were directly involved with the adoption and implementation
of the BVV technology in the 2019 election. Additionally, the
first author’s depth of knowledge and experience on this topic
made this research possible by enabling deep and detailed con-
versations about advanced election mechanics with experts.
The second author’s experience, specifically in Afghanistan,
offered valuable geopolitical insights that enriched our inter-
view questions and perspectives.

In conducting our interviews, we were cognizant of the
complex interplay of power dynamics, cultural sensitivities,
and personal relationships. No researchers interviewed any-
one over whom they had current or previous power. Our

team’s diverse backgrounds—spanning various cultural, lin-
guistic, and professional domains—equipped us to navigate
cultural, gender, age, nationality and other dynamics, and we
sought to make participants comfortable, with some dynamics
mitigated by pre-existing personal relationships.

The other authors have prior experience in security and
privacy and HCI research, as well as specifically working
with non-WEIRD and vulnerable populations. Some are
American, including the senior author, but none have spe-
cific professional or personal experience or knowledge re-
garding Afghanistan. It is, however, relevant to acknowledge
that our role as citizens of the country that had a presence in
Afghanistan for two decades has certainly affected our devel-
opment of this research. We have, accordingly, followed the
lead of the Afghan first author regarding Afghan politics and
history. Additionally, while we acknowledge the significant
role the US and other nations have had in Afghanistan, in-
cluding in the 2019 elections, the focus of this paper is not
about their influence or the ramifications of it. We focus on
telling this story from the Afghan perspective, though the
international involvement is an integral part of that story.

4 The 2019 Afghan presidential election: ad-
versarial actors and threats

The zeitgeist prior to the 2019 presidential election created
significant threats. Understanding adversarial actors and the
threat model under which the 2019 election was planned and
conducted is critical to understanding how and why the elec-
toral system operated (or failed to operate).

Adversarial actors There were significant adversarial ac-
tors in the 2019 election including the Taliban, individual
politicians, internal threats, as well as foreign actors. The
Taliban have historically opposed democratic processes [53],
particularly elections [44]. They threatened and killed voters,
staff and stakeholders during and after each election, and also
attempted to destroy infrastructure [13,58,97]. In an election,
political candidates can sometimes evolve into potentially
adversarial actors. In previous elections, political candidates
were accused of committing fraud including direct interfer-
ence with the electoral process [9, 56, 89]. Such accusations
continued into the 2019 election [76]. Additionally, there
were nonspecific reports of foreign actors [4] with intention
to carry out cyber-attacks on the IEC network, also echoed by
four participants. While we consider international adversaries
out of scope for this paper, their potential interference in an
election cannot be ignored [90].

Threats to or during the 2019 election Threats during the
election include voter de-anonymization, physical harm to
both voters and officials, data compromise, as well as fraud
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and corruption. We consider all of these, digital or not, com-
puter security threats due to their influence on how people
built and interacted with (or declined to use) the electoral sys-
tem technology, and because they may occur due to misuse
or compromise of computer systems.

Data compromise Adversaries may attempt to compromise
data in order to identify voters or remove, add, or change
votes. P7 explained: “suppose adversaries gain access to
confidential election-related data, they could sabotage the
whole operation and undermine the credibility of the election
and harm voters.” Though our dataset (and news) does not
indicate any systemic data compromise in the 2019 elections
(contrary to prior elections [38,67]), participants told stories
of small scale data compromise, such as individuals voting
multiple times, or data being deleted (discussed in Sections 7
and 8), as well as instances from the past elections.

Voter de-anonymization, physical violence and harm
The Taliban disrupted polling with explosions [7], spread
violence by threatening to amputate the fingers of voters who
participated in the 2019 election [92], and seized BVVs in
a potential attempt to realize this threat [68]. While no evi-
dence points to the Taliban actually identifying voters whose
biometric data was present on seized BVVs, these threats
discouraged voters from voting [68]. As P13 noted, “during
the 2019 election, the Taliban seized some BVVs to identify
participating voters. They destroyed the devices when found
data is encrypted, which led to the invalidation of votes.”

In addition to violence against voters, there was violence
(and threats of violence) against election workers at all levels,
from temporary field workers, to high-ranking officials [68].
Five participants told ten stories of either themselves, other
election officials being marked for assassination via social
media. Additionally, nine participants reported threats to them-
selves or their employees. Adversaries also attacked or threat-
ened to attack either the devices or the BVV operators (poll
workers) directly. P11 disclosed, “Several biometric operators
who received training were absent on the election day. When
reach them out, they said that terrorist groups had identified
and threatened them with fatal consequences if they took part
in the election process.”

Infrastructural damage Fourteen participants noted that
infrastructure—electric, cellular, internet, and roads—were
key supporting components of BVV, and therefore, were
sources of vulnerability. Eight participants discussed adversar-
ial attempts to undermine infrastructural integrity, including
compromising, damaging and destroying telecommunications,
transportation, and electrical infrastructure. P3 explained that
“the insurgent groups... threatened telecommunication compa-
nies to shut down their antennas on the election day otherwise
they would destroy all their cell towers.”

S Electoral goals

Having first discussed Afghanistan’s technical, environmental,
political, and social contexts, and the threats and adversarial
actors active during the election (Section 4), we can now turn
to electoral goals, which are set within and because of the
aforementioned contexts. This section overviews electoral
goals with regards to the integration of BVV technology in
the election as viewed by our participants; we return to these
goals, and how they were both supported and violated by
the implementation of the electoral system, in Sections 7 -
9. These goals are qualitatively drawn from our data and
derived from our thematic analysis rather than prescribed by
prior research; we do so because our participants discussed
electoral goals throughout the interviews, and we find them
a useful lens through which to understand biometric voter
verification technology in 2019 Afghanistan.

Electoral goal 1: Everyone eligible to vote can cast a vote
(enfranchisement). Voters must be able to safely participate
and cast votes in the election, and must not be prevented from
voting by the electoral system. Votes must also be accurately
and securely stored, counted, and transmitted. Voting must
also not put anyone at risk of harm, i.e. from the Taliban.
Seventeen participants discussed voter enfranchisement, its
importance to the election, or the role that it plays with regards
to the end state of a successful election.

Electoral goal 2: Each voter may cast at most one vote; no
non-voters may cast votes (anti-fraud). Due to Afghanistan’s
history with systemic and widespread election fraud, prevent-
ing, deterring, and detecting fraud was the impetus for the
BVVs, in line with the United Nations’ specification of a free
and fair election [99]. Biometric technology promised to al-
low each voter to vote once and only once. Every respondent
discussed fraud, with 15 participants specifically talking about
fraud and anti-fraud measures related to the 2019 elections,
while the other three respondents discussed the impact fraud
and corruption had on the legitimacy of past elections.

Electoral goal 3: Increase public trust in the electoral
system. A third goal of the biometric voter verification sys-
tem was to build public trust in the electoral process—after
decades of elections marred with fraud and instability—by
providing undeniable accuracy and transparency. Seventeen
of our participants highlighted the importance of trust, accu-
racy, and transparency in the relationship between the public,
the election, and technology.

6 Biometric voter verification in Afghanistan

To achieve the goals described in Section 5—voter enfran-
chisement, anti-fraud, and public trust in the electoral system—
despite the history of fraud and the challenging political, so-
cial, environmental, and technical contexts (Sections 1 and 4),
Afghanistan’s Independent Election Committee (IEC) par-
tially tested a Biometric Voter Verification (BVV) system
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Figure 1: Integration of Biometric Voter Verification (BVV) into the Electoral System — A high-level overview of the BVV
ecosystem at several key stages before, during, and after election day.

in the 2018 parliamentary election [45]. The following year—
the 2019 presidential election—the IEC were mandated by
law to deploy biometric voter verification for all voters [4].

The BVV used in the 2019 Afghan election included a
verification terminal (a hand-held Android-based device with
a camera and fingerprint sensor), a sticker printer, and a power
bank. The printer generated QR codes that were attached to
ballots. In this paper, we refer to the Android device as the
BVY, and the printer and power bank perform supplementary
tasks.

As a basis for understanding how BV Vs supported and
violated electoral goals, it is important to first understand how
the devices were supposed to work in the electoral system, as
well as what actually happened. The following subsections
explore the consequences of the sometimes substantial gap
between expectation and reality, referring to Figure 1, which
summarizes the intended BVV development and function.
While we cite public data for much of this section, we have
also relied upon the first author’s professional knowledge as
former IEC Director of IT in 2019.

6.1 Pre-election period: Voter registration,
BVVs sent to Kabul

Voter registration In Afghanistan, voter registration was
historically inconsistent and error-prone because the coun-
try did not have a reliable national identification system to
connect a person to a fixed address. The first voter registra-
tion process was conducted in 2004, giving 12 million people
voter cards that included their name, province, and an op-
tional photo. However, it was difficult to track the cards, and
faced issues of over-registration and people registering for
others [96, 108]. By 2014, the number of distributed voter
cards exceeded the estimated number of eligible voters by at
least 7.5 million [102].

The IEC therefore started registration anew in 2017, dis-
carding the old registry entirely. From 2017 to 2018, the

IEC registered 9.6 million voters (approximately a quarter of
Afghanistan’s entire population [24]). They used stickers on
Tazkiras (national IDs) to hold voter information.

Reality: The voter registration database was flawed, meaning
that not all who wished to cast votes could. The new registry
did not include voter photos and had errors, such as spelling is-
sues with names (P4), duplicates if someone had more than one
national ID, and missing voters [94]. Additionally, in 2019, the
IEC announced that 400,000 “ghost voters™ had been removed
from the voter list due to duplication [66]. Nonetheless, nine
participants noted that some of these removals led to voter disen-
franchisement.

BVVs arrive in Kabul As shown in Figure 1(b), after the
vendor had delivered the BV Vs to Kabul, the devices required
some setup, including charging the BVVs and power banks,
installing a certificate from a server in the IEC data center,
setting the time and date, installing the voter verification ap-
plication developed by the vendor (via USB), and loading the
proper province’s voter registration data on SD cards.

The BVVs were then transported to polling centers, e.g.,
schools. Each polling center had multiple polling stations
(booths), with one polling station per 300 registered voters,
split by gender. Each polling station was allocated a single
BVYV, with one extra BVV sent to the entire polling center as a
backup. In total, there were 39,000 BV Vs deployed to 26,580
open polling stations out of total 29,586 polling stations [2].

Reality: Issues with device setup led to voter disenfranchise-
ment. Some BV Vs arrived without charge [65]; others arrived
with incorrect time and dates and were not fixed by poll work-
ers [2]. These issues led to voters being unable to vote (on devices
without charge) or cast votes being disputed [4].

6.2 Election day: Casting votes

Poll workers, temporary field employees, operated BV Vs at
each polling station. Before polling began, the poll worker
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would activate the BVV app by scanning a QR code on the
printed voter list.

When a voter arrived, the poll worker would enter the voter
ID number in the BVV to check that the voter is registered
for that polling center. Upon successful verification of the
voter’s ID, the poll worker would direct the voter to a specific
polling station to cast their vote. BVVs captured the following
information from each voter:

* Fingerprints of both index fingers

* A photograph of the voter’s face, taken against a specific
backdrop to confirm the location

* A photograph of the voter’s Tazkira (national ID), includ-
ing the voter registration confirmation sticker from the most
recent round of voter registration

A QR code (produced by the sticker printer) linking to this
information was printed on a sticker and affixed to the back
of the voter’s ballot paper by the poll worker. Additionally,
this sticker would contain polling center code as well as date
and time of voting.

Moreover, poll workers had an override option available
as part of BVV app to use at their discretion (P15), but any
votes where voter verification was overridden were supposed
to get checked by the vendor.

Reality: Technical, usability, and database issues prevented
some voters from casting votes. While many voters did cast
votes, many encountered issues, from the poll workers incorrectly
operating BVVs and either disallowing them to cast votes or
deleting their votes, to voter registration that was tied to a different
location, to technical issues with the BV Vs leading their votes to
be disputed or discounted [94]. (We discuss these issues through
Sections 7, 8, and 9).

6.3 After election day: Results transmission,
counting, and reporting

After election day, the process of reporting results began,
including transmission, counting, and fraud detection.

Summarizing results at the polling station After polling
closed, poll workers counted all completed biometrically val-
idated ballots, and marked totals on a paper result sheet in-
cluding the number of votes, used ballots, and votes for each
candidate. During this process, several election observers and
candidate agents watched, and all signed the paper to indicate
the results sheet was accurate. Then, the poll worker took a
photo of the results sheet using the BVV, and additionally
entered the data from the results sheet into the voting app on
the BVV itself. Thus, there were three copies of the summary
data on the results sheet: the original paper copy, a photograph
of the paper copy, and manually entered text in the BVV appli-
cation. These three copies were necessary because “there had

been chances that this [results] form would be manipulated
in transit. Capturing the result information digitally on the
polling station would enable us to detect fraud” (P2).

Transmission of results and voter biometric data After
poll workers had tallied results and triplicated the data, the
BVYV devices, equipped with SIM cards, were supposed to
transmit both biometric and result data using the cell network.
Paper ballots and physical BVV devices were transported to
provincial offices and on to Kabul.

Reality: Some BVVs were unable to transmit data due to a
lack of sufficient cellular connection. Additionally, the Taliban
threatened telecommunication companies not to allow their an-
tennas to be used on the election day [18]. Thus, instead, all BVV
devices were transported to provincial offices and then to Kabul
for data synchronization, though there were technical issues with
data transfer [10] which led to political disputes [91].

Checking for fraud at polling station, in transmission, and
amongst Kabul staff In order to account for manual error
in results tabulation as well as adversarial staff members
and poll workers or observers, there was a complex system
using multiplicative data entry and comparison. Recall that
poll workers and observers jointly produced three copies of
a results summary: on paper, a photo of the paper on the
BVYV, and manually entered data on the BVV. To check for
fraud at polling stations and in transmission, two randomly
assigned staff members first compared the photograph of the
results sheet and the data on the BVYV; if the two did not
match, a separate team corrected the digital file to match the
photo, and noted the operators and polling stations involved
(a process known as double-blind auditing). Separately, three
staff members entered results summary data from each paper
result sheet (in triplicate to account for manual errors and
detect fraud, both at the polling station and amongst the data
enterers). Finally, both sets of digital results summary files
were compared programmatically. Flags anywhere along this
process indicate that the polling station (and/or staff members)
must be separately audited through a recount.

Checking for duplicate voters and final vote count Par-
allel to the above was the deduplication of voters, carried
out by the vendor. After the biometric data from the BVVs
was transmitted to the servers, the vendor identified duplicate
voters based on fingerprints, face photographs, and voter IDs.
Following deduplication, IEC removed all the duplicate votes
in a special audit program (using the identifier in the form
of a QR code to match them) and recounted the remaining
votes. Finally, IEC announced the final result of the election
as 923,592 (50.64%) for Ashraf Ghani, and 720,841 for Ab-
dullah Abdullah (39.52%), with other candidates trailing [91].
Results were announced five months after the election, in stark
contrast to the IEC’s planned results timeline of 21 days [12].
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7 Support and violation of electoral goal 1:
Voter enfranchisement

Due to the gaps between the design of the BVV ecosystem,
and the implementation and reality on election day, we are
now poised to return to the three election goals from Sec-
tion 5 and discuss, in depth, the specific technical issues that
caused cascading security, privacy, safety, and election legiti-
macy issues. Throughout this section and the following two,
we explore precisely how and why the BVV ecosystem both
supported and violated the goals of voter enfranchisement
(here), anti-fraud (Section 8), and public trust in the elec-
toral system (Section 9). Our aim is not to judge whether
each goal was achieved—and indeed, our participants, elec-
toral experts themselves, often did not agree on high level
questions of success or failure. Instead, we argue that through
understanding the fechnical factors (including database, hard-
ware, software, and usability issues) that led to both support
and violation of the electoral goals, our results can help in-
form designers and implementers of future electoral systems.
We note no factual contradictions between participants, but
a healthy contrast in opinions about the support and viola-
tion of electoral goals, perhaps driven by participants’ diverse
professional backgrounds.

We begin with the electoral goal 1: Voter enfranchisement:
that everyone eligible to vote is able to cast a vote, that casting
a vote has no repercussions for their or others’ physical safety,
and that their vote, once cast, is properly counted.

7.1 Supported: Voter participation and safety

1,929,333 votes were successfully cast on election day
(86,226 later discounted as fraudulent) [14]. Although this
number is substantially lower than votes cast in prior elec-
tions, votes were cast, and some of the lower voter turnout
could have been to factors unrelated to the BVVs [94]. Four
participants felt the very presence of BV Vs increased voter
participation because it felt safer, e.g., P16, who said that the
use of BVVs “encouraged other areas ...and different popu-
lation groups to come and... vote for their president because
they were hearing that it was safe... because of technology.”

7.2 Violated: Some voters did not vote due to
misalignments with cultural values or con-
cerns about safety

There were multiple reports of people being unable to vote [7],
and some constituents declined to vote because they feared
for their physical safety. As discussed in Section 4, the Tal-
iban threatened to amputate voters’ fingers. In some instances,
voters believed that the data recorded by the BVV could be
traced back to them. P11 explained that “people were told
that if you participate in the election and register your bio-
metric identities, later the Taliban will access to the database

and identify your participation in the election and will cut
your fingers. This created a big fear among the public not to
participate in the election.”

Some women could not vote due to the biometric veri-
fication process—taking pictures of voters’ faces—did not
align with their family’s cultural values. P11 explained
that “in the conservative and male-dominant society like
Afghanistan, men didn’t allow their wives or daughters to
be photographed.” P13 added that “introducing biometrics
without having an adequate and proper awareness program
in a conservative society was a cultural shock for them.” Al-
though many Afghan women did vote, it is notable that this
technology precluded some from voting by design.

7.3 Violated: Some voters could not cast votes
due to technical issues with BVVs

Distinct from people who could have voted but did not are
those who tried to vote but could not due to technical issues.
In addition to the issues with BV Vs detailed here, inconsisten-
cies in the voter registry (Section 6.1) meant that some voters
were turned away, e.g., in P12’s location at least, “from every
three voters, two voters were not in the list, despite they all
registered and had valid voter stickers.”

Unauthoritative timestamps resulted in votes being
thrown out When voters cast votes, they were recorded, by
the BVV, with the BVV’s current timestamp, and any votes
recorded before or after the official election operating time
interval were supposed to be thrown out as fraud or potential
fraud, as per Afghanistan’s electoral laws [80]. However, re-
call that the time and date was set manually by central election
workers, and again by some field workers if necessary. Seven
participants mentioned that the manual process of setting the
date and time resulted in some BV Vs having timestamps with
the wrong month (P8), entirely incorrect years (P2), or mixed
up AM and PM (P2). P2 explained that as required by elec-
toral law, “those irregular voting were considered as fraud...
Some devices dates were setup wrongly in 2029, so we can’t
say that it is fraud but likely mistake of the person who con-
figured the device” (P2). P2 continued, explaining that “there
were about 112,000° voters affected by the device timing is-
sue” (P2). These votes were part of the set of disputed votes in
the post-election period; some were eventually counted [14].

Hardware design issues: power and climate Because “in
most of Afghanistan we didn’t have electricity” (P9), it was
critical that the BV Vs arrived with enough battery power to
last a full day of voting. Four participants, however, said that
devices sometimes arrived without charge at the polling cen-
ters. Despite devices being charged in Kabul before being
shipped to polling centers, “sometimes those machines, they

30fficial sources put the number of out-of-time votes at 102,012 [14].

USENIX Association

33rd USENIX Security Symposium 2055



charged it but they didn’t turn it off... [so] sometimes when
they opened it [at the polling centers], there was not enough
charge” (P9). Sometimes, the battery did not last the entire
day, and the devices were slow to charge: “The BVV’s bat-
tery couldn’t last a full day of continuous use, and while poll
workers used power banks, these also charged the device very
slowly” (P15). Complicating matters further, P18 recalled that
BVVs became substantially slower in the heat, problematic
given some provinces are extremely hot and lacked air con-
ditioning in polling stations. P18 estimated that each voter
took approximately three minutes in the extreme heat. At
three minutes per vote, in the 10 hour voting period (7am to
5pm), a maximum of 200 people would have been able to
vote. Because each polling station had a single BVYV, and one
polling station had 300 registered voters assigned to them,
one third of the registered voters would have been unable
to vote. Indeed, P18 said, “if all the voters had participated
in the elections, we would not have been able to collect the
votes in the schedule set by the Election Commission, and
election would turn to an uproar!” P18 attributed this slow
speed directly to “the excessive hotness.”

7.4 Violated: Usability issues led to poll work-
ers’ mistakes and uncounted votes

Usability issues plagued the BVVs, with poll workers at times
struggling to operate the devices due both to training and us-
ability, preventing potential votes. Training did not sufficiently
prepare poll workers to use the BVVs, as P12 observed: “the
biometric [poll] workers were not prepared and didn’t have
the enough knowledge to operate with the BVV devices.” In-
deed, nine participants discussed how insufficient training and
interface design left poll workers without clear procedures
in case of device malfunction. P18 said that “when several
BVV devices stopped working... we did not know what to
do... We asked the polling workers to put the memory of the
failed device in a new device and resume polling, which later
created a big challenge in data integrity.” Understandably,
poll workers who did this were trying to preserve the votes
already cast, but likely were unaware that if the SD card was
ever removed, a “security” feature of the BVV recorded this,
and all votes previously cast on that SD card would not be
counted. Corroborating this, P2 remarked, “there were quite a
number of biometric devices ... that displayed zero votes while
transferring data to the server;, however, there is evidence
that people have come and voted in that station.” We note that
a technical design which requires the hardware to be paired
and allows users to easily swap SD cards is a data integrity
violation, similar to issues from the US 2020 election [51].
These technical oversights not only jeopardized data in-
tegrity but were further exacerbated by device usability. Eight
participants described the usability of BVVs as complex. P11
noted “even trained, educated biometric operators struggled
with the biometric devices on election day due to the technol-

ogy’s complexity.” The insufficient information provided in
the training was compounded by some poll workers’ lack of
formal education. The United Nations (UN) estimated that
approximately 43% of Afghan adults were literate in 2018,
a substantial increase over a decade prior [100], with more
access to formal education and higher literacy rates in cities
such as Kabul, and less in rural areas (education was open
to all until 2021 [8]). Five participants mentioned this as an
issue. P11 stated, “The people in the villages were not edu-
cated enough to operate with the biometric device, so it was a
big challenge.” Also, P7 noted that “most biometric workers
in remote areas lacked sufficient education or learning skills,
and some were too old to grasp the biometric device.”

8 Support and violation of electoral goal 2:
Anti-fraud (only one vote per voter)

In tandem with the goal of every eligible voter being able
to cast a vote was the goal for every voter to cast only one
vote. Electoral fraud was rampant through Afghanistan’s prior
decades of elections, and the deterrence, detection, and pre-
vention of fraud was thus a paramount goal in the design of
the 2019 election.

8.1 Supported: Deterrence

Fifteen participants said the very existence of BVVs deterred
fraud, e.g., P10: “Afghan citizens knew that this biometric
system was put in place ... from that perspective, it was suc-
cessful ... [in] deterring people from trying to vote multiple
times.” Our data shows that BVV awarded fraud deterrence as
the extent of fraud compared to historical numbers of fraud-
ulent votes, e.g., ballot stuffing [42] in past elections, was
trivial. P5 noted, “In earlier elections, we have witnessed
agents from warlords and gangsters forcing polling staff to do
ballot stuffing in favor of their candidates, but BVV worked
as a deterrent for the warlords this time.”

8.2 Violated: Alleged duplicate votes

Although the BVV ecosystem did likely deter, prevent, and
detect fraud attempts, it also malfunctioned in ways that may
have allowed vote manipulation, though we cannot know the
extent.

The IEC mandated that voters register and vote with both
index fingers [59]. However, only valid fingers were regis-
tered, putting the onus on poll workers to ensure voters did not
enter a second vote with a different finger because “there was
no mechanism to deny registering the rest of fingers” (P17).
Voters may have been allowed to vote with multiple fingers
(and thus cast multiple votes) for multiple reasons, for exam-
ple, if poll workers were fatigued or simply did not notice
which finger the voter used, or if they were physically intimi-
dated or threatened, or if they misunderstood their role (recall
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from Section 6 that poll workers could manually override the
voter verification process). We thus reemphasize that the tech-
nical and user interface designs—through mismatches with
poll workers’ abilities and understanding of technology, as
well as with their intentions—may have allowed poll workers
outsized power over the election outcome.

It is also possible that poll workers could also intentionally
have enabled multiple votes. For example, P11 heard that
“some polling voters moved the biometric verification devices
to unknown places on the election day and have attempted to
register even their foot’s toes in order to print the barcode and
vote in the favor of their favorite candidate.” P3 explained that,
politically, poll workers were valuable, and “the candidates ...
tried to influence the polling staff who were supposed to work
with the biometric devices on the election day by any means
of force, threatening, and/or bribe.”

8.3 Supported: Detection of fraudulent votes
and vote manipulation

Through the parallel result audit process performed in Kabul
(Section 6) and the deduplication of voter biometric data
done by the vendor, thousands of votes were marked as suspi-
cious (indicating vote manipulation by staff or in transit), and
86,226 determined, by the vendor, to be duplicate votes [94].
Both are design features of the BV Vs: recall from Section 6
that the audit in Kabul was done through triplicate reporting
of results (on paper, as a photo on the BVYV, and as man-
ually entered data on the BVV). As the deduplication of
voter biometric data was also reliant on the BVV device and
broader systems, we would be remiss to not discuss the de-
tails of biometric deduplication. P10 points out that biometric
comparison involves setting a somewhat arbitrary (and likely
unbiased) threshold for similarity that determines the num-
ber of duplicate fingerprints in the dataset: “we have no way
to fine-tune the system because the fingerprint is divorced
from the identity of voters, so we can’t go back and find out
that our system really detected duplicates or did it just de-
tect people with similar fingerprints.” The breakdown of the
votes invalidated by the vendor is reported as follow: 5,822
votes for having duplicate fingerprints, 47,527 for duplicate
faces, 37,006 for duplicate voter numbers, and 5,141 for being
uploaded twice, for a total of 86,226 duplicate votes being
invalidated (numbers add up to more than 86,226 because
9,270 duplicates matched “multiple criteria”) [3].

9 Support and violation of electoral goal 3: In-
crease public trust in the electoral system

Finally, we address the third overarching electoral goal: in-
creasing public trust in the electoral system itself. Without
public trust in the electoral system, the results of the election—
and the new political leaders—may not be accepted [69].

We find that public trust was both supported and violated
by technical design and implementation of the BVVs. We also
find that the support and violation of other electoral goals—
voter enfranchisement and anti-fraud measures—affected pub-
lic trust: 13 participants expressed that experiences and stories
of voter disenfranchisement decreased public trust.

9.1 Violated: Lack of public understanding
about technical properties

Misinformation about the technical capabilities and
(non)guarantees of the BVVs was widespread. Some
participants attributed the public’s misunderstanding to
Afghan officials: P14 said that the “IEC didn’t have enough
public awareness programs about the technology and how
technology can commit transparency in the election... If you
don’t have enough knowledge about something you can’t
trust it.”

9.2 Violated: Political instability fueled by slow
data transmission

Substantial design and implementation issues slowed the
transmission of data from BVV devices to servers, con-
tributing to a period of political instability during which the
two main candidates argued about who had won, before re-
sults were official. Preliminary results were promised in 21
days [87], but it actually took five months [86]. Here, we
explore technical issues that contributed to these slow results.

Disputed votes caused by technical issues with BVVs  One
of the main issues during this period of political instability
was the number of disputed votes, publicly reported as ap-
proximately 300,000 [94]. Some were cast at the wrong time,
or even the wrong date (in the past or future), as discussed
in Section 7.3. Others were from polling stations that had a
suspiciously high discrepancy between votes cast and voter
biometric data collected (should be 0 difference; a very small
difference did not trigger a recount) [66].

While recounts on certain polling stations were conducted,
the debate around whether to count suspicious votes contin-
ued. Significantly, many more of these votes were from the
rural districts [66]. While we absolutely cannot speculate
about the legitimacy of these votes, we observe the following:
all BVVs were configured centrally (Figure 1(b)), including
the time and date, but this was a manual process and some
were likely misconfigured due to human error. We speculate
that batteries in some devices draining on their way to the
polling stations (either due to faulty batteries or not being
turned off) resulted in a loss of setting, and that poll workers
in the field had to reset the time and date for the devices that
arrived without the proper time and date.
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Poll workers did not promptly tabulate and send results
Some poll workers did not follow the prescribed procedures
to digitally enter votes and send results to the headquarters
using BVV devices after polling concluded. P3 recalled a poll
worker who “did not take the photograph of the result form
following the polling process as they were supposed to, which
created a big technical challenge in the transmission of data.”
Participants mostly attributed this misuse to poor training and
insufficient usability—a mismatch with the digital literacy
skills of the workers. P14 recalled that, for some, this caused
“two hours of delay to configure and test the device.” These
issues echo problems that led to political disputes due to the
improperly collected votes and voter data—that is, the BVVs
did not match poll workers’ technical experience.

The BVVs required connectivity that was not available
in many rural polling centers In order to meet election
timelines [87], the BVVs were designed to transmit results
utilizing the cellular infrastructure. However, internet did not
exist in many of the rural provinces to cover the polling cen-
ters. Indeed, 14 interviewees said that the BVV required in-
frastructure (e.g., cellular, electrical, internet) was not present.

P14 stated that “the technology was not compatible with
the local conditions of Afghanistan.... Many polling centers
didn’t have internet coverage in [the province of] Panjshir,
so it created a challenge to transmit data over the internet
on time from the polling centers.” Additionally, internet and
cellular connectivity are dependent on electrical infrastructure.
P16 explained: “some of the challenges that we faced was just
giving them enough fuel to run their generators to run their
electricity so that they can have the free flowing internet to
have communication equipment.”

9.3 Supported: Improvement over the past

While the BVV ecosystem was certainly flawed, as discussed
in other sections, 16 participants actually considered it, on
the whole, a major step forward—especially with regards to
reducing the electoral fraud that plagued prior elections. P6
observed that the 2019 election presented “a lot of challenges
but compared to the 2014 presidential election, there was a
big improvement in terms of technology.” P17 also generally
observed that, in their opinion, “technology is particularly
important in improving the election transparency.”

10 Underlying causes for malfunctions of the
BVYV ecosystem

Through the preceding discussions of support and violation
for the overarching electoral goals (voter enfranchisement,
anti-fraud, public trust), we have explored a variety of tech-
nical functionality, database, and usability issues. However,

our expert participants went beyond specific technical mal-
functions and mismatches, discussing the influence of non-
technical administrative processes and roles on the selection,
design, and implementation of the BVV ecosystem. Through
this section, we identify how bureaucratic decisions that may
seem non-technical can lead to design decisions and technical
implications that have devastating consequences for security,
privacy, safety, and election legitimacy. P17 explained: “No
doubt that the technology is particularly important in improv-
ing the election process, the selection of technology is more
critical. Wrong selection of technology without considera-
tion of the societal and political factors of a country may
Jjeopardize the entire process.”

Politicians and decision-makers were not well-informed
about biometric and electoral technology Participants ex-
pressed that the election leadership were not always able to
make informed decisions because they lacked foundational
technical knowledge and appropriate technical counseling. P7
described that “they thought that technology can make magic
and can miraculously solve all the problems.” In a particularly
egregious example, P10 recalled a meeting with an official
who thought the BVV would know who they intended to vote
for: “he said, ‘go to the thing, and you put your fingerprint
on it, and the machine will already know how to vote’... in his
mind he jumbled together biometrics and electronic voting
and mind-reading, all of those system that somehow did magic
for him.” More generally, P9 explained that “they thought if
we look at the other countries, if we use technology in the
election, maybe it will increase transparency and it will in-
crease the speed of tally, votes and everything. But they have
overlooked a few things in Afghanistan.”

The power imbalance between the vendor and the IEC
regarding control of data Seven participants expressed
that the vendor had too much power over electoral data, and
the Afghan agency deploying the system (the IEC) had too
little power (though we note that some of our participants are
former IEC employees, and none represent the vendor). This
control was not limited to the development of the software
and hardware and deduplication of voters—P6 described that
the vendor was also responsible for “the configuration of the
server [and had] access [to the] data.” P6 pointed out that
this control was “a ... national security issue because the elec-
tion of a country was being managed by a company outside
of the country.” Control of electoral data being outside the
country could either benefit or harm the security of the data,
depending on the adversarial actors; P6 was “not comfortable
... that a technology vendor, a commercial company has so
much influence over the election technology.” Compound-
ing these issues was limited communication with the vendor
during the actual election period: “the company agreed to
provide 24 hours service seven days a week” (P15) but “IEC
and [the vendor] were communicating effectively with each
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other through emails only three days a week due to time and
calendar differences between Afghanistan and [Europe]. If a
technical problem would have arisen on Thursday, IEC had
to wait four days until Monday to get a response...” (P4).

The lack of a consistent and pervasive national census
obstructed the design of the electoral system Five partici-
pants explained how the absence of a national census inhibited
the design and implementation of the BVV ecosystem. P8
said: “if we want to change the election, we need to have an
infrastructure in place, clear statistics, clear census in the
country, without a clear census we can’t have elections in
Afghanistan.” They went on to explain that one of the chal-
lenges in conducting such a census was political in nature,
rather than purely logistical: “the reason that we don’t have
census because there is a political aspect to it as well, be-
cause over the years many ethnic groups tried to have these
narrative of majority, minority things ... so if we have a clear
census that might change their narrative.”

Vendor selection was influenced by politics Nine partici-
pants said that political parties had an inappropriate role in
the selection of the vendor. P2 described that rather than a bid-
ding process with multiple vendors,“the choice of the vendor
was initially proposed in a meeting during 2018 by Central
Statistics Office and political parties seemed to agree with it.”
The incumbent “supported this idea” because the person sug-
gesting it “was from a trusted circle of the president” (P17).
P12 described the process as corruption: “fechnology could
work better if the corruption in the government was not a
big issue. The president selected a company to implement
biometric technology in Afghanistan that had no working
background in the election area.” While there may have been
reasons “due to shortage of timing [they] opted to go with
the same vendor in 2019” (P2), P7 felt that the vendor was
selected without sufficient research, as an abuse of power:
“They have misused their power to impose the technology on
IEC without researching it from all aspects.” P8, P15, and
P18 also said that the vendor was insufficiently familiar with
both Afghanistan and electoral technology.

The limited timeframe to implement and deploy BVVs
allowed bugs, design misconfigurations, and procedural
errors to go unnoticed Ten participants discussed how the
short amount of time between the 2018 and 2019 elections pre-
cluded thorough testing of the technology itself. P17 said “the
devices and the rest of the system arrived [from the vendor]
exactly 28 days before the [2019] election.” P17 continued,
explaining how the short timeline led to usability issues that
eventually violated electoral goals: “We did not even have
enough time to train staff to configure and prepare the devices
to dispatch them to the provinces” (P17). P15 estimated that
six months would be appropriate for a testing period (rather

than the 28 days that the IEC had with the updated devices):
“I'wouldn’t say it was fault of the IEC because I've seen a pro-
cess of testing, auditing and certification. It takes at least six
months. The commission didn’t have this six months” (P15).

11 Discussion and conclusion

Our findings show computer systems, database, and usabil-
ity issues that marred the 2019 Afghan election, driven in
part by administrative, political, and bureaucratic issues. Still,
there was no consensus among our participants on whether
the election was a “success” or “failure,” or even whether
the addition of the biometric technology was a “success” or
“failure.” Although our research uncovered flaws that disen-
franchised voters and, to a lesser extent, allowed fraud and
decreased public trust in the democratic system itself (Sec-
tions 7- 9), some participants felt there was a sense of good
enough for now, given the history of extensive fraud.

While our research provides unique and broad visibility
into the procedures and practices of adopting new election
technology, we cannot say whether the integration of the bio-
metric voter verification technology in the 2019 Afghan elec-
tion was indeed “good enough for now” or “successful.” In-
stead, we hope our research can provide a foundation for
future conversations before a new election technology is
adopted. It is unlikely that Afghanistan will hold elections
while the Taliban are in power [74, 84], and thus the most di-
rect application for our recommendations—for usable, trusted,
safe, and secure elections in Afghanistan—is currently irrel-
evant, and so we cannot speculate about the context during
Afghanistan’s next election. However, biometric technologies
are being increasingly adopted in electoral systems [5] and so
it is important to understand how, why, and whether such a
technology can be appropriate for any given country’s demo-
cratic processes. Here, we offer high level recommendations
to practitioners and designers of elections. These lessons echo
general best practices, but, to use P9’s words, it is absolutely
critical to not “overlook a few things.” That is, practitioners
should draw lessons from our work based on the cultural,
religious, environmental, historical, infrastructure, technical,
political, societal, and adversarial characteristics that their
country shares with Afghanistan:

* Plan ahead: It is important to ensure enough time for test-
ing, evaluation, and modification of technology, as well as
for training workers and physically deploying the technol-
ogy. Election workers in Afghanistan had less than one
month to deploy the technology, and the usability mismatch
between some poll workers and the BVV technology sug-
gests that training was insufficient (although we strongly
recommend designing first to minimize usability gaps, and
second to then fill those gaps with suitable training, aligning
with human-centered design principles [29,41,77]). Our
data also reveals other issues that might have been revealed
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with more thorough time for evaluation cycles. Because
testing, especially in situ, is certainly not an easy task, nor
is it always possible, given that delaying an election is often
not possible, we particularly emphasize its importance and
the potential that sufficient time to test, certify, evaluate,
modify, deploy, and integrate technology has to positively
impact the credibility and integrity of an election.

* Have full visibility and be cognizant of biases: Our re-
search demonstrates the impact limited technical knowledge
has on the ability of decision makers to make informed
decisions, e.g., the belief in Afghanistan that technology
will create a trustworthy and trusted election, the IEC’s
forced reliance on the vendor for technical support, etc.
It is important to have full visibility, understanding, and
awareness. For example, it may benefit decision makers to
have access to the underlying code, understand the abstract
details of its functionality, be aware of any vulnerabilities
and consequences that technology may have. Fulfilling this
recommendation may be extraordinarily difficult given the
limitations of human expertise and technical resources, but
a decision-making team that holds the appropriate techni-
cal, legal, political, and sociological knowledge is critical to
making both high and low level electoral technology design
decisions. When decision makers don’t have such expertise,
we encourage hiring third party experts as guides, as well as
independent testing and certification. Additionally, while it
is impossible to be completely apolitical, decision-makers
must be aware of their own biases, define goals ahead of
time, and select the best technology for those goals [70].

* Consider the context: Our research demonstrates the im-
pact of designers not fully accounting for the local deploy-
ment context. Consequently, it is important to understand
and anticipate the specific challenges, cultural values, in-
frastructural limitations, and user educational level and ex-
pectations prior to deploying election technology. Our data
shows numerous misalignments with local context, from
the very use of facial biometrics disenfranchising some
women, to the expectation that the BVVs would use the cell
network to transmit data when there was no cell network
present at some polling stations. While other work in this
field has explored the importance of local context on the
adoption and use of technology [31], our work additionally
shows how it can be rife with tensions: for example, the
very use of biometrics enfranchised some voters and dis-
enfranchised others. We recommend, thus, that designers
deeply understand the complexities of local cultural, envi-
ronmental, social, political, and infrastructure context, and
minimize tensions through design. Some tensions may be
impossible to resolve fully through design, and hence it
may be helpful to use ethics modeling to comprehensively
surface and then navigate those tensions [70].

These recommendations apply to everyone working on an

election—but we observe that they are most important for
decision-makers with the power to affect vendor selection, to
allow sufficient time for design, implementation, and deploy-
ment, and to gather complete contextual information. Having
sufficient time, visibility, and context are important not only
for a trustworthy election but also for a trusted election.

Accordingly, once irreversible decisions are made, practi-
tioners with less power over electoral design may find them-
selves working in suboptimal conditions, yet may still be
able to both adhere to the above recommendations, and make
further decisions within their purview. For example, a devel-
oper or manager with subject matter expertise may learn that
designs do not adhere to cryptographic best practices, and
should be able to affect change through the proper channels.

We strongly encourage practitioners to systematically con-
sider how the application of certain design decisions at scale,
within the threat model of an election, and within the specific
local context affect the security properties of the “general
case” of any given design decision. We include the following
topics as starter conversations, inspired by speculative con-
versations within our research team during this work: linking
biometric data to votes with sufficient theoretical and practi-
cal anonymity guarantees given the adversaries and size of
the dataset; resiliency to network failure, disruption, and non-
existence; supply chain control and hardware security; poll
worker training, manual labor, and repetitive processes as a
source of potential error or insecurity.

Epilogue We conclude this paper with the aftermath of the
2019 election. By August 2021, following the U.S. military’s
exit after 20 years of presence in Afghanistan, the government
collapsed and the Taliban took over Kabul [72], which con-
sequently resulted in the dissolution of the IEC and its entire
framework [84]. We cannot know what would have happened
if the technology in the 2019 election had fully supported the
electoral goals. Yet, achieving these goals might have paved
the way for a different trajectory for the Afghan society.
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A Appendix — Consent information sent to par-
ticipants before interview

We are academic researchers in security and privacy from the United
States of America that want to understand the role of technology
in the Afghan election system. We are not working for any gov-
ernment entities. Specifically, we want to understand where tech-
nology proved useful and where it fell short during the elections in
Afghanistan. We want to understand the technology needs of election
systems. Our goal is to present these technology-related needs to
our community. This enables our community to work on providing
better technological solutions for elections. Information about the
research project/study:
e Our ultimate purpose is to develop better technical tools and
communication mechanisms for elections.
* This is a research project conducted at the [Institution & PIJ.
* Activities and procedures to be followed:

— Duration: Around one hour (an interview in English or Pashto
about technologies used in the Afghan elections)

— Audio recorded interview: YES or NO (it’s your choice)

— Recording the interview is OPTIONAL and you can ask us
at any time to stop the recording. If you desire, your entire
recording will be deleted at that point.

— Name and specific personally identifiable information will not
be recorded.

— Recording the interview will allow us to focus only on talking
with you, and having your exact words will greatly increase the
quality of the data (recordings will not be shared outside the
research group).

— Recording will be hosted on the infrastructure of the [Institution
name]. Access will be restricted to the research team and the
recordings will be password protected.

— Only the researchers that are part of this study will transcribe
the interviews.

— To mitigate future risks, your identifiable information will not
be used or distributed for future research studies even if your
identifiable information is removed.

— It is possible, however, with internet communications, that
through intent or accident someone other than the intended
recipient may see your response.

— In case you want to withdraw from the interview, your recording
and the corresponding interview notes will be removed from
our records.

* Publications will NOT include personally identifiable info.

* We will give you the option to review a draft of our research paper
before it is published. Though we will remove all information
we see as identifying, you may ask us to remove any additional
information you feel may identify you.

 This study is voluntary: You have the option to refuse to answer
any question. You have no obligation to participate and you may
discontinue your involvement at any time.

¢ Although participation may not benefit you directly in the first
instance, the information obtained from the study will help us
gain a better understanding of how to develop better security and
privacy solutions for election systems.

* Even though personally identifiable information will be removed,
information about protests may be considered sensitive and, if this
information is released and tied back to an individual, it could dam-
age that individual’s financial standing, employability, reputation,
or cause social stigmatization or discrimination.

Participation in this effort indicates your willingness to take
part in this study and that you are at least 18 years old. Should
you have any questions about this project or your participation in
it you may ask [PI name] [Institutional email]. If you have any
questions about your rights as a research participant, you may
call the Human Research Protection Program at [phone #] or [email].

Audio recording: YES NO

B Appendix - Interview protocol

Our semi-structured interviews varied slightly based on each partici-
pant’s background. While all participants were asked questions in
line with their expertise, participants with a comprehensive back-
ground of IT were queried more extensively to get more technical
details. The interview protocol was influenced significantly by [31].
Consent Process:

* Introduction to researchers and research objectives.

* Oral overview of the consent form, covering:
Expected interview duration.

Voluntary nature of interview recording.

— Ask to stop the recording at any point.

— Assurances of anonymity and data protection.
* Any question, before we start the interview?

Preliminary Remarks (Post-Consent):

* Remind participant on maintaining their anonymity and confiden-
tiality to share any stories freely with us.

* Confirm with participant to start the interview.

Interview Sections and Questions: Our question were structured
into specific sections to comprehensively cover various aspects of
electoral technologies. Each section was designed to include ques-
tions addressing security and privacy, and we encouraged participants
to share their personal experiences and stories. Depending on their re-
sponses, we further explored each subsequent section. We also tried
to skip some sections if participants didn’t have any information on
that or preferred not to answer.
Experience and Challenges:
¢ Which elections did you participate/have role in?
* What technologies did you experience during the 2019 election?
* How did you see technology being used during the election?
* What was your perspectives on adoption of biometrics technol-
ogy in the 2019 election?
* What did you see as the challenges/benefits of technologies in
2019 Afghan election?

Perceived Political Influence:

* 2019 Afghan election had a lot of political tension, how, in your
opinion, did the technology used in the 2019 election impact the
political tension?

* Do you have any story that politics influenced selection or use
of technology in the election 2019 to share with us?

* What impact, in your opinion, can political parties have influence
on the improvement/impediment of electoral technology?

* If you could change the election process, how would you?
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Societal and Administrative Impact:

* How did you see influence of non-technical staff, officials, stake-
holders, observers in selection or use of technology?

* What organizations impacted the selection of technology?

* How did you see sharing information about election technologies
with public during the 2019 election?

* What technology did you use to receive public information con-

cerning the elections and its technologies?

If social media was used, what type of information were posted

about technology and infrastructure?

* How did you see the influence of social media on the election
process and its technologies?

Relation to Training:

* Did you receive any training for using technology in the election?

* If yes, how did you use that training in the 2019 election? Was
the training helpful or unhelpful? Why?

Trust Factors:

* What technologies are you aware of that were used in the Afghan
elections prior to 20197

* Did you see any improvement in the 2019 technical electoral
systems in compare to technologies used in the past?

* Did you trust or distrust technology used in the election? Why?

* Did people trust the electoral technologies?

* Did technology improve credibility of the 2019 election?

* How can technology improve the credibility of future Afghan
elections?

Voter Registration:

* What do you know about voter registration and voter lists?

* What technology were used in the voter registration? Was it
effective? Why?

* What security approaches were in place to protect voter’s data
against manipulation?

Biometric Voter Verification:

* What brand, type, and model of biometric voter verification de-
vices were used in the 2019 election?

* What hardware technology was used on the server-side?

* How the data were transferred from BVV devices to the Server?

* How does IEC check the integrity of data among BVV devices
and the server while transferring the data?

* What procs were used to securely transfer the data to the server?

* How is the data stored on the BVV device and the server? What
format? what type? Was it encrypted? What was the overall size?
Who accessed the data?

* What security mechanisms were adopted to protect the voters’
biometric data?

* How did the deduplication work?

Result Tabulation and Audit:

* What was the process to tabulate the result during the 2019
election (With all technical and security details)?

* What technologies are used during the result tabulation?

* How did you eval. the result tabulation process in the election?

* Were you involved in the audit process during the 2019 election?
If yes, what IT systems were involved during the audit process?
How did you see the process?

Result Transmission and Reporting:
* What data and how transmitted from the polling centers/stations
particularly from places with no internet coverage?

* Who was permitted to transmit the data? How was the data
received in the server side? What security factor was involved
during transmission?

* What was the process for reporting results?

* What security procedures were leveraged to avoid data manipu-
lations by attackers after the data was posted on the website?

Advanced Technical:

e What IT infrastructures were used in the headquarter and
provinces in the 2019 election to deploy BVV?

* What election-related data do you define as confidential?

* What procedure did the IEC use to keep the confidential sys-
tems/data safe and secure?

* What backup mechan. does the IEC pactice to prevent data loss?

Security and Privacy:

* Have you noticed any fraudulent cases during the 2019 election?

* How did technology help in dtection/prevention of fraud?

 Did technology create any threat for your your colleagues during
the 2019 election?

* What cybersecurity threats remained potential in 2019 election?
Do you have any story about a cyber-attack that you would like
to share with us?

* What security procedures/equipment were in place to prevent
cyber or physical attacks on the infrastructure level?

¢ What was the influence of military groups against the
Afghanistan gov. on the IT infrastructure in the 2019 election?

Conclusion:

* Is there anything else that you would like to add to this interview?

¢ Do you have any question for us?

* Could you refer us to other individuals who had a role in the
election that may be interested in an interview?

C Appendix — BVV Ecosystem
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