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Abstract
Many organizations are concerned about being attacked by
phishing emails and buy Simulated Phishing Campaigns
(SPC) to measure and reduce their employees’ susceptibility
to these attacks. Whilst some prior studies reported reduced
click rates after SPCs, others have raised concerns that it may
have undesirable side effects: causing some employees stress,
and/or reducing their self-efficacy. This would be counter-
productive, since stress and self-efficacy play a key role in
learning and behavior change. We report the first study in
which stress and self-efficacy were measured with n = 408
employees immediately after they clicked on or reported a
simulated phishing email they received as part of an SPC in
a large organization. To obtain richer data how employees
experienced the SPC, we conducted semi-structured inter-
views with n = 21 employees. We find that participants who
clicked on and reported simulated phishing emails generally
perceived SPCs as positive and effective, even though recent
research casts doubt on this effectiveness. We further find
that participants who clicked on simulated phishing emails
had significantly higher stress levels and significantly lower
phishing self-efficacy than participants who reported them.
We further discuss the impact of our findings and conclude
that the effect of SPCs on the perceived stress of employees
is an important relationship that needs to be investigated in
future studies.

1 Introduction

Phishing is still a prominent threat in the corporate con-
text [76]. Companies are interested in reducing the risk of
falling victim to phishing attacks, so billions of dollars are
spent every year by companies on security awareness mea-
sures with the aim of countering risk and meeting security
regulations [26]. One of the most propagated countermeasures
of the industry are so-called simulated phishing campaigns
(SPC). Phishing emails are sent to the company’s own em-
ployees on behalf of the company in order to measure the

employees’ ability to recognize phishing emails and to sensi-
tize and train employees. In most cases, a phishing training
is embedded for those who fall for the phishing simulation
to improve their phishing detection. However, according to
recent findings, embedded training as part of SPCs is not ef-
fective [44]. Still, there has been no empirical evaluation of
how employees who click on or report simulated phishing
emails perceive those campaigns, how this affects their self-
efficacy, and how it affects their perceived stress. It has been
shown that stress in the workplace has a negative impact on
employee performance and their well-being [24,32,52,79,85],
and that, overall, "daily stressors" can have similar negative
effects [29]. These stressors, even if moderate, can accumu-
late over time and induce many negative effects on physical
and mental health [9, 58, 82]. Furthermore, it has been shown
that employees’ self-efficacy in executing a security-relevant
task is essential for successful secure behavior [21,22]. Since
the experience of "failing" can induce stress [39], it can be
assumed that the experience of failing to successfully recog-
nize a simulated phishing email (by clicking on it) can also
induce stress. Additionally, since the experience of failure
can reduce perceived self-efficacy [71], we hypothesize that
failing to recognize a simulated phishing email negatively
affects self-efficacy.

It is therefore crucial to investigate SPCs not only based on
click rates and performance results but also to consider the
individual perspective of employees who click on or report
simulated phishing emails, as well as their perceived stress
and self-efficacy. We focus on the following questions:

RQ1: How do employees who interact with simulated phishing
emails (click on, or report them) perceive simulated
phishing campaigns?

RQ2: Do employees who click on a simulated phishing email
report different levels of stress from those who report it?

RQ3: Do employees who click on simulated phishing emails
assess their self-efficacy in dealing with future phishing
emails differently from those who report them?
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Regarding RQ2 and RQ3, we generated two hypotheses
for the statistical analysis: (H1) Employees that clicked on
the simulated phishing email rate higher stress levels than em-
ployees that reported the email; (H2) Employees that clicked
on the simulated phishing email rate lower self-efficacy levels
than employees that reported the email.

Methodology and Findings We cooperated with a large-
scale manufacturing company employing over 16,000 em-
ployees. As part of an SPC, we embedded a questionnaire
and specifically recruited those employees who either clicked
on (4,520) or reported (3,034) the simulated phishing email.
Our final sample consisted of 408 employees, 5,4% of the
total of employees who either clicked or reported. We fur-
ther recruited 21 employees for qualitative interviews. We
wanted to gain a better understanding of participants’ per-
ceived stress, self-efficacy, and perception of the campaign.
We found that participants who fell for the simulated phish-
ing email reported higher levels of stress and lower levels
of phishing self-efficacy. Furthermore, the campaign was
perceived as effective by most participants, although various
negative emotions related to the campaign were reported.

Contribution (I) We are the first to investigate the effects
on stress and self-efficacy in the context of SPCs. (II) Fur-
thermore, we contribute to the thin literature on the effects
of SPCs by investigating the perception of participants who
clicked on a phishing email and those who successfully re-
ported one. (III) Finally, we discuss our results, present
recommendations for industry, and highlight open challenges
for researchers.

2 Related Work & Background

Here we describe previous research on SPCs (2.1), stress and
emotions (2.2), and self-efficacy (2.3).

2.1 Simulated Phishing Campaigns
Simulated phishing campaigns are a common industry prac-
tice [26, 44]. During these SPCs, organizations send employ-
ees simulated, authorized phishing emails for the purpose of
evaluating or improving employees’ detection ability via em-
bedded training or awareness information [62]. Even though
previous studies suggest the effectiveness of SPCs in reducing
click rates [42, 43, 80], other studies show that these cam-
paigns have no positive effect [15, 28]. Adding to this, Lain
et al. [44] conducted a large-scale and long-term study in an
organization and found that embedded training was not effec-
tive in making employees more resilient to phishing. On the
contrary, it made employees more susceptible. Additionally,
they reported negative side effects like a false sense of secu-
rity. Some researchers further hypothesize negative effects

on trust relationships of employees and organizations, and
question the meaningfulness of click rates as an IT security
measurement [78]. The effort and cost of running SPCs may
also be much higher than organizations think [13], contra-
dicting the idea of these campaigns being cheap and effective
solutions to improve IT security.

2.2 Stress and Emotions

Stress arises, according to Lazarus’ and Folkman’s transac-
tional model [46], when a situation is evaluated as a danger to
one’s well-being and makes excessive demands on one’s re-
sources. This creates an imbalance between external demands
and one’s own coping strategies [27]. The results are cogni-
tive, emotional, behavioral, and physiological responses [17].
When this imbalance occurs in a work-related environment,
we speak of work stress [23]. The list of work stress causes is
long and includes role ambiguity, lack of resources, workload,
and unsound organizational policies [14]. Consequences of
work stress can be the detriment of the well-being of em-
ployees, with cognitive, behavioral, emotional, and physical
consequences [14], and the decline in their job performance
[87]. Regarding the severity of the perceived stress, even
moderate stress can have negative consequences, especially
over time [9, 58, 82], and "daily stress" can lead to additive,
independent effects on physical and mental health [29, 82].

When it comes to learning and memory, an integral part
of training in general, stress can have different influences:
For one, stress before or during learning can block the re-
trieval of memories [69, 84]. Although there is evidence that
stress before learning improves memory formation [33], this
seems to be mostly the case with emotionally arousing, spe-
cially negative, memory elements, and at the cost of neutral
elements [83]. When stress is induced during learning, the
formation of both neutral and emotional memory elements
seems to be impaired [70]. Similarly, stress seems to impair
the updating of memories with new information, leading to
an inflexible, routine-like behavior [77]. Regarding IT secu-
rity, the term "information security stress" (ISS) describes the
stress that results from enhanced security requirements [47],
which can lead to employee violation of information security
policies [1,18]. This violation behavior can also be reinforced
by feelings of frustration [20]. Furthermore, findings suggest
a relation between high email load, stress and susceptibility
to phishing emails [65], and a relation between high work-
load and the likelihood of employees clicking on a phishing
link [38]. A low level of job stress is also associated with
higher levels of information security awareness [54]. When
it comes to emotions, findings show that positive emotions
positively influence protection-motivated behaviors [88], and
negative emotions are frequently viewed as detrimental to
motivation, performance and learning [64] In the last decades,
work stress has increased rapidly [24, 61], and with this, the
amount of absenteeism and sick leave caused by stress-related
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illnesses [24, 79, 85]. The outcome of this are great losses of
productivity and high healthcare costs [32, 52, 85].

2.3 Self-Efficacy

The concept of self-efficacy, first explored by Bandura [3, 7],
defines a person’s belief in their capability to successfully
perform a particular task. This perceived subjective belief can
have a variety of effects on cognition and affect [6] and is pos-
itively related to the implementation of behavioral change [5].
This means that, in a work context, employees are more likely
to try a new behavior if they believe that they can perform
it successfully [67]. The creation and development of self-
efficacy beliefs can have different sources: Mastery Experi-
ence (experiences of success), Vicarious Experience (seeing
others perform successfully), Verbal Persuasion (giving feed-
back and encouragement), and Affective State (the influence
of physiological and emotional situations on the estimation
of the own capacities) [4]. One of these states, stress, can
negatively influence self-efficacy [48, 74], while the increase
of self-efficacy itself can act as a buffer against the negative
impact of stress [51, 68]. Additionally, the experience of
failure can reduce individuals’ self-efficacy [71]. Regarding
IT security, an ENISA meta-review of 2019 identified self-
efficacy as the only human characteristic that could be linked
to "correct" cyber security behaviors [22]. Self-efficacy also
shows positive effects on threat avoidance behavior [2], pre-
ventive behavior [59, 63], on the likelihood of performing
phishing attack prevention behavior [21], and on securing
smart homes [12]. Furthermore, the development of self-
efficacy has positive effects on learning [36] and help-seeking
behavior [10]. When it comes to the effects of SPCs on self-
efficacy, it has been hypothesized that these campaigns reduce
self-efficacy by giving employees negative, unsuccessful ex-
periences when falling for a phishing email [78].

2.4 Research Gap

To the best of our knowledge, no previous studies have investi-
gated the effect of SPCs on perceived stress or self-efficacy of
employees who click on or report simulated phishing emails.
Lastly, although one study found side effects of an SPC on
the sense of security of employees [44], no other research has
specifically examined the general perception that employees
who interact with simulated phishing emails (by clicking on
or reporting) have about SPCs.

3 Methodology

Here we describe the context of the organization and the SPC
3.1, the recruitment process and data collection procedure
3.2, and how the questionnaire and the interview guide were
created 3.3. Lastly, the analysis of the data 3.4, limitations

3.5, as well as ethics and data privacy 3.6 are discussed. An
overview of the study procedure is presented in Figure 1.

3.1 Organization and SPC
The data collection for the study took place in a manufacturing
company headquartered in a German-speaking country but
employing more than 16,000 employees globally. We specifi-
cally collected data from employees who clicked on (4,520
in total) or reported (3,034 in total) the simulated phishing
email. Our final sample consisted of 408 employees, 5,4%
of the 7,554 employees who either clicked on or reported
the simulated phishing email. The company executives and
security specialists had decided to run an SPC as part of their
security awareness measures. One researcher (R3) was in-
volved in the organization and acted as a pivot point between
the company and the research team. This researcher collected
the data for our study after receiving approval from the com-
pany leaders, security experts, and the work council. The
platform for the SPC was provided by an external security-
awareness-training company. The campaign itself consisted
of three different simulated phishing emails, of which every
employee received one randomly. The emails were sent out
globally to over 16,000 employees in January of 2023 over
the course of three days. All three emails were in English
and contained spelling mistakes in the sender’s address, two
of which were intended to look like coming from the com-
pany and one from Microsoft Support. When an employee
clicked on the link in the email, a page was shown in which
the phishing simulation was revealed and a short training was
displayed. The employees could report the phishing email
by clicking on the "Report Phishing" button that was recently
implemented in the company. This button is an add-on for the
Outlook email client which creates a one-click solution for
users to report emails. After clicking on the button the email
is sent to a tool where software and humans define the emails
as clean, spam, or threat. Other ways of reporting the email
(e.g. informing the security team) were not counted in our
study. The campaign was not announced beforehand by the
company.

3.2 Recruitment and Procedure
We specifically recruited employees who clicked on (4,520 in
total) or reported (3,034 in total) the simulated phishing email.
For the questionnaire, participants were recruited directly
after either clicking on the link in the email or reporting the
email. Employees who clicked on the link of the simulated
phishing email were shown a message on the subsequent
web page that invited them to give feedback about how the
campaign affected them, as well as a link to the questionnaire.
Due to technical restrictions, a direct email response to the
employees who reported the email was not possible. Instead,
a pop-up window was implemented that appeared once the
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phishing email was reported via the "Report Phishing" button.
The pop-up window contained a congratulations message for
successfully reporting the email as well as the same invitation
to fill out the questionnaire to give feedback. A scannable
QR code and a link, which possible participants could copy
and paste into their browser, were implemented to access the
questionnaire. Participants were not compensated and there
were no selection criteria. The questionnaire was presented in
German for German-speaking countries and in English for all
other countries and offered a clear opt-out. Employees who
did not interact with the simulated phishing email, either by
ignoring it or not seeing it, were not part of our sample. The
final sample consisted of 408 employees.

For the interviews, participants were recruited through a
message that invited them to give more extensive feedback
in a 30-minute interview. The message was displayed after
the questionnaire and in a post on the internal social media.
Participants were also asked to share the invitation with other
colleagues. The interviews were done either remotely or in
person, and, in all cases, the audio was recorded to later be
transcribed.

Data Collection

Questionnaire
(n = 408) 

Analysis

Start of Simulated Phishing Campaign
(Beginning of 2023)

Interviews
(n = 21) 

Creation of Questionnaire by 5 (R1-R5) and
Interview Guide by 3 Researchers (R1-R3)

Statistical Test
 (between subjects, two

groups)

Inductive & Deductive
Coding by 2 Researchers (R1

& R2)

Open Questions (n = 281) 

Transcription Groups: Clicked & Reported

Figure 1: Overview of Study Procedure

3.3 Instrument Development

For the development of both the questionnaire and the inter-
view guide, we were guided by our three research questions
and divided both instruments accordingly. The full question-
naire, as well as the interview guide, can be found in the
Appendix (see B and C).

3.3.1 Questionnaire Development

The questionnaire consisted of three parts: Stress Measure-
ments, Self-Efficacy Measurement, General Perception Mea-
surements. At the beginning of the questionnaire, participants
were given the privacy statement and were informed that the
questionnaire was voluntary, that no data was collected that
could be traced back to them, and that the survey could be
terminated at any time. Together with the company, we de-
cided not to capture demographic data within the survey. On
the one hand, the length of the questionnaire was severely
limited and, on the other, we were concerned that collecting
personal data would increase the drop-out rate or might have
amplified a bias in our study. The length of the questionnaire
was also kept short because we did not want to create any
“survey fatigue”.

Part I: Stress Measurements The first stress measurement
that was used was the question "How stressed do you feel
right now?". The question could be answered on a scale from
1 to 10 (from Not at all to Fully) and was meant to measure
the direct stress after interacting with the phishing email. The
second stress question was "How stressed do you feel on
an average working day?", which could be answered on the
same scale as the first question. This question was used to
control for the possibility of one of the two groups (Clicked
or Reported) being significantly more stressed on average
than the other. Both of these questions were modeled after
simple stress measurements like the Visual Analogue Scale
(VAS) [49, 50], which shows to be as discriminating as a
questionnaire when comparing the stress levels between two
groups [50]. Regarding the contextualization of the stress
results, Dutheil et al. [19] propose that VAS values from 5.0
to 8.2 represent an at-risk population, while a value above
8.2 represents a population in need of intervention. Other
authors, like Barré et al. [8], classify values under 4.0 as
low, values between 4.0 and 7.5 as moderate, and values
above 7.5 as high stress. The last question was "Compared
to before you clicked or reported the phishing email, how
much more stressed do you feel right now?". This question
could be answered on a scale from 1 to 5 (from Significantly
less stressed than before to Significantly more stressed than
before). Since we did not have the possibility to measure
the stress before and after the interaction with the phishing
email, this question was used to investigate the influence
of the interaction on the perceived stress of the participants.
Even though stress can be measured objectively (without self-
reporting) via, for example, cortisol [57] or eye-tracking [86],
these measurements present many difficulties when used in
real-world contexts [31, 45, 73]. Because of this and the high
number of participants, we decided to measure stress with the
validated Visual Analogue Scale [49, 50].
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Part II: Self-Efficacy Measurement Self-Efficacy scales
should be tailored to the specific activity domain that is be-
ing investigated [6]. Because of this, we used the question-
naire developed by Ehizibue [21], which specifically measures
participants’ perceived self-efficacy regarding phishing, and
which showed good construct reliability and validity in the
past [21]. The questionnaire consisted of 4 questions (e.g. I
am confident of recognizing a phishing email) that could be
answered on a scale from 1 to 5 (from Strongly disagree to
Strongly agree). This questionnaire was used to compare the
self-efficacy between the two groups (Clicked and Reported).
In Ehizibue’s sample [21], the mean self-efficacy value was
4.51.

Part III: General Perception Measurements In this part
of the questionnaire, participants were first asked to rate the
perceived importance of the following topics: IT security in
general, Your role when it comes to IT security in general,
Your role when it comes to preventing phishing attacks, and
IT security training. These four questions could be answered
on a scale from 1 to 5 (from Not important at all to Extremely
important). After this, participants were asked about their
perceived effectiveness of the following measures to prevent
clicking on phishing emails: online phishing training, simu-
lated phishing emails sent from the company, and technical
measures (eg. email filters). These questions, too, could
be answered on a scale from 1 to 5 (from Not effective at
all to Extremely effective). Lastly, two open questions were
asked: Why do you think simulated phishing emails sent by
the company are effective or not? and What changes would
you like to see regarding the anti-phishing campaign?. In
summary, the questions in this part of the questionnaire aimed
at investigating participants’ perceptions of IT security mea-
sures, the phishing campaign, and their effectiveness, and
how these answers differed between the two groups (Clicked
and Reported).

3.3.2 Interview Guide Development

The interview guide was developed by three researchers
(R1-R3) following the steps recommended by Kallio et
al.’s [40] framework for developing semi-structured interview
guides. The first step was to decide whether this method
was appropriate to answer the research questions. Since
we wanted to get a deeper understanding of the employee’s
diverse perceptions and possibly emotional opinions [40],
we deemed this method suitable. After this, we reviewed
related literature (see section 2) and developed the interview
guide, which consisted of three themes related to our
research questions: General Perception, Stress and Emotions,
and Self-Efficacy. We arranged these themes and their
questions in such a way, as to protect the logic and fluency
of the conversation, adding follow-up questions where
necessary. Next, we piloted the interview guide, which

happened once with a member of our university and three
times with employees of the company. The interview
guide was improved after the first interview, but since
no changes emerged from the three other pilotings, pilot
interviews 2, 3 and 4 were included in the dataset and analysis.

The interviews themselves started with a short onboarding,
in which the participants were informed about the purpose
of the study, the process of data collection and storage, and
the possibility of terminating the interview or skipping ques-
tions at any time. Participants then gave informed consent
to record the interview. After this, a question block pertain-
ing to the General Perception theme asked about how they
perceived the campaign and how it was communicated. Next
followed several questions asking about the Stress and Emo-
tions of the participants regarding the SPC. Participants were
asked to put themselves back into the situation when they first
heard about the campaign and received a simulated phishing
email, adding questions about what they thought, if they were
stressed, and if they felt other emotions. Following this, a se-
ries of questions about the Self-Efficacy of the participants re-
garding phishing detection were asked. These questions were
partly based on the sources of self-efficacy by Bandura [4]
and asked, among other questions, if they had successfully
reported a phishing email (Mastery Experience), if they had
seen others successfully recognize phishing emails (Vicar-
ious Experience), and if the company gave them feedback
and encouragement (Social Persuasion). The fourth source,
Affective State, was answered by the questions in the Stress
and Emotions part of the questionnaire. Lastly, participants
were once again inquired about their General Perception of
the campaign, asking how it affected their work routine, their
personal opinion about it and its effectiveness, and what other
measures or changes they would like to see. Finally, we asked
participants whether they would like to add anything, which
has not been covered and offered a debriefing.

3.4 Analysis

The data analysis consisted of the statistical analysis of the
quantitative questionnaire responses 3.4.1, and the qualita-
tive content analysis of the interviews and the open-ended
questions of the questionnaire 3.4.2.

3.4.1 Statistical Analysis

Statistical data analysis was performed using the statistical
software R [60] and RStudio [66]. We used the Mann-Whitney
U test to compare the means between the two groups Clicked
and Reported to look for significant differences. The Mann-
Whitney U test is a non-parametric test for two independent
samples, that requires an ordinally or continuously scaled y-
variable and doesn’t require a normally distributed y-variable
within the groups [55]. The Mann-Whitney U test was also

USENIX Association 33rd USENIX Security Symposium    4593



performed for the continuous data of the Self-Efficacy scale
since a Shapiro-Wilk-Test showed no normal distribution of
the data. We used Bonferroni-Holm corrections to correct
for multiple testing and calculated effect sizes for significant
comparisons, regarding a 0.1 to 0.3 as a small effect, 0.3
to 0.5 as a medium effect, and > 0.5 as a strong effect [16].
The significance level was uniformly set at < 0.05. An a
priori power analysis was conducted using G*Power version
3.1.9.7 [53] to determine the minimum sample size required
to test the study hypotheses. Results indicated the required
sample size to achieve 95% power for detecting a medium
effect, at a significance level of .05, was n= 176 for the Mann-
Whitney U test. Thus, the obtained sample size of n = 408 is
adequate to test the study hypotheses.

3.4.2 Qualitative Analysis

Qualitative analysis was performed using MAXQDA [75].
We used Kuckartz’s qualitative content analysis [41] to eval-
uate the data by building categories and coding deductively
and inductively. The coding of both the interviews and the
open questions from the questionnaire was done by two ex-
perienced coders (R1 & R2) and was performed in multiple
steps: (I) R1 and R2 developed preliminary codebooks deduc-
tively (one for the Interviews and one for the Open Questions)
based on the research questions and the interview guide. (II)
R1 coded all 21 interviews and 281 open questions once, in
order to derive relevant themes, adding new categories in-
ductively to the codebook. (III) R1 and R2 discussed the
emerged codes and underlying themes, differentiating main-
and sub-categories and improving the codebook with these
newly created codes. (IV) R1 and R2 coded 11 Interviews
and all Open Questions together in joint sessions, in order
to further improve the codebook, refining code categories
and definitions until saturation was achieved. (V) Using the
codebook R1 and R2 coded then all previously coded and
remaining Interviews and Open Questions together in joint
sessions, resolving conflicts by discussion as they emerged.

Because of this method of resolving all coding issues be-
tween the coders as they appeared (which is a usual approach
in our field of study [30, 35, 37, 81]) it is possible to reach a
hypothetical full final agreement. To improve data exploration
and facilitate the continuity of the process [11] memos were
used and discussed during all steps of the analysis process.

3.5 Limitations

As with most studies, our study presents several limitations.
First and foremost, our sample only consisted of participants
who clicked on or reported the simulated phishing email via
the "Report Phishing" button. Employees who did not interact
with the email (either by consciously ignoring it or not seeing
it) or who reported the email in other ways were not inves-
tigated in this study. Additionally, our final sample (those

who answered the questionnaire, 408 in total) consisted of
a small percentage (5,4%) of the number of employees we
recruited from (those who either clicked on or reported the
email, 7,554 in total), which limits claims about represen-
tativity. The case study was performed in one company, so
the results may vary in other contexts. Additionally, we only
measured the direct effects of the simulated phishing email on
participants, and did not measure long-term effects of contin-
uous exposure to these emails. The quantitative design posed
challenges, since a before and after measurement was not
possible. This could have led to the fact that the differences in
some variables could not be attributed completely to the effect
of the campaign. Due to the nature of qualitative research, the
findings belonging to the interviews cannot be generalized.
Also, social desirability may have influenced the answers of
participants, especially when it comes to the perception of
the campaign. The presentation of the questionnaire after
the phishing email interaction could have led to participants
thinking that this was still part of the "test", and, therefore,
not responding.

3.6 Ethics & Data Privacy
Our institution did not have an institutional review board nor
an ethics review board at the time of conducting the study.
We adhered to the EU data privacy guidelines (GDPR) and in-
formed all participants about their rights prior to participation.
All participants gave their consent. The questionnaire col-
lected no personal information and was, therefore, completely
anonymous. The interviews were treated with confidentiality
and, during transcription, all words that could identify partici-
pants or the company were removed. After transcribing the
interviews, the audio files were deleted. We closely collabo-
rated with the working council and the head of the security
department to address ethical concerns. The study was then
approved by the work council and the data protection teams
of the countries in which the company is active. The company
only received anonymized data from the study.

4 Results

Here we report the quantitative results of the questionnaire 4.1,
the qualitative results of the questionnaire (open questions)
4.2, and the qualitative results of the interviews 4.3. Regard-
ing the results of the SPC itself, 4,520 employees (26,8%)
clicked and 3,034 (18,0%) reported the email. The rest did
not interact with the email that they received.

4.1 Quantitative Questionnaire Results
In total, n = 408 participants completed the questionnaire.
Of these, n1 = 99 reported the phishing email (here called
reported), and n2 = 309 clicked on the link in the phishing
email (here called clicked). On average, participants took 6.3
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minutes to fill out the questionnaire. Cronbach-Alpha values
showed very good reliability for the Self-Efficacy Scale (4
items; α = .86) [72]. All reported p values are after applying
Bonferroni-Holm corrections. Table 1 shows the results of the
group comparisons, for which the abbreviations are written
in quotes in the text below. Figure 2 in the appendix shows
Boxplots for the results of the three stress measurements and
the self-efficacy scale.

Table 1: Scale Response Ranges, Mean scores and p values
from the group comparisons (Clicked and Reported) using
Mann-Whitney U tests with Bonferroni-Holm corrections.

Group Mean
Variable (Scale Response Range) Clicked

(n=309)
Reported
(n=99)

p

Stress Now (1-10) 5.40 3.39 <.001 ***
Stress Average (1-10) 5.50 4.81 .050
Stress Compared (1-5) 0.25 -0.23 <.001 ***
Self-Efficacy (Phishing) (1-5) 3.56 4.1 <.001 ***
Perceived Importance of... (all 1-5)
ITS in General 4.56 4.7 .261
Role ITS 4.13 4.1 1.00
Role Phishing 4.3 4.39 .948
ITS Training 4.26 3.96 .015 *
Perceived Effectivity of... (all 1-5)
Online Phishing Trainings 3.8 3.84 1.00
Phishing Campaigns 3.93 4.22 .019 *
Technical ITS Measures 4.3 4.21 1.00

Note: p = significance value, *p < .05., **p < .01., ***p < .001.

Stress-related Results The Mann-Whitney U test showed
that, directly after either clicking on or reporting the simulated
phishing email, the participants who clicked (M=5.40) had a
significantly higher level of perceived stress ("Stress Now")
than participants who reported the email (M=3.39)(U=9007.5;
z=-5.824; p<.001; r=0.288). This effect was small. Regarding
participants’ level of stress on an average working day ("Stress
Average"), there was no significant difference between the
groups clicked (M=5.50) and reported (M=4.81) (U=12633;
z=-1.959; p=.050). When comparing their own perceived
level of stress to before clicking or reporting ("Stress Com-
pared"), participants who clicked (M=0.25) indicated feeling
more stressed, while participants who reported (M=-0.23)
indicated feeling less stressed. This difference was significant
(U=10771; z=-4.156; p<.001; r=0.206) with a small effect.

Self-Efficacy Results Mann-Whitney U results showed
that, regarding participants’ self-efficacy for detecting phish-
ing ("Self-Efficacy (Phishing)"), participants who clicked
(M=3.56) had a significantly lower level than participants
who reported the email (M=4.1)(U=21810; z=-6.099; p<.001;
r=0.302). This effect was medium.

General Perception Results Regarding their perceived im-
portance of IT security in general ("ITS in General"), there

were no significant differences between participants who
clicked, and those who did not click (M=4.56) and reported
(M=4.7) (U=16968; z=-1.124; p=.261). The same applied
to participants’ perceived importance of their own role re-
garding IT security in general ("Role ITS") (M clicked=4.13,
M reported=4.1; U=15036; z=0; p=1.00) and the perceived
importance of their own role regarding the prevention of
phishing attacks ("Role Phishing") (M clicked=4.3, M re-
ported=4.39; U=16391; z=-0.064; p=.948). Regarding the
perceived importance of IT security training ("ITS Training"),
however, participants who clicked (M=4.26) showed signifi-
cantly higher scores than participants who reported (M=3.96)
(U=12366; z=-2.437; p=.015; r=0.121). This effect was small.
When asked about their perceived effectiveness of online
phishing training, the two groups showed no significant dif-
ference (M clicked=3.8, M reported=3.84; U=15828; z=0;
p=1.00). The perceived effectiveness of SPCs differed sig-
nificantly between the groups, with participants who clicked
(M=3.93) showing lower scores than participants who re-
ported (M=4.22)(U=18176; z=-2.354; p=.019; r=0.117). This
effect was small. The group differences regarding the per-
ceived effectiveness of technical It measures were not sig-
nificant (M clicked=4.3, M reported=4.21; U=14539; z=0;
p=1.0).

Summary Participants who clicked reported signifi-
cantly higher levels of perceived stress and lower phish-
ing self-efficacy than participants who reported. Also,
participants who clicked considered IT security training
more important but SPCs less important.

4.2 Qualitative Questionnaire Results

In total, n = 281 participants answered at least one of the
open questions from the questionnaire. Of these, n = 13 were
excluded (if the meaning of the response could not be deci-
phered), resulting in a final count of n = 268. Of this count,
n = 196 clicked and n = 72 reported the phishing email. We
report counts (nC meaning the counts of participants who
clicked, and nR those who reported), as well as what percent-
age of employees of the relevant group (clicked or reported)
reported this. Some participants gave more than one answer,
resulting in multiple codes, and some participants only an-
swered one of the two questions. The final codebook can be
found in the replication package.

4.2.1 Perception of Campaign Effectiveness

In general, n = 224 participants (83,6%) rated the campaign
as being effective. Of the participants who clicked on the
email, n = 161 (82,1%) rated the campaign as being effec-
tive, and of the participants who reported the email, n = 63
(87,5%). The most frequent reason given for perceiving it
as effective was, in both groups, that it improved employees’
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awareness (nC = 87; 44,4% / nR = 38; 52,8%). The fact that
they were good training or learning (nC = 25; 12,8% / nR =
12; 16,7%), real practice (nC = 16; 8,2% / nR = 15; 20,8%),
and a good measurement (nC = 10; 5,1% / nR = 8; 11,1%) was
mentioned by participants of both groups. Next, the fact that
it was a surprise or shock was also mentioned by participants
of both groups (nC = 9; 4,6% / nR = 3; 4,2%). Additionally,
some of the participants of the group that clicked mentioned
feedback (n = 4; 2,0%) and the protection of the company
or themselves (n = 10; 5,10%) as reasons, while some par-
ticipants of the group that reported mentioned the feeling of
success (n = 2; 2,8%), shame (n = 2; 2,8%), and the com-
munication about the topic (n = 2; 2,8%) as reasons. On the
other hand, n = 20 participants (7,5%) rated the campaign as
not effective. Of these, n = 15 (7,7%) belonged to the partici-
pants who clicked, and n = 5 (6,9%) to the participants who
reported. Four participants mentioned the emails being too
specific as reasons for the campaign not being effective (nC =
3; 1,5% / nR = 1; 1,4%) “I believe phishing emails keep evolving.
No way to simulate all possibilities.” – [C196], and three that they
were no real learning (nC = 2; 1,0% / nR = 1; 1,4%). Addi-
tionally, two participants who clicked mentioned the creation
of mistrust (n = 2; 1,0%). Two participants who reported
mentioned that the emails were too easy (n = 2; 2,8%) and
also two that people talked about it (n = 2; 2,8%) “[...] the
first one informs the others, who then don’t have to be "alert" any-
more.” – [C196]. Three participants who clicked, (n = 3; 1,5%)
mentioned reasons for and against the effectiveness of SPCs,
as did three (n = 3; 4,2%) participants who reported.

4.2.2 Changes and Other Measures

Participants suggested a number of changes that they would
like to see related to the SPC. The most frequently suggested
change by participants who clicked was the wish for more
training (n = 24; 12,2%) , while only one participant who
reported mentioned this (n = 1; 1,4%). Other changes that
were mentioned were that the SPCs should occur more fre-
quently (nC = 18; 9,2% / nR = 11; 15,3%), that there is a need
for more information regarding the campaign and phishing in
general (nC = 13; 6,6% / nR = 7; 9,7%), the need for technical
measures to protect against phishing (nC = 4; 2,0% / nR = 7;
9,7%) and the need for more feedback (nC = 3; 1,5% / nR =
1; 1,4%). Additionally, three participants who clicked men-
tioned easier emails (n = 3; 1,5%) and two mentioned more
communication (n = 2; 1,0%) as changes, while four partici-
pants who reported mentioned more difficult emails (n = 4;
5,6%) and one mentioned an adaptation of the difficulty to the
success of the participants (n = 1; 1,4%). Furthermore, one
participant of each group mentioned the termination of the
campaign as a change (nC = 1; 0,5% / nR = 1; 1,4%). Lastly,
some participants mentioned that they wished for no changes
(nC = 39; 19,9% / nR = 11; 15,3%).

4.2.3 Stress, Emotions and Self-Efficacy

In addition to the direct answers to the two open questions,
participants also mentioned effects of the SPC on Stress and
Emotions and Self-Efficacy. Stress was not mentioned much
in either group (nC = 3; 1,5% / nR = 1; 1,4%), even though
one participant who clicked voiced a strong negative reaction:

“[...] I now feel worthless within the company and it has now reduced
me to a very negative approach to my work where i now need to
switch off and calm down before i become ill.” – [C69]. Annoy-
ance about the campaign was mentioned by participants in
both groups (nC = 8; 4,1% / nR = 2; 2,8%): “People who are
not interested are annoyed by this and feel harassed, patronized or
perhaps even deceived.” – [C191]. Two participants who clicked
mentioned feeling confused (n = 2; 1,0%) and also two men-
tioned feeling angry (n = 2; 1,0%), while two participants
who reported mentioned feeling happy (n = 2; 2,8%). The
negative effect on Self-Efficacy was only observed in state-
ments by participants who belonged to the group that clicked
(n = 18; 9,2%): “Before I clicked this link, I was sure I recognized
phishing emails. The fact that I clicked the link showed that this is
not the case.” – [C100].

Summary Most participants perceived the SPC as ef-
fective, but some wished for more training. A small
number of participants mentioned negative emotions and
stress, and mostly participants who clicked mentioned a
decrease in self-efficacy because of the SPC.

4.3 Qualitative Interview Results
We first present results about the General Perception of the
SPC 4.3.1. Next, we present results about the Perceived Stress
and other Emotions 4.3.2, as well as the effect on participants’
Self-Efficacy 4.3.3. Table 2 in the appendix shows the most
relevant codes and their occurrences by participant. The inter-
views lasted between 20 and 30 minutes.

4.3.1 General Perception

Perception of Campaign All 21 participants perceived
the campaign as something positive and many described
that their colleagues also perceived it as something posi-
tive (P2,3,6-10,13-16,20). Regarding the reasons why they
perceived it as positive, some participants stated that it was
good because they had witnessed other incidents in the past
(P1,3,8,10,14,20): “You see in the news how many companies or
authorities are shut down for weeks.” – [P14]. Others mentioned
the protection of the company as a reason (P7,13,14,16,20,21):

“So that people deal with it, because in the end it also protects the
company, if the employees pay attention to such things [...]” – [P20].
Next, five participants mentioned that it was good because it
showed them that the organization cared about IT security
(P6,8,12,14,20). Additionally, five participants liked the chal-
lenge idea behind it (P3,6,7,9,20): “Yeah, more like that, like a
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challenge, like, "I want to detect every phishing email and always
report it in a timely manner."” – [P6]. Also, three participants
stated that it was something that was also useful in private
(P3,4,15), and also three that it offered a safe space to practice
without repercussions (P1,10,12).

Perception of Campaign Effectiveness All interviewed
participants perceived the campaign to be effective in some
ways, mostly because they thought it increased awareness
(P1,2,4-10,12-15,17-21). Seven participants stated that it was
effective because it was real practice (P2,6,10,12,13,16,20):

“It trains, it’s just like a little training camp [...] for reality.” – [P6].
Five participants mentioned the shock that it created for
participants who clicked as a reason for it being effective
(P2,4,7,13,21). Two participants described that the campaign
was effective because it lowered the confidence of people
who clicked (P6,11): “[...] I personally think that you should
approach such things with a not-too-strong self-confidence [...]” –
[P13]. One participant mentioned fear of consequences for
employees who clicked as an effective characteristic of the
campaign (P13): “And maybe also, this is maybe a little bit mean,
but maybe also worry that that might get to the boss, and be a little
bit more careful in the future.” – [P13]. Some interviewed partici-
pants also perceived the campaign as ineffective in some ways
(P7,16-19,21). Six participants (P7,8,16,18,19,21) explained
that the training effect was forgotten quickly

Communication Most interviewed participants stated that
they communicated in some way with other employees about
the campaign (P1-3,6-11,14,15,17,16,21), even though half of
them said that it was just briefly discussed (P2,3,6,8,11,14,15):

“I do, but not often, maybe, maybe kind of briefly mentioned in con-
versation or something.” – [P11]. One-third of the participants
stated that they did not really communicate about the cam-
paign (P1,4,5,12,13,16,19). Interestingly, many participants
stated that there should be no communication about the cam-
paign during the campaign (P3,5,8-10,13,14,18), because
it could reduce the effectiveness: “We should do it in such a
way that we do not communicate it to colleagues, because then the
awareness is a bit gone.” – [P3]. Only two participants said that
it was positive communicating about the campaign (P2,6).
Regarding the announcement of the campaign, four partic-
ipants (P2,4,7,13) noticed that there would be a SPC, but
were told about it unofficially by colleagues. The rest of the
intrviewed (P3,5,6,8-21) participants stated that they noticed
the campaign either after interacting with one of the emails
or reading about it in the company’s social media.

Changes and Other Measures More than half of the inter-
viewed participants wished that the frequency of the simulated
phishing emails would be increased (P1,3,6,8,10,13,14,16,18-
20), even though two participants mentioned that the emails
should not be sent out too often (P3,10): “Well, I wouldn’t

do it too often, because then people are annoyed and then it really
leads to said stress.” – [P10]. On the other hand, one participant
even stated that it would be good to send out many emails
in a short period of time to stress employees (P14): “[...]that
you get two or three in a week. In order to simply...then to trig-
ger stress.” – [P14]. Many participants also mentioned that
they would like more information about the outcome of the
campaign (P1,4,7,8,13,14,16-18), which included evaluations
and feedback, while others mentioned wanting more training
(P4,6,8,11,14,18,20): “[...] a more intensive training, maybe pres-
ence training or so.” – [P18]. Some participants described the
need for more awareness in the company (P6,8,10,13-15,18).
Regarding the difficulty of the emails, four participants were
in favor of a higher difficulty (P5,11,17,21), while two par-
ticipants wanted them to be adapted to the ability of the em-
ployees (P3,15): “I would harass them with a different quality of
phishing emails.” – [P3]. Lastly, one participant wanted the pos-
sibility to give feedback (P1), one more gamification-inspired
measures (P3), and one extending the simulated-phishing
to other mediums (P15): “[...] like a phone social engineering
campaign [...]” – [P15].

4.3.2 Stress and Emotions

Five interviewed participants mentioned being stressed in
some form or other because of the SPC (P1,2,13,15,17). Of
these, one participant mentioned being stressed after receiving
the email (P1): “[...] that gut feeling: "Something’s wrong, isn’t
it?" And that puts you in a bit of stress” – [P1]. Three participants
reported being stressed after clicking on the phishing email
(P2,13,17): “I already had a guilty conscience and the pulse was
a bit higher. Because at first you don’t know "Wait, was that really
spam or was that a training campaign?" There was also a screen
that [said that] it was a training campaign. Ehm. But that did
increase my stress level significantly.” – [P17]. Two participants
also mentioned being stressed because of the campaign in
general (P13,15): “Because the feeling of stress that came up for
me was the fear that I work in IT and have relatively large and exten-
sive access to some IT systems in our company. I’m always relatively
quickly worried that [...] I’m the starting point of some ransomware
attack or something.” – [P13]. No participant mentioned being
stressed after reporting the email, but four participants stated
seeing other colleagues being stressed after clicking on the
email (P4,6,10,11).

When it comes to the effect of the SPC on the emotions
of the participants, four interviewed participants mentioned
feeling angry after clicking on the email (P3,12,13,20): “The
second one, I fell for it, the third one I fell for it too, and that angered
me massively.” – [P3]. One participant stated feeling angry be-
cause of the timing of the campaign (P4): “I [had a] beautiful
Christmas, New Year, [...] a few days off and then you come around
the corner with such a phishing campaign. On the first day, I didn’t
think that was quite fair.” – [P4]. One participant described feel-
ing shame for clicking (P17), and two participants described
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that other colleagues felt ashamed for clicking on the email
(P9,10). Six participants mentioned feeling confused after
receiving the simulated phishing email (P1,4,8,10,13,16): “I
was confused, I was very confused the moment I got that email.” –
[P10]. Also, two participants experienced other colleagues
being confused (P9,11). The feeling of curiosity was also
reported by four participants (P7,8,11,18), especially when it
came to how they or others performed: “[...] curiosity. That’s
because I’m always interested in such topics. And I’m interested
in how colleagues implement them.” – [P8]. Two participants
also mentioned that they felt relief after reporting (P14,17),
and two even after clicking (P2,13): “I felt relief after real-
izing that it was just a phishing campaign and so nothing else is
going on.” – [P2]. Also, three participants stated that they felt
relief when they noticed that the emails, in general, were
simulated and no real attack on the organization (P8,9,14):

“Being relieved, it was just a test, right? It was not a real attack
on [company] now.” – [P14]. On a more positive note, eight
participants described feeling happy after reporting the email
(P1,6,7,12,14,17,19,20): “I was rather pleased that I recognized
it and also reported it, yes.” – [P6].

4.3.3 Self-Efficacy

Regarding their Mastery Experience (the experience of suc-
cess), all but one interviewed participant stated that they suc-
cessfully detected at least one simulated phishing email (P1,3-
21). Of these, two participants consciously ignored the email
(P10,21), while the others reported it (P1,3-9,11-20). Seven
participants mentioned that they clicked on at least one simu-
lated phishing email (P1-3,12,13,17,20). The fact that some
participants mentioned both clicking and reporting is due to
them recalling older SPCs. Participants also experienced the
success of others (Vicarious Experience), with one-third of
participants stating that their colleagues detected at least one
of the simulated phishing emails (P2,3,5,7,8,11,13). Other par-
ticipants mentioned that they experienced colleagues falling
for the simulated phishing email (P6-10,14,18): “[...] and I
know that from some colleagues, that they did click twice on the links
and then also felt totally insecure that moment” – [P9]. Many par-
ticipants mentioned that they did not know if other colleagues
reported or clicked (P1,4,12,15-17,19-20). When it comes
to the third source of self-efficacy, Social Persuasion, partici-
pants were asked about them getting feedback and encourage-
ment. When asked about feedback, many participants men-
tioned the SPC itself (P1,2,4,6-8,10,12,13,16,19,21), meaning
the automated email that was sent out after interacting with
the simulated phishing email: “[...] and if you do it right and
press the button, then you get a pat on the back, you get a virtual one
[...]” – [P1]. The other type of feedback that was mentioned
by the interviewed participants was the internal media of the
company (P1,3,5,6,8,10,12,13,15,17-21), which mainly con-
sisted of click rates reported in the internal social network or
the company’s intranet: “Yes, there is always...there is always

something in the intranet again afterward.” – [P3]. Three partici-
pants stated that they did not perceive receiving any kind of
feedback (P9,11,14). When asked about how the company en-
couraged the participants to be successful in detecting phish-
ing emails, many interviewed participants mentioned sources
that did not come directly from the company. Many partici-
pants mentioned the motivation to protect the company from
an incident as encouragement (P1,2,4,6,8,10,12,14,15,18):

“Because I know that if something goes wrong, the costs are immense.
In the worst case, the business can’t continue.” – [P15]. Others
mentioned protecting themselves as encouragement (P1,6,8-
10,14,15,20): “[...] what motivates me is just having the fear of
being the one, so being the reason [...] So to open the doors for,
yes, attacks.” – [P9]. Four participants felt encouraged by the
automated response after reporting the simulated phishing
email (P6,11,18,20): “[...] when you get this feedback: "Yes,
thank you very much for reporting it, and it really was the right
thing to do." I think that motivates people to remain vigilant.” – [P6].
Three participants mentioned not feeling encouraged at all
(P5,17,19).

Lastly, interviewed participants were asked about their self-
efficacy regarding phishing detection and the influence that
the SPC had on it. Most of the participants reported that
they felt somehow secure when it came to handling phishing
emails (P1-7,9-16,18-21), even though some stated that being
completely secure was not possible (P4,7,8,11,14,16,18,21):

“Yes, as I mentioned, so I don’t think anybody is immune from that.” –
[P18]. Two participants did not feel as secure (P8,17), either
because of the aforementioned reason that there is no com-
plete security, or because of failing the SPC: “Well, I would
have actually assessed myself as competent, but then I clicked on the
email. That’s why I wouldn’t say that anymore.” – [P17]. This pos-
sible negative influence of the campaign on the self-efficacy
regarding phishing detection was reported by four participants
in total (P2,9,13,17). Eight participants stated that it increased
their self-efficacy (P1,3,6,8,16,18,20,21): “I would say very
secure. Because I haven’t misjudged any of them yet.” – [P5]. The
remaining interviewed participants (P4,5,7,10-12,14-16,18-
21) reported that the campaign had no real influence on them.
This increase and reduction of self-efficacy as a result of the
campaign is also described in Table 2 in the appendix.

Summary All interviewed participants rated the SPC
as positive and effective, but some mentioned restricted
communication because of it and the need for more train-
ing. Some participants mentioned feeling stressed and
having their self-efficacy reduced because of the SPC.
This was especially the case for participants who clicked.

5 Discussion

In this section, we discuss the results of the study. First, we
answer our first research question (RQ1), by reporting that
the campaign is mostly perceived as positive and effective by
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participants who clicked on and reported the simulated phish-
ing email 5.1, that participants want more training 5.2, and
that the campaign, according to them, restricts communica-
tion about phishing 5.3. Next, we discuss our second research
question RQ2, describing how the campaign increases stress
for participants who fall for it, and confirm our first hypothe-
sis (H1) that stress is higher for participants who clicked than
those who reported 5.4. After that, we answer our third re-
search question (RQ3), discussing the negative effect that the
campaign has on the self-efficacy of participants who fall for
it, and confirm our second hypothesis (H2), that participants
who clicked on the email have lower self-efficacy than those
who reported it 5.5. Lastly, we present recommendations for
practicioners 5.6 and recommendations for researchers 5.7.

5.1 Perceived as Good and Effective

Most participants have a positive perception of the campaign
(see 4.3.1 and 4.2.1). The main reasons they cited are the
witnessing of other incidents and wanting to protect the com-
pany from them - which suggests that the awareness of our
participants was high. Similarly, the results from the question-
naire and the interviews show that participants are motivated
and care about the protection of the company, and respond
positively when the company introduces ways to promote
this protection 4.3.1. They perceive IT security in general,
and their role regarding IT security and phishing as relatively
high, with no difference between participants who clicked and
reported. It seems clear that they see themselves as the main
protectors of the company, as one participant stated: “Because
the human factor is one of the biggest adjusting screws that can
be influenced positively or negatively. That’s why it’s an important
topic, and it could be made even more prominent because IT security
is something you can’t take lightly.” – [P8].

Even though this view belongs to a sample which only
represents a small percentage of the company’s employees
who interacted with the simulated phishing email, research
shows that this view is often propagated in industry [56]: the
human factor is seen as the main way to improve IT security.
A possible reason for the participants’ perceived effectiveness
of the campaign could be that this industry view affected the
company’s view and this, in turn, may have "trickled down"
and affected the participants’ perception: that it is effective,
mainly because it improves awareness. The "real practice"
that participants mentioned is, in theory, a good way to es-
tablish positive IT security behavior, by promoting mastery
experience. But this is mostly the case for participants who
detect and report phishing emails (see section 5.5). Other
reasons for the effectiveness of the campaign were that it
"shocked" participants, "lowered confidence" or transmitted
"fear of consequences", which can be compared to the "teach-
able moment" with which awareness companies think that
they can transmit IT security knowledge and behavior [25],
even though it is doubtful if they work [78]. This may be an

explanation for why the stress that the campaign may cause
is also seen as something positive by the majority of partic-
ipants, even though it has mostly negative effects (see 5.4).
Still, there were also doubts about the effectiveness of the
campaign (see 5.2 and 5.4). Furthermore, results show that
participants who clicked perceived the campaign as signifi-
cantly less effective than participants who reported 4.1. This
is not surprising, considering that participants who clicked
"failed" the campaign. It is not clear how more frequent cam-
paigns might influence this mostly positive perception that the
participants have when the "teachable moments" also become
more frequent. Besides, the fact that participants may feel the
need to talk positively about their company’s measures is a
bias that should also be considered.

5.2 More Training and Feedback Desired
Continuing with the positive perception of the campaign,
many participants wished that the emails were sent out more
often, which was mostly the case for participants who re-
ported. For participants who clicked, we can see a preference
for more training 4.2.2 and a higher perceived effectiveness
of IT security training 4.1. The perceived need for more
training by the participants may be a result of the critical
appraisal of their skills after failing the "test", and wanting
to improve them, with the motivation to protect themselves
or the company 4.3.1. More training, though, may also mean
that the simulated phishing emails are not seen as enough
to improve participants’ IT security skills. Lastly, some par-
ticipants wished for more information about the campaign,
meaning getting feedback and seeing an evaluation of the
campaign in general. Apparently, these participants wish to
know the outcome of their efforts, a motivation that may be
related to the "challenge" aspect of the campaign, which some
participants described as positive 4.3.1. Two ways how the
organization informs about the SPC and gives feedback is
via click rate reporting in the internal media and short, au-
tomated feedback from the emails itself. Apparently, some
participants think that this form of giving information about
the SPC is too restrictive.

5.3 Restricted Communication
Restricted communication was also reported in the behavior of
employees. Some participants reported that, even though com-
munication about the campaign takes place, it is often brief.
One explanation for this may be that some participants be-
lieve that there should be no communication at all 4.3.1. The
"selling points" of SPCs are the "teachable moments" [25],
which cannot occur when employees are forewarned. Par-
ticipants who think that there should be no communication
about it might have heard about these "teachable moments"
and believe that talking about it is forbidden. Even though
our sample is not representative of the whole organization, it
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is questionable that these participants "learn" not to commu-
nicate, when communicating and warning about phishing at-
tacks constitutes an important protection mechanism. Adding
to this, since the SPC was not officially announced by the
company, employees may not know that the email before them
is simulated. In the worst case, employees might encounter
a real phishing email but think that it’s simulated, leading to
them not warning their colleagues and the company.

5.4 Increased Stress when Clicked

The quantitative results showed that participants who clicked
on the simulated phishing email reported significantly higher
stress levels than those who reported 4.1. Therefore, we
consider our first hypothesis (H1) confirmed. Furthermore,
participants who clicked rated higher stress levels than before
the simulated phishing email, while participants who reported
rated lower stress levels than before. These results, which
were significant, speak for the effect of the simulated phish-
ing email on the increase/decrease of stress. The stress on an
average day of both groups did not differ significantly, which
supports the claim that the effect was caused by the SPC expe-
rience which immediately preceded the measurement. Stress
was also reported in the qualitative results of the interviews
4.3.2. Here, especially participants who clicked on a sim-
ulated phishing email reported stress. Lastly, even though
there were extreme reactions, stress was hardly reported in
the qualitative results of the open questions 4.2.3.

When looking at the research about stress 2.2, it shows
a possible explanation for why participants who clicked on
simulated phishing reported higher stress levels: the external
demands from the company to successfully detect the phish-
ing email can be seen as too high, their own resources evalu-
ated as too low [27, 46]. The fear of having "done something
wrong" and potentially put themselves and the company in
danger, may be another reason for the increased stress. Some
participants mentioned feeling confused, and not only partici-
pants who reported the email mentioned feeling relieved, but
also participants who clicked 4.3.2. It is possible that partic-
ipants who clicked on simulated phishing emails thought at
that moment that the attack was real, felt stressed because of
it, and were relieved after knowing that they caused no harm.
As mentioned in 5.1, the positive attitude regarding the phish-
ing simulation despite the increased stress levels might be
because campaigns are not done frequently, that participants
think that this stress is "necessary" for the teachable moment,
or that participants felt the need to talk positively about their
employer.

The perceived stress level of the participants who clicked
(5.40) can be categorized differently by different researchers:
some categorize it as "at-risk" [19], others as "moderate" [8].
As mentioned in 2.2, stress can have negative effects on IT
security behavior [1, 18, 54], and negative emotions, like the
reported anger, 4.3.2 can reduce motivation [64, 88]. Further-

more, other findings suggest a relation between high email
load, stress, and susceptibility to phishing emails [65]. This in-
creased susceptibility is reported by Lain et al. as a side effect
of SPCs [44]. It may be that stress plays a critical role in this
relationship. Lastly, one important aspect of stress that needs
to be mentioned is its negative effect on learning [70, 83].
Even though our results can not be generalized to the whole
organization, some participants reported an increase in stress
after clicking on the simulated phishing email. Thus, their
learning of the information in the embedded training might
be impaired. This effect of stress on learning could be an
explanation for the low effectiveness of embedded training in
SPCs that Lain et al. reported [44].

5.5 Decreased Self-Efficacy when Clicked

The results from the statistical tests showed that the partici-
pants who clicked on the simulated phishing email reported
significantly lower phishing self-efficacy levels than partici-
pants who reported 4.1. Therefore, we consider our second
hypothesis (H2) confirmed. Since we were not able to con-
duct a before and after test, it is not clear from the quantitative
results if the lower self-efficacy regarding phishing of partici-
pants who clicked stems from the campaign, or if it was the
reason for why these participants clicked in the first place [21].
Still, qualitative analysis shows that some participants (spe-
cially of those who clicked) report an effect on their phishing
self-efficacy: results from the open questions show that some
participants mentioned this negative effect 4.2.3, as did some
participants in the interviews 4.3.3. In contrast, qualitative
results from the open questions show that no participants who
reported mentioned a decrease in phishing self-efficacy be-
cause of the campaign, while results from the interviews show
that mostly participants who had never falsely clicked on a
simulated phishing email mentioned an increase in phishing
self-efficacy. These differences in the qualitative results are
not generalizable to the whole population of employees who
clicked or reported, especially because of the small sample,
but they still offer a hint regarding the possible direction of
the effect of simulated phishing emails on self-efficacy.

If we try to rationalize this possible decrease and increase of
phishing self-efficacy, we can derive reasons from the sources
of self-efficacy [4]: Individuals who fall for the simulated
phishing email experience no success (mastery experience),
while individuals who detect it do [71, 78]. It is not clear
how often employees see the success of others (vicarious ex-
perience), which can foster the development of self-efficacy,
in the investigated organization. Looking at the qualitative
results of the interviews, two-thirds of the participants men-
tioned that they either saw other colleagues fail, or that they
did not know how they performed 4.3.3. Furthermore, it is
not clear how employees experience social persuasion to act
successfully regarding phishing in the organization. Most
participants mentioned in the interviews that feedback mostly
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stems from the automated response of the simulated phish-
ing email that was clicked on or reported, or by click rates
reported in the internal media 4.3.3. Regarding encourage-
ment, most participants mentioned other, internal sources
than the company: the motivation to protect themselves or the
company. Only participants who reported mentioned feeling
encouraged by the automated response of the simulated phish-
ing email. Lastly, participants who clicked might have been
subjected to a negative affective state caused by an increase
in stress [48, 74] that they reported 4.1. Concluding, there is
a significant difference regarding phishing self-efficacy be-
tween participants who clicked on and reported. Even though
the qualitative results from this study hint at it, it needs to be
confirmed in future studies whether this difference is caused
by falling for the simulated phishing email. Regardless, low
self-efficacy can have negative effects not only on phishing
detection [21], but also on "correct" IT security behavior [22],
threat avoidance [2], and preventive behavior [59, 63].

5.6 Recommendations for Industry
Most participants in our sample believed that SPCs were effec-
tive, and other studies showed that CISOs like SPCs because
they allow them to report "numbers" (click rates) [34]. How-
ever, this form of measurement and reporting may not be
meaningful [78], and studies showed that SPCs are not an
effective way of training employees [15,28,44]. Furthermore,
the costs of implementing SPCs can be higher than antici-
pated [13]. We advise organizations to view these campaigns
and the promises from awareness companies critically.

Our study showed that the implemented SPC significantly
increased the perceived stress of participants who clicked on a
simulated phishing email and that there is a significant differ-
ence regarding the phishing self-efficacy between participants
who clicked on and reported a simulated phishing email (see
Sec. 4.1, 4.3 and 4.2.3). Because of the limited representa-
tivity of our results, claims about how organizations should
react to these results are limited: employees who ignored
the simulated phishing email were not investigated, and their
perceived stress and self-efficacy may or may not have been
affected by the SPC. The perceived stress and self-efficacy
of those employees who did not see the simulated phishing
email were likely not affected by the SPC. Future studies
are needed to further investigate these effects on stress and
self-efficacy (see 5.7). Still, looking at studies which have
shown negative effects of stress [70,83] and positive effects of
self-efficacy [36] on learning, we would advise organizations
for any training taking place in calm situations and showing
people that they can be successful.

5.7 Recommendations for Researchers
Our study showed that participants who clicked on a sim-
ulated phishing email felt significantly more stressed than

those who reported it. Still, there are many opportunities
for future studies to investigate stress in the context of SPCs.
First, our study only gathered data from 5,4% of employ-
ees who clicked on or reported the simulated phishing email,
which presents the need to investigate a larger, representative
sample of participants who interact with simulated phishing
emails in an organization. Second, there is a group which
was not investigated in the present study: employees who
did not interact with the SPC. Employees who either ignored
the simulated phishing email or simply did not see it should
be investigated in future studies to see how SPCs affect the
perceived stress of all employees who are subjected to such
campaigns. Furthermore, the perceived stress of employees
should be measured long-term to see how an increased fre-
quency of campaigns influences this stress. Moderate stress,
despite its independent negative effects, can also "add up"
over time, leading to negative effects on physical and mental
health [9, 29, 58, 82], so it remains to be seen how repeated
clicking on simulated phishing emails affects individuals.

Regarding self-efficacy, it is not clear if the significant
difference between participants who clicked and those who
reported was caused by the simulated phishing email itself.
Future studies can confirm, via before and after measures
and with a large, representative sample, if the clicking on a
simulated phishing email negatively affects self-efficacy, as
hinted at in the interviews 4.3.3. Additionally, other studies
can investigate how the presence and absence of sources of
self-efficacy in an organization affect the self-efficacy of em-
ployees. Measuring, with a large and representative sample,
how the organization gives feedback and encouragement re-
garding phishing (social persuasion) and how employees see
others being successful or not in identifying phishing emails
(vicarious experience) can lead to valuable insights into how
organizations can influence this important concept.

6 Conclusion

Our study was the first that specifically investigated stress
and phishing self-efficacy as part of a real-world simulated
phishing campaign of an organization. Furthermore, we in-
vestigated how participants perceived the campaign, and what
emotional reactions were triggered. We specifically compared
a small sample of participants who clicked on the campaign’s
phishing email and those who successfully reported it. We
found that those who clicked reported a higher level of per-
ceived stress and a lower level of phishing self-efficacy. Our
findings show that SPCs can increase stress for individuals
who click on simulated phishing emails. A possible explana-
tion for recent research claiming that training interventions
embedded in SPCs are not effective is the negative effect
that stress has on learning. Future studies should investigate
this effect with a representative sample and other employee
groups (those who ignored or did not see the simulated phish-
ing email).
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A Replication Package

To make our study reproducible and allow for easy access for
meta-research, we publish a replication package1 containing
the following documents:

1. The full code books, created as part of the analysis
described in Section 3.4.2.

2. The Questionnaire and Interview Guide, created as
part of the instrument development described in Sections
3.3.1 and 3.3.2 .

3. Figures and Tables, created as part of the results de-
scribed in Sections 4.1 and 4.3

B Questionnaire

A.1 How stressed do you feel right now?

1 2 3 4 5 6 7 8 9 10
□ □ □ □ □ □ □ □ □ □
Not Fully
at all

A.2 How stressed do you feel on an average working day?

1 2 3 4 5 6 7 8 9 10
□ □ □ □ □ □ □ □ □ □
Not Fully
at all

A.3 Compared to before you clicked or reported the phishing
mail, how much more stressed do you feel right now?

◦ Significantly more stressed than before
◦ Slightly more stressed than before
◦ Just as stressed as before
◦ Slightly less stressed than before
◦ Significantly less stressed than before

A.4 Here you will find a list of statements on possible atti-
tudes of employees towards phishing emails. Please indicate
to what extent you agree with the following statements

- I am confident of recognizing a phishing email.
- I can recognize a phishing email even if there was no one
around to help me.
- I can recognize a malicious URL from a legitimate URL.
- I am sure of the steps to follow to recognize a phishing email.

◦ Strongly agree
◦ Agree

1https://doi.org/10.6084/m9.figshare.25990963
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◦ Neither agree nor disagree
◦ Disagree
◦ Strongly disagree

A.5 How important do you consider...

- IT security in general.
- Your role when it comes to IT security in general.
- Your role when it comes to preventing phishing attacks.
- IT security training.

◦ Extremely important
◦ Very important
◦ Moderately important
◦ Slightly important
◦ Not important at all

A.6 How effective do you consider...

- Online phishing trainings to prevent clicking on real
phishing mails.
- Simulated phishing mails sent by the company to prevent
clicking on real phishing mails.
- Technical measures (email filter, etc.) to prevent clicking on
real phishing mails.

◦ Extremely effective
◦ Very effective
◦ Moderately effective
◦ Slightly effective
◦ Not effective at all

A.7 Why do you think simulated phishing emails sent by the
company are effective or not?

A.8 What changes would you like to see regarding the
anti-phishing campaign?

C Interview Guide

B.1 General Perception (1/2)

- Can you tell me what you heard about the campaign and how
it went?

- How did you first hear about the campaign?

- Was the campaign communicated to you in any other
way?

- Did you have any questions or uncertainties?

B.2 Stress and Emotions

- Please put yourself back into the situation in which you first
learned about the campaign.

- What were you thinking at that moment?

- Did this situation stress you? Why?

- Did this situation trigger any other emotions in you?

- Did this situation bother you even longer afterwards?

B.3 Self-Efficacy

- How confident do you feel about dealing with phishing
emails?

- What influence did the campaign have on this?

- If not mentioned: Have you ever successfully reported a
simulated phishing email?

- Do you get to see if colleagues recognize phishing emails?

- How do they view the campaign? Why?

- In what form does the company give you feedback on the
results of the campaign?

- In what way does the company encourage you to be
successful in the campaign?

B.4 General Perception (2/2)

- Do you exchange information about the campaign with any-
one?

- With whom? About what?

- Additional stress question: Were the others stressed?

- At this point, what would you do if you were confronted
with a potential phishing email?

- More generally, what is your personal opinion of the
phishing campaign?

- Do you think that the campaign will help employees click
on phishing emails less often in the future? What about you?

- Would you like to see other measures to help you click on
phishing emails less often?

- What changes would you like to see regarding the anti-
phishing campaign?

USENIX Association 33rd USENIX Security Symposium    4605



D Figures & Tables
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Figure 2: Boxplots of perceived stress directly after clicking/reporting ("Stress Now"), average stress, stress compared to before
clicking/reporting ("Stress Compared") and phishing self-efficacy for the two Groups Clicked and Reported.

Table 2: Occurences of the most relevant codes by participants.
ParticipantsCode

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17 P18 P19 P20 P21 Total
Clicked 7
Reported (*Ignored) * * 20
Stress 5
Stress Colleagues 4
Anger 5
Shame 1
Confusion 5
Curiosity 4
Relief 7
Happiness 8
Self-Efficacy Increase 8
Self-Efficacy Reduction 4
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