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Abstract
Previous research demonstrated that company developers ex-
cel compared to freelancers and computer science students,
with the corporate environment significantly influencing secu-
rity and privacy behavior. Still, the challenge of recruiting a
substantial number of company developers persists, primarily
due to a lack of knowledge on how to motivate their partici-
pation in empirical research studies. To bridge this gap, we
performed a literature review and identified a conspicuous
absence of information regarding compensation and study
length in the domain of security developer studies. To sup-
port researchers struggling with the recruitment of company
developers, we conducted an extensive quantitative survey
with 340 professionals. Our study revealed that 62.5% of de-
velopers prioritize security tasks over software engineering
tasks, and 96.5% are willing to participate in security studies.
Developers consistently ranked security higher than other bar-
riers and motivators. However, repeat participants perceived
security tasks as more challenging than first-time participants
despite having 40% more general experience and 50% more
security-related experience. Further, we discuss Qualtrics as a
potential recruitment channel for engaging company develop-
ers, acknowledging various challenges. Based on our findings,
we provide recommendations for recruiting a high number of
company developers.

1 Introduction

Including professional software developers from the indus-
try in empirical research is imperative for studying factors
influencing usable security and privacy within corporate set-
tings. These factors encompass organizational processes, se-
curity culture, and communication between security and pri-
vacy experts and software developers [7, 8, 25, 39]. However,
recruiting professionals for security studies poses a consis-
tent challenge for researchers. This challenge is amplified
by several factors, including the time constraints, the high
cost of recruitment, the geographical dispersion of potential

participants, and the relatively small size of this target popula-
tion [2–4, 34, 37, 38, 62, 76]. These challenges are particularly
pronounced in the context of quantitative studies or studies
involving practical tasks such as evaluating software develop-
ment tools [1, 21, 37, 47, 69].

To address recruitment issues, researchers explored the
characteristics of participants, focusing on programming and
security expertise, in various online recruitment platforms
and samples [33, 69]. One strategy is to enlist computer sci-
ence (CS) students as proxies or source appropriate partici-
pants from crowdsourcing or freelance platforms, which can
help to investigate new development approaches [59] or study
design parameters like security prompting [44]. However,
CS students and freelancers showed a different security be-
havior in security developer studies compared to profession-
als employed by organizations [18, 44, 76]. Further issues,
such as a lack of programming skills of crowdsourcing or
freelance participants, required the usage of screening ques-
tions [15, 16, 33, 69].

To address these research challenges, we focused on the
hard-to-reach population of professional software developers
employed at least part-time by organizations and indicating
software development as the main part of their job, hence-
forth referred to as company developers in this work, and
explored the underlying reasons for existing recruitment chal-
lenges. Researchers lack established guidelines, consensus,
and recommendations concerning appropriate compensation
levels. Participation in some security studies with professional
software developers is uncompensated [3, 12], while others
provide monetary compensation [35, 44]. Expectations for
monetary compensation may also vary depending on study
type, task complexity, or study length. Additionally, study
participants often perceive study length as a participation
barrier [60]. Despite these challenges, recommendations for
determining appropriate study lengths are lacking.

To provide foundational guidelines for participant recruit-
ment, we conducted an extensive literature review of secu-
rity developer studies, revealing that many studies omit cru-
cial methodological details related to compensation, study
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length, or participant recruitment. Consequently, researchers
lack foundational knowledge to establish study parameters
attracting company developers for security studies. However,
keeping participants engaged in security studies is an essen-
tial researcher concern. To address this research gap, we in-
vestigated company developers’ willingness to participate
in empirical research and examined Qualtrics as a potential
recruitment channel. We conducted a survey with 340 pro-
fessional software developers employed in companies and
explored the following research questions:

• RQ 1: What factors influence the security study partici-
pation of company developers?

• RQ 2: Are there differences in attitudes toward study
participation between first-time and repeat participants?

• RQ 3: Compared to existing recruitment platforms con-
cerning participants’ programming and security expe-
rience, skills, and knowledge, is Qualtrics suitable for
recruiting company developers?

Our research indicated 62.5% of developers favor security
over software engineering tasks, with 96.5% willing to en-
gage in security studies. Additionally, developers prioritized
security over other barriers and motivators. We found that re-
peat participants perceived security as more challenging than
first-time participants, although they had 40% more general
and 50% more security experience than first-timers. Further,
Qualtrics might be used as a recruitment channel for engaging
company developers by acknowledging several challenges.
Based on our findings, we provide study length and compen-
sation guidelines for recruiting a high number of company
developers.

2 Related Work

In the following, we discuss existing work on the recruit-
ment of participants for software engineering and IT-security
studies and factors affecting their participation.

Recruitment Guidelines: The current body of research
on conducting software engineering studies provides re-
searchers with guidance and case studies on conducting spe-
cific study tasks such as surveys [42], interviews [27], or
experiments [66, 73]. Recruitment advice found in the litera-
ture tends to focus on recruiting a reliable and representative
sample [55] and providing testimonials on specific issues and
pitfalls during participant recruitment [20]. Although guide-
lines exist on how to recruit professionals for software engi-
neering studies, they primarily focus on methodology [10],
recruiting the right participants [56], or establishing cooper-
ation between researchers and companies [58]. While these
recommendations are useful for ensuring reliable data collec-
tion from recruited participants, they offer limited insights
into how to effectively and efficiently motivate professional

software developers employed in companies in significant
numbers.

Recruitment Platforms: For participant recruitment, re-
searchers can leverage personal and industrial contacts
[25, 33, 44], rely on convenience samples such as CS stu-
dents [9, 37, 47, 68, 69], or use crowdsourcing and freelancer
platforms, such as Appen, Clickworker, MTurk, Prolific, Up-
work, and Freelancer [16, 18, 24, 26, 33, 46]. However, these
recruitment methods come with their own set of challenges,
such as unreliable data [18, 51, 65], weak built-in tools [57],
or contract limitations [24]. Thus, Kaur et al. [33] conducted
a survey study with 706 participants and compared six recruit-
ment platforms for software engineering and security studies.
Their analysis was grounded in a literature survey of 59 devel-
oper studies in the field of usable security and privacy and re-
vealed significant differences in programming and security ex-
periences across participants from crowdsourcing platforms,
Google Play, and universities. They suggested using MTurk
for conducting quantitative studies that can tolerate a certain
degree of fraudulent participation and use screening questions
to detect and reject unsuitable participants. For smaller studies
that require less noisy data, the authors suggested using Up-
work for participant recruitment, a freelancer platform often
used in previous research (e.g., [13,25,36,41]). We based our
survey on the work of Kaur et al. [33] to provide a comparable
analysis of recruitment platforms and investigated the experi-
ences, skills, and knowledge of software developers recruited
with Qualtrics. Tahaei et al. [69] also compared different re-
cruitment platforms, including four crowdsourcing platforms
and a CS student mailing list. They found that MTurk partici-
pants exhibited the highest level of self-reported programming
experience. However, they were also the least successful in
solving programming skill screening questions developed by
Danilova et al. [16]. No previous work presented recruitment
insights into the sample of company developers or Qualtrics
as a recruitment platform.

Motivation: Based on previous research on study design,
persuasion, and the researchers’ experience in conducting
surveys, Smith et al. [63] analyzed survey invitation emails
for factors associated with the recruitment of professional
software developers. They found that most of the invitations
did not include many persuasive factors. However, emails that
addressed recipients directly contained similarity cues (e.g.,
belonging to the same company), compliments, scarcity cues
(e.g., time limits or a maximum number of participants), re-
wards, and humor had higher response rates. Similarly, Brandt
et al. [11] recommended highlighting the benefits for partic-
ipants beyond monetary compensation (e.g., learning some-
thing new), personalizing communication, streamlining ap-
pointments (e.g., using a calendar service), and avoiding tech-
nical setups by providing an online environment. Additionally,
they suggested appealing to different types of motivation, in-
cluding fun, drive to produce knowledge, social connection,
and self-improvement, to improve study participation rates
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further [6]. The most related work on the motivational fac-
tors of participant recruitment was conducted by Serafini et
al. [60], who investigated factors influencing the motivation
of professional software developers from companies to partic-
ipate in security studies. They conducted 30 semi-structured
interviews on participants’ perceptions of study factors related
to study design, recruitment methods, and data collection. The
results showed that study length, topic, monetary compensa-
tion, and trust were influential factors for participation in de-
veloper studies. However, participants were concerned about
high effort and low performance in security tasks. Compared
to [60], we conducted a quantitative analysis and focused on
establishing a foundational guideline for participant recruit-
ment.

3 Systematic Literature Review

To provide foundational guidelines based on recruitment
strategies and study design used in previous security developer
studies, we conducted a comprehensive literature review and
selected papers from the most popular top-tier conferences
in the field of Security and Privacy (S&P), Human-computer
Interaction (HCI) and Software Engineering (SE) research:
(1) Conference on Computer and Communications Security
(CCS), (2) Conference on Human Factors in Computing Sys-
tems (CHI), (3) IEEE Symposium on Security and Privacy
(IEEE S&P), (4) Network and Distributed System Security
(NDSS), (5) USENIX Security Symposium (USENIX), (6)
International Conference on Software Engineering (ICSE),
and (7) Symposium on Usable Privacy and Security (SOUPS).

3.1 Paper Selection Process
The comprehensive literature review was conducted by two
researchers R1 and R2. R1 reviewed titles, abstracts, and
methodology sections of all papers published at the venues
mentioned above and screened them according to the follow-
ing inclusion criteria: (1) published in the years 2017-2022,
(2) presented a study involving participants with program-
ming skills, such as CS students, professional software devel-
opers employed in companies, freelancers, and crowdsourcing
participants. We focused on recent studies and included CS
students, freelancers, and crowdsourcing participants with
programming skills, as they were often recruited as a con-
venience sample. R2 reviewed the resulting list of papers
to ensure that all papers met the criteria. Both researchers
extracted the following information from the resulting list
of papers: year of publication, sample, recruitment channel,
study type (online, lab, field), study task (survey, interview,
practical), number of participants, compensation, study length,
and IT-security focus. Any disagreements were resolved by
reading the full paper.

In total, we identified 169 papers. We excluded one paper
due to limited methodology (provided only information on

the study task), another paper due to complex study design (in-
cluded three different data collection methods)and four papers
due to having different payment levels for the same task. The
final list included 163 papers (see Replication Package [61]).

3.2 Systematic Literature Review Results

We identified five types of participants in the 163 papers; Soft-
ware developers (100 paper), CS students (36 paper), security
and IT experts (39 paper), admins (8 paper), and "other" (e.g.,
hackers and testers) (7 paper). In the following, we discuss
the results of our systematic literature review analysis (see
Replication Package [61]).

3.2.1 Recruitment Channels

The recruitment channels varied within the 163 papers, with
social and regional contacts (75/163) being the most com-
monly used channels, often combined with unsolicited email-
ing (55/163). Other frequently used channels were social me-
dia (42/163), and university recruitment (36/163), especially
for practical tasks that required a substantial number of partic-
ipants while keeping costs and effort low. The least frequently
used channels were snowball sampling (29/163), online fo-
rums/blogs (29/163), networking platforms (21/163) (e.g.,
LinkedIn), freelancer and crowdsourcing platforms (16/163)
(e.g., Upwork, Clickworker), and security events (8/163). Ad-
ditionally, some studies (4/163) used channels such as con-
tacting an NGO to recruit participants. Twelve papers did
not report the recruitment channels they used. While free-
lancer, crowdsourcing platforms and online forums/blogs
were among the least used recruitment channels, they were
often preferred for quantitative studies with many participants.
On average, studies used2.06 (md: 2, σ: 1.2) recruitment chan-
nels. Universities, unsolicited email, and social and regional
contacts were the most common recruitment channels, where
no channel combination was reported.

3.2.2 Study Task and Type

Most papers (125/163) described an online study, usually a
survey. While interview (72/163), practical (75/163), field
(17/163), and laboratory (37/163) studies were less common
than surveys (77/163), they often included additional surveys
(e.g., entry or exit survey on demographics). For surveys, the
highest number of participants were achieved (µ: 247.53, md:
102, σ: 416.81). Field (µ: 27.62, md: 24, σ: 19.12) and inter-
view (µ: 18.33, md: 17, σ: 9.45) studies recruited the fewest
number of participants. We identified 71 papers that focused
on IT-security. However, we did not find significant differ-
ences in study design and recruitment compared to software
engineering studies.
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Table 1: Study Parameters.
Study Type Online
Study Task Survey
Study Language English
Study Length mean: 32.77 min (md: 28.5, σ: 18.85)
Recruitment Channel Qualtrics Research Panels
Recruitment Duration 2.5 months
Participants Company Developers (n = 340)
Compensation $62.15 per participant (or Reward Points)

3.2.3 Study Length

Out of the 163 papers, 101 explicitly reported the study length,
with an average of 77.75 (md: 52.5, σ: 93.76) minutes. Survey
studies typically lasted about 16.58 (md: 14.4, σ: 17.52) min-
utes, interviews on average 50.93 (md: 45, σ: 25.65) minutes,
and practical tasks had the longest length with 126.35 (md:
60, σ: 137.93) minutes. For practical tasks spanning multiple
days or weeks, this information was often missing. 46 survey
studies also lacked information on the study length.

3.2.4 Compensation

Out of the 163 papers, 77 did not mention any reward, 21
provided no compensation, 48 mentioned monetary compen-
sation (µ: $60.09, md: $26.04, σ: 87.90), and 17 compensated
participants with other incentives such as raffle participation,
hardware products, charitable donations, or study credits. Of
the 48 papers mentioning monetary compensation, 30 also
reported the study length, which yielded a mean hourly wage
of $41.07 (md: $31.91, σ: 54.77).

4 Methodology

To develop foundational guidelines for participant recruit-
ment, we designed a survey based on our systematic literature
analysis and related work. A Replication Package (RP) can
be found in [61].

4.1 Study Parameters

Our literature analysis highlighted the importance of present-
ing detailed study information transparently and consistently.
Thus, Table 1 provides an overview of our study parame-
ters. We conducted a 30-minute online survey lasting 2.5
months (79 days) involving 340 company developers recruited
through the Qualtrics service. The survey was conducted
in English. The study incurred costs totaling C17,588.75
($62.15 per participant). The Qualtrics service indicated com-
pensation varied based on the research panel participants,
including monetary compensation or points redeemable for
services or products, such as video game currency. Qualtrics
did not provide us with information on the detailed participant
compensation plan.

4.2 Survey Design

Based on the systematic literature analysis, we designed ques-
tions concerning recruitment channels, study tasks and length,
and the type and amount of compensation commonly used in
recent research studies. We asked participants for previous
experience with CS studies and explored their preferences and
attitudes toward study topics, particularly in the area of IT-
security and software engineering. We derived organizational
and security-related statements Q3.1-Q3.20 for question Q3
from [8,45,46] (see Section D6 in RP) as well as time-related
statements Q6.1-Q6.4 and trust-related statements Q6.22-
Q6.25 for question Q6 from [16] and [5,19,23,75] accordingly
(see Section D7 in RP). Based on [60], participants were asked
about their willingness to participate in different types of stud-
ies and the factors that might influence their participation
decisions. We further identified studies that lasted multiple
days (e.g., [45, 49, 50, 64]) and thus considered longitudi-
nal studies in our survey questions. Since code reviews were
explored in the literature as an alternative approach to imple-
mentation tasks [17], we examined both in our survey. Finally,
we collected developer and organizational backgrounds, cod-
ing experience, and participants’ demographics. For this, we
adopted coding and security experience questions from Kaur
et al. [33], and included the SSD-SES scale from [74]. We
used the exact wording and order of questions to provide con-
sistency and allow comparison with previous research. The
final survey consists of ten sections with 66 questions (see
RP [61]).

4.3 Pilot Study

To test our questions’ comprehensiveness and determine the
survey length, we conducted a pilot study with eight partici-
pants involving two CS students, two professional software
developers, and four researchers. Based on the pilot study
results, we added an option allowing participants to indicate
their expected monetary compensation with a familiar cur-
rency instead of using USD. Further, due to a mean comple-
tion time of 35.66 minutes in the pilot study, we reduced the
number of items in our exploratory factor analysis (EFA) sets
from 30 each to 26, 26, and 20 for the motivator, barrier, and
security sets, respectively (see Section 4.6).

4.4 Recruitment

We used the Qualtrics research panel service to recruit partic-
ipants for several reasons. First, we recruited a hard-to-reach
population of company developers. As company developers,
we consider professional software developers employed by
organizations, at least part-time, who indicated software de-
velopment as the main part of their job. We asked for 300
company developers evenly distributed across four major re-
gions: Europe, Asia, Africa, and North America. Qualtrics
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could not guarantee the recruitment of a high number of par-
ticipants from other regions, such as Australia. The service
reported primarily recruiting participants from traditional, ac-
tively managed, double-opt-in research panels; sometimes,
they referred to social media.

Second, unlike most crowdsourcing and freelance plat-
forms, Qualtrics managed the sampling and pre-screening
of participants according to our specified inclusion criteria.
To compare first-time with repeat participants’ results, we
specified that at least 40% of participants should be first-time
and at least 40% repeat participants. We screened out par-
ticipants if they indicated to work less than part-time in a
company or reported software development is not part of their
job. Previous research showed that participants claiming to
be software developers recruited via Qualtrics failed a sim-
ple programming task [18]. Therefore, we additionally used
a screening question recommended for the recruitment of
participants with programming skills [15] (see Section D3
in RP [61]). With 1,556 of the 2,380 participants screened
out, we experienced a high failing rate. In Section 5.3.2, we
discuss potential concerns associated with participants of the
Qualtrics pool.

Third, we were promised the recruitment time of 8 to 10
days, ensuring a predictable timeline for data collection. How-
ever, the recruitment process lasted 2.5 months (79 days). The
delay was due to many participants being rejected by our built-
in exclusion and quality checks. In addition, we reviewed the
data set to check for inconsistencies in our participant’s re-
sponses. This resulted in Qualtrics struggling to fulfill our
quota in time (see Section 4.5). To compensate for the high
time discrepancies, Qualtrics recruited 40 additional partici-
pants without increasing our compensation cost, resulting in
a final recruitment sample of 340 participants.

4.5 Participants

Of the 3,240 participants who started the survey, 672 did
not meet our inclusion criteria and 188 were from regions
already covered. Of the remaining 2,380 participants, 1,556
failed the programming screening questions, and 247 failed
our attention check or provided low-quality answers. Due to
inconsistencies in their responses or survey completion time
below 10 minutes, we excluded 237 additional participants,
resulting in a final sample of 340.

An overview of our 340 participants’ demographics can
be found in Table 2. The average age of participants was 37
years. 265 (77.94%) were male and 73 were female. Most
participants (92.65%) held academic degrees. They had 8.8
years of professional software development experience on
average, working 37.9 hours weekly. They also had, on av-
erage, 12.8 total years of software development experience
and 5.85 years in software security. Most participants worked
in companies with 100 to 499 employees, with an average
team size of 22. The majority of our participants worked in

a security-related field for security-oriented companies. In
addition, participants were more likely to be at least partially
involved in security tasks than not involved at all. Almost
all (98.82%) participants indicated they were at least some-
what comfortable completing our survey in English, with 295
(86.76%) being very comfortable.

4.6 Analysis

Quantitative Analysis: For statistical testing, we considered
results with p < .05 significant. We used the independent t-
test [67] to compare first-time and repeat participants for con-
tinuous data (e.g., EFA factor scores) and the Mann-Whitney
U test [40] to examine differences in Likert type responses.
We report results where the effect size exceeds the required
effect size (Cohen’s d ≥ 0.36 with β = 0.95) of our power anal-
ysis. Unless otherwise noted, our results include responses
from all 340 participants. Since we performed the Mann-
Whitney U test on individual Likert items and the indepen-
dent t-test on the mean of the overall factors of the EFA, we
applied a correction factor of two. A significant right tail led
to high standard deviations for questions about study length
and compensation expectations. Therefore, we used the MAD
(Median Absolute Deviation) method, as recommended in
the literature [29], to exclude outliers exceeding 3.5 times the
MAD. Using this approach, we removed at most 58 partici-
pants to calculate the mean, median, and standard deviation
results of monetary compensation and study length expecta-
tions. We removed at most 21 participants while analyzing
a subset of our participants. However, we did not remove
outliers for statistical testing when comparing first-time and
repeat participants due to a loss of statistical power. Outliers
were also considered for statistical representation in Table 5.
A detailed statistical analysis summary can be found in the
RP [61].

Qualitative Analysis: Open-ended questions were ana-
lyzed by researchers R1 and R2 using inductive coding [70].
After two researchers independently coded answers, they
merged their sets of codes. Due to the short and straight-
forward answers, all the discrepancies could be resolved by
discussion. Although the main purpose of qualitative research
is to explore a phenomenon in depth, we note how many par-
ticipants stated specific themes to indicate their frequency and
distribution.

Exploratory Factor Analysis: To explore the structure of
participants’ attitudes and concerns about study participation,
we conducted an exploratory factor analysis [22]. Our study
met several sample size guidelines for the EFA. A sample of at
least 300 participants is considered satisfactory according to
the literature [14]. A standard guideline is to have a minimum
of 10 cases per item for analysis with N ≥ 300. Following the
recommendation, we retained variables with absolute factor
loadings greater than 0.4 [22]. We used Kaiser-Meyer-Olkin
(KMO) to ensure sampling adequacy [31, 32] and Bartlet’s
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Table 2: Demographics of the 340 participants.
Gender Male: 265 (77.9%), Female: 73 (21.5%) Non-binary: 1, NA: 1
Age min = 19, max = 65, σ = 8.42 md = 37, µ = 36.56
Language English = 130, German = 47, Zulu = 37 French = 25, Hindi 24, Other = 77
Region of Employment Europe = 105, Asia = 87 North America = 82, Africa = 66
Education B.A = 154, M.A = 126, A.A = 18 JD/MD = 17, Other = 25
English Comfortability Very = 295, Somewhat = 41 Neither comfortable nor uncomfortable = 4
Previous Participation Yes = 153 No = 187
Software Development experience in years min = 1, max = 44, σ = 7.67 md = 13, µ = 12.76
Software Development work experience [in years] min = 1, max = 40, σ = 6.70 md = 8, µ = 8.86
Security experience [in years] min = 0, max = 42, σ = 4.43 md = 5, µ = 5.85
Company size 100-499: 100, 500-999: 78, 1000-4999: 59 20-99: 39, 10000+: 28, 5000-9999: 18, 10-19: 7, 1-9: 6, NA: 5
Number of co-worker min = 0, max = 95, σ = 21.22 md = 15, µ = 21.75, solo = 18
Work hours min = 20, max = 70, σ = 6.13 md = 40, µ = 38.61
Field security focus Yes: 222, No: 23 Partially: 89, NA: 5
Company security focus Yes: 285, No: 12 Partially: 39, NA: 4
Task security focus Yes: 212, No: 29 Partially: 95, NA: 4

test for sphericity to measure the correlation between our
items. The KMO measure assesses the proportion of variance
among variables that might be common variance. It indicates
if the dataset is suitable for the Factor Analysis by showing if
the variables share enough common variance to provide mean-
ingful factors. Bartlett’s test evaluates whether the variables
are unrelated and hence unsuitable for structure detection,
ensuring the data is not too dispersed to reveal any underlying
patterns. For all three sets, Bartlett’s test was statistically sig-
nificant. Therefore, we used the oblimin rotation, a commonly
used oblique rotation method for correlated variables [22].
The oblimin rotation allows factors to be correlated, reflecting
the complex nature of attitudes and concerns by acknowledg-
ing that human behaviors and opinions are often interrelated
rather than independent. As suggested by Field [22], we deter-
mined the maximum number of factors using Horn’s parallel
analysis, and considered only meaningful factors for which
all variables fit the same theme. Horn’s parallel analysis com-
pares the actual data’s eigenvalues against those from random
data to accurately decide the number of factors to retain by
preventing the retention of factors that do not significantly
contribute to the understanding of the data structure.

4.7 Limitations

This study has several limitations that must be considered
when interpreting the results. First, our literature review might
not include all relevant work featuring developer studies. Sec-
ond, other factors may influence the motivation and intention
of company developers to participate in empirical research
studies that are not considered in this study. Third, desirabil-
ity bias might have affected participants’ statements on their
study preferences. Fourth, Qualtrics did not provide detailed
compensation or response rate for participant recruitment.
Finally, while we wanted to ensure participants genuinely rep-
resented company developers, the high number of drop-outs
due to our strict screening procedure might have introduced
selection bias. Thus, the results might not fully encompass
company developers’ diverse perspectives and experiences.

4.8 Ethics

The institutional review board (IRB) of our university ap-
proved our project. Participants were provided with a consent
form outlining the scope of the study, the data use, and re-
tention policies. We also complied with the General Data
Protection Regulation (GDPR). Participants were informed
about the practices used to process and store their data and
that they could withdraw their data during or after the study
without any consequences. We assured participants that we
would only evaluate and publish anonymized data and quotes.
Participants had to give their consent before completing the
survey. They were also asked to download the consent form
for their use.

5 Results

In this section, we present our participants’ attitudes and ex-
pectations concerning different study factors, discuss first-
time and repeat participation, and compare Qualtrics to exist-
ing recruitment platforms. Data comparison based on region
can be found in the RP. The average survey completion time
was 32.77 minutes (md: 28.5, σ: 18.85).

5.1 Exploring Factors Influencing Security
Study Participation (RQ1)

5.1.1 Recruitment Channel

We asked participants through which recruitment channels
they would accept a study invitation. Table 3 provides an
overview of our participants’ recruitment preferences. Most
channels received a high acceptance rate except unsolicited
emailing (µ: 2.67), flyers and posters (µ: 3.17). Targeted email-
ing (µ: 4.01), CS related mailing lists (µ: 4.33), and employer
recommendations (µ: 4.48) were the most preferred channels.
Interestingly, participants employed in Europe showed the
lowest likelihood of responding to most recruitment channels,
while participants in Asia showed higher acceptance rates. Par-
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Table 3: Average likelihood to accept study invitation via a recruitment channel.
Likert-Items with responses: 1: extremely likely, 5: extremely unlikely

Referral Unsolicited Emailing Targeted Emailing Social Media Networking Platforms Employer

Repeat participants 4.48 2.48 4.18 4.23 4.04 4.57
First-time participants 4.34 2.82 3.87 3.46 4.15 4.41
All 4.40 2.67 4.01 3.81 4.10 4.48

Workshop Conference Flyer and Poster Online Forum Study Mailing List CS Mailing List

Repeat participants 3.41 3.97 3.04 4.17 4.44 4.48
First-time participants 4.16 4.16 3.28 3.79 3.95 4.20
All 3.82 4.07 3.17 3.96 4.17 4.33

Table 4: Proportion of participants willing to participate in
studies with different types, tasks and topics.

Security Lab Field Interview Coding Review

Repeat 0.987 0.797 0.935 0.850 0.961 0.843
participants
First-time 0.947 0.813 0.765 0.872 0.957 0.936
participants
All 0.964 0.841 0.805 0.861 0.958 0.894

ticipants from security-focused companies (µ: 4.53), having
a security focus in their current field of activity (µ: 4.61), or
working on security-related tasks (µ: 4.59) had higher accep-
tance rates to recruitment through their employer compared
to those without a security focus, with acceptance rates of
(µ: 4.18), (µ: 4.24), (µ: 4.30), respectively. Asking about addi-
tional recruitment channels, 23 participants mentioned crowd-
sourcing and survey websites like Indeed [30], Naukri [48], or
Mypoints [43]. Nine participants were willing to be contacted
by phone, while seven preferred study invitations through so-
cial media or networks (e.g., YouTube, WhatsApp, Telegram,
Instagram). Five participants explicitly mentioned LinkedIn
as an appropriate channel for study recruitment. Less com-
mon responses included the participants’ workplace, univer-
sity, friends and family, or other third parties (e.g., “CS Global
Network,” “professional bodies”).

5.1.2 Study Task and Type

Table 4 shows the proportion of participants willing to partici-
pate in different types of developer studies. While participants
were interested in all study types, most (96.4%) indicated a
willingness to participate in security studies. When given the
option to choose between security and software engineering
studies or indicate no preference, 62.5% specifically favored
security studies. Participants in security-focused companies
(67.0%), field of activity (75.2%), or who worked on security-
related tasks (71.2%) preferred security over software engi-
neering studies, compared to 54.5%, 56.8%, and 47.6% of
their non-security counterparts, respectively. Almost all partic-
ipants (95.8%) were willing to participate in implementation
tasks. Field studies were the least preferred (80.5%).

5.1.3 Study Length

We asked participants how much time they would be willing to
spend on different study tasks. Table 5 shows our participants’
preferred study length. On average, participants were willing
to spend 25.61 minutes on surveys (md: 20, σ: 15.77), 31.56
minutes on interviews (md: 30, σ: 20.68), 56.89 minutes on
programming (md: 60, σ: 41.86) and 56.61 minutes on code
review studies (md: 60, σ: 41.38). Participants from Africa
were willing to spend more time on programming or code
review studies, while participants from Asia were willing
to spend more time on all study tasks except code. Most
(81.18%) participants were willing to participate in studies
lasting several days, weeks, or months. However, 93.48% of
participants expected better hourly compensation than for
one-day studies.

5.1.4 Compensation

We asked for participants’ expected monetary compensation
rates for different study types and tasks using their usual
currency. The expected compensation rates for a 15-minute
study are presented in Table 6.1 Participants expected signif-
icantly less compensation for online ($6.50-$16.32), inter-
view ($8.76-$15.64), and survey ($6.50-$12.34) studies for
15-minute studies than other study types and tasks. By con-
trast, implementation ($13.14-$20.12), code review ($16.32-
$24.04), field ($12.34-$24.04) and laboratory ($11.29-$23.5)
studies had the highest compensation rates expectations. Re-
garding regional differences, Africa, and North America gen-
erally had, on average, similar expectations. Europe excepted
slightly lower compensation in most cases. By contrast, partic-
ipants in Asia expected significantly lower compensation for
all combinations, always expecting less than a third compared
to other regions.

Table 7 shows the expected compensation rates for a 60-
minute study. Compensation rates did not increase linearly
with study length, with expectations almost always only two
times higher for 60-minute studies compared to 15-minute
studies. Participants’ expected compensation rates were of-

1Participants’ expected compensation rates were converted to USD by
using exchange rates from January 25, 2023
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Table 5: Average study length by previous participation in minutes.

Survey Interview Implementation Code Review

Repeat participants 17.55 21.60*** 41.83*** 45.51
md / σ 15.0 / 8.05 20.0 / 18.39 30.0 / 36.61 45.0 / 39.97

First-time participants 30.38 37.88*** 64.72*** 60.49
md / σ 25.0 / 18.29 30.0 / 20.35 60.0 / 42.97 60.0 / 40.81

All 25.61 31.56 56.89 56.61
md / σ 20.0 / 15.77 30 / 20.68 60 / 41.86 60 / 41.38

Table 6: Average expected monetary compensationin USD for a 15-minute study.

Online Survey Lab Survey Field Survey Online Interview Lab Interview Field Interview

Repeat participant 9.62 14.31 14.46 11.47 16.49 16.65
md / σ 10.0 / 5.94 15.0 / 9.09 15.0 / 8.84 10.8 / 6.59 16.2 / 9.96 16.2 / 10.19

First-time participant 2.67 6.39 8.04 4.58 8.62 10.48
md / σ 2.0 / 2.33 5.4 / 5.33 6.0 / 7.26 3.6 / 3.86 6.0 / 7.52 8.1 / 9.58

All 6.5 11.29 12.34 8.76 14.12 15.64
md / σ 5.0 / 6.0 10.0 / 9.6 10.8 / 10.21 6.42 / 7.28 10.8 / 11.76 12.0 / 13.54

Online Code Lab Code Field Code Online Review Lab Review Field Review

Repeat participant 17.66 24.5 24.28 24.06 32.28 31.39
md / σ 16.2 / 11.52 21.6 / 17.74 20.26 / 17.4 20.0 / 18.01 24.65 / 26.54 25.0 / 26.06

First-time participant 7.0 11.41 13.31 7.95 13.08 15.08
md / σ 5.0 / 6.79 7.2 / 10.88 10.8 / 12.01 5.4 / 7.96 8.64 / 12.43 10.8 / 13.72

All 13.14 19.02 20.12 16.32 23.5 24.04
md / σ 10.0 / 11.5 15.0 / 16.28 16.2 / 16.77 10.8 / 15.2 19.99 / 21.8 18.18 / 21.53

Table 7: Average expected monetary compensation in USD for a 60-minute study.

Online Survey Lab Survey Field Survey Online Interview Lab Interview Field Interview

Repeat participant 18.92 27.25 26.7 21.3 29.72 29.28
md / σ 20.0 / 10.53 22.95 / 17.57 24.15 / 16.05 20.8 / 11.15 25.0 / 18.23 26.97 / 17.09

First-time participant 10.83 22.12 26.58 17.01 27.46 32.67
md / σ 8.52 / 9.09 16.2 / 19.54 20.0 / 24.25 12.35 / 14.65 20.8 / 24.68 24.0 / 31.12

All 15.12 24.95 26.88 19.3 28.76 30.98
md / σ 12.0 / 11.32 21.6 / 19.15 21.6 / 21.12 18.0 / 13.41 24.3 / 21.81 25.0 / 24.81

Online Code Lab Code Field Code Online Review Lab Review Field Review

Repeat participant 32.8 42.95 41.77 45.19 58.64 56.82
md / σ 25.0 / 23.31 30.0 / 32.52 30.0 / 31.45 30.0 / 36.77 40.0 / 50.31 40.0 / 47.31

First-time participant 22.94 35.29 39.46 26.84 39.32 44.48
md / σ 15.12 / 20.82 24.5 / 32.91 29.85 / 38.07 18.98 / 25.98 29.85 / 37.49 30.0 / 44.13

All 27.47 38.51 39.93 35.48 48.15 49.58
md / σ 21.6 / 22.27 30.0 / 32.03 30.0 / 33.29 21.6 / 32.13 32.4 / 44.09 32.4 / 44.34

ten based on previous study participation (41.2%), job salary
(28.5%), or this study’s compensation (25.6%). Regarding
compensation alternatives, 282 participants selected Amazon
vouchers, 145 chose hardware products, 60 might decide to
reject the study compensation, and 56 indicated a preference
for non-anonymous charitable donations. Participants sug-
gested no alternative forms for non-monetary compensation
but payment channels (e.g., PayPal) or cryptocurrency.

5.1.5 Barriers, Motivators and Security Attitudes

In this section, we present the results of our EFA on three
sets of questions: attitudes toward participation motivators,
barriers, and IT security. All overall and individual KMO
scores were above 0.8 except for variable 20 in the security
set, which had a score of 0.5401. Since this variable still ex-
ceeds the minimum threshold of 0.5, we retained this variable,
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indicating that our three sets were suitable for the EFA. We
report the individual factor loadings, the mean response of all,
repeat and first-time participants, and the distribution of the
Likert responses. Tables providing an overview of the result-
ing factors and their loadings and showing the distribution of
the Likert responses for all, first-time and repeat participants
can be found in the RP [61].

Motivators: We asked participants 26 questions about their
attitudes toward study factors that could be perceived as mo-
tivators for study participation. We set the number of fac-
tors to five. We dropped five items iteratively due to items
loading on factors that did not fit thematically until we ob-
tained a sensible EFA output. The number of factors did not
change. All factors had higher agreement rates than in the bar-
rier set. Most participants agreed with the statements at least
somewhat (µ: 3.93-4.29) suggesting participants placed more
value on motivating than deterring factors. Altruism (µ: 4.14)
and transparency (µ: 4.29) were the highest scoring factors,
indicating that participants were interested in sharing their
knowledge and experiences with the community. Still, they
wanted to know how their data would be collected, stored,
and processed.

Barriers: We asked participants 26 questions about their
attitudes toward study factors that could be perceived as barri-
ers to study participation. We set the number of factors to six.
For most factors in this set, responses were equally distributed
across the scale with a slight inclination towards agreement
as evidenced by most means being close to or above three
(µ: 2.81-3.65). Thus, only some participants perceived these
factors as significant barriers to participation. Commitment
(µ: 3.65), privacy concerns (µ: 3.32) and time-constraints (µ:
3.30) were the highest scoring factors. In contrast to the find-
ings by [60], study participation uncertainty (µ: 2.81) was the
lowest scoring factor in our analysis.

IT-Security: We asked participants 20 questions about
their attitudes toward IT-security studies. We set the number of
factors to five. There was a very high agreement for all factors
(µ: 3.92-4.54), indicating that participants feel responsible for
security and see a benefit for their company and themselves
in improving their security knowledge and skills. Factors
regarding security culture (µ: 4.54), responsibility (µ: 4.49)
and risk awareness (µ: 4.43) were scored highest. While the
agreement for task difficulty (µ: 3.92) was the lowest in this
set, it was still very high compared to factors in the other sets.

Almost all participants were willing to participate in security
studies. Targeted emails and employer recommendations
were the most accepted recruitment channels, whereas un-
solicited emails were the least preferred. Participants were
willing to invest about 30 minutes in surveys and interviews
and 60 minutes in implementation and code review studies.
The expected compensation was between $15.12 and $49.58,

RQ 1 – Summary

on average; however, it varied on the participants’ country,
type, and task of the study. Altruism and transparency were
the highest-scoring motivators for participants. The highest-
scoring barriers were commitment, privacy concerns, and
time constraints.

5.2 Attitudes of First-Time vs. Repeat Partici-
pants in Research (RQ2)

e asked participants for CS-related study experience. 187
(55%) participated for the first time in a research study, while
153 (45%) indicated to have study experience, with an average
number of participation of 8.81 (md: 8, σ: 8.91).

5.2.1 Recruitment Channel

First-time and repeat participants showed minor differences
in recruitment channel acceptance rates. In particular, repeat
participants were more receptive (µ: 4.23) to social media
compared to first-time participants (µ: 3.46) (see Table 3).

5.2.2 Study Task and Type

Table 4 displays company developers’ willingness to partici-
pate in research studies with different tasks and topics consid-
ering first-time and repeat participants. While first-time and
repeat participants expressed their willingness to participate
in studies with a focus on security, field studies were the least
preferred study type (80.5%) for repeat participants (76.5%).

5.2.3 Study Length

We compared the results of first-time and repeat participants
using the independent t-test. First-time participants were will-
ing to spend more time on all tasks than repeat participants,
with statistically significant differences (p < 0.0005) for in-
terview (Cohen’s d = 0.42) and implementation (Cohen’s d =
0.37) tasks (see Table 5).

5.2.4 Compensation

Repeat participants expected higher compensation for most
study types and task combinations for a 15-minute study than
first-time participants, especially for code review and online
studies (see Table 6). We used the t-test again to compare the
results of first-time and repeat participants. However, no statis-
tically significant results exceeded the effect size of our power
analysis. For a 60-minute study, repeat participants aligned
with first-time participants’ expectations for all study com-
binations except for online studies (see Table 7). For online
studies, they based their expectations more on the associated
task than the type, resulting in higher expectations for online
studies than first-time participants. Repeat participants mainly
referenced past study compensation (55.5%), while first-time
participants referred to their job salary (39%).
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5.2.5 Barriers, Motivators and Security Attitudes

Motivators: Repeat participants placed more importance on
motivational factors, as they had higher means for all factors
and almost all items than first-time participants (see RP, Table
29). There were also statistical differences between first-time
and repeat participants for personalization, self-interest, and
personal development, indicating that repeat participants ex-
pected to be compensated for participation.

Barriers: For the privacy concerns and confidentiality fac-
tors, repeat participants scored statistically higher than first-
time participants (see RP, Table 30). Repeat participants might
be more critical in the context of privacy due to past experi-
ences, with a significant difference in past negative experi-
ences with data privacy (item 22) supporting this. First-time
participants scored statistically higher on the commitment
factor, indicating they were more concerned about time and
conditional commitment (e.g., useful contribution).

IT-Security: We observed statistically significant differ-
ences between first-time and repeat participants for task diffi-
culty and risk awareness. Repeat participants perceived secu-
rity as a more challenging task, while first-time participants
were more worried about their company’s risks (see RP, Table
28).

5.2.6 Understanding Participation Motivations

First-Time Participants: We asked first-time participants
why they chose to participate in our study. 67 expressed a
general interest in the study topic or software development in
general. Twenty-six participants wanted to gain new knowl-
edge, while 25 each participated to share their expert opinion
or to receive the compensation offered. Twenty-one partici-
pants felt this study was connected to their job, and 11 wanted
to help. Another 21 participants did not indicate a specific
reason beyond receiving an invitation. Participants indicated
further reasons for study participation, such as having fun
(4), relieving boredom (2), seeking variety (1), or challenging
oneself (1). Only 27 (14.4%) first-time participants indicated
to be regularly invited to CS studies. We asked first-time
participants why they had not participated in the past. The
majority (114) indicated they had never received invitations
for this type of study. Thirty-one did not provide any reason,
while 18 cited a general lack of time as the primary barrier
to participation. Other less common reasons included lack of
interest (3), studies already at full capacity (2), insufficient
compensation (1) or relevance (1), COVID-related restrictions
(1), or unclear requirements (1).

Repeat Participants: By contrast, 138 (90%) repeat par-
ticipants indicated to be regularly invited to CS studies. We
asked them for the type of studies they had previously partic-
ipated in. Tables providing a summary of participants’ pre-
vious study involvement can be found in the RP [61]. Most
studies were conducted online (128) or at the participant’s
workplace (106). Participants frequently engaged in imple-

mentation (120), survey (103), or code review tasks (90). Only
43 participants participated in an interview study. General soft-
ware development (125) was the most common study topic,
followed by security (79) and privacy and data (77). Organiza-
tion (44) and third-party libraries (39) were the least common
study topics. We asked repeat participants if they had any neg-
ative experiences participating in CS studies in the past. We
received 81 responses. Half of our participants (42) reported
no negative experiences. Thirteen participants referred to less
professional researchers or settings, such as poor preparation
or moderation during group activities. Three participants cited
technical problems or a less adequate environment. Others
reported problems such as high task demands (3), long study
length (2), use of deception (2), or low compensation (1).

First-time participants were willing to spend more time on
studies than repeat participants. They were also more likely
to expect compensation based on their job salary than repeat
participants who used previous studies as a baseline. First-
time participants prioritized user security and were more
aligned with organizational security policies, while repeat
participants valued job recognition and perceived greater
implementation challenges when working on security tasks.

RQ 2 – Summary

5.3 Qualtrics for Company Developer Partici-
pation in Security Studies (RQ3)

We compared the characteristics of our sample recruited
through Qualtrics with those investigated by Kaur et al. [33].
Tables providing an overview of the descriptive statistics can
be found in the RP [61].

5.3.1 Sample Comparison

Programming Experience: While comparable to those re-
cruited from platforms like MTurk or Google Play, our
Qualtrics sample exhibited higher proficiency in software
testing and reverse engineering, with a composition of soft-
ware developers (72.35%), engineers (27.35%), data sci-
ence/machine learning specialists (24.41%), and DevOps
professionals (20.88%). Our participants had elevated pro-
ficiency levels in development areas, particularly in frontend
(µ: 4.14) and backend (µ: 4.20) development, and showed sub-
stantial experience in software testing (78.24%), networking
(40.29%), vulnerability research (38.53%), and reverse engi-
neering (30.88%). In contrast to Kaur et al., our sample was
more gender-diverse (21.5% female developers) and reported
higher proficiency in the top 15 programming languages.

Security Experience: Our participants were more inclined
to work in larger companies with security champions (49.7%)
and made security-critical decisions collaboratively (77.4%).
They were at least twice as likely to have security certifica-
tions, attend security events, engage in CTF contests, disclose
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vulnerabilities, and submit bug reports compared to Kaur et
al.’s samples. Further, they demonstrated extensive experi-
ence across security features, with higher usage reported in
encryption/decryption (65.29%), authorization/authentication
(59.41%), and API keys (58.53%), alongside more frequent
application of security problem identification techniques. Fi-
nally, on the SSD-SES scale, our participants scored higher
in vulnerability identification and mitigation (µ: 35.61), in-
dicating stronger confidence in security-related tasks, with a
moderate score in security communication (µ: 24.55), show-
casing significant differences from all samples in Kaur et al.’s
study.

5.3.2 Qualtrics as a Recruitment Platform for Company
Developers

We tested Qualtrics as a promising recruitment platform for
company developers. We opted for a comparable sample
to [33]. For this, the Qualtrics service needed to conduct
feasibility checks with individual panel providers in each
country. With a recruitment duration of 2.5 month (79 days),
Qualtrics required significantly more time than the promised
8 to 10 days for participant recruitment. However, our litera-
ture review suggested similar recruitment timeframes through
alternative channels. Past work often recruited fewer partici-
pants (n = 45) within a similar time frame of 1.5 months with
Upwork [28] or more participants (n = 333) over a longer
period of 10 months with Prolific and Upwork [74]. Further,
Tahaei et al. [69] recruited 613 participants across various
platforms within 51 days.

Additionally, Kaur et al. [33] recommended using screening
questions for recruitment on platforms such as MTurk. We
also used screening questions recommended by Danilova et
al. [15], resulting in 1556 participants being screened out of
our study.

With 65.38%, the rate at which developers failed the screen-
ers was notably higher than students’ performance in previous
studies. For example, in [69], freelancers recruited through
Appen, Clickworker, MTurk, and Prolific failed screeners at
rates of 100%, 36.8%, 91.6%, and 66.8%, respectively. How-
ever, the failure rate for students recruited through mailing
lists was 10.8% [69]. This discrepancy raises concerns about
the reliability and validity of participants recruited through
the Qualtrics platform and suggests potential limitations in
the screening process or participants’ demographics within
the pool. Thus, further investigation into the used screeners,
screening criteria, and participant demographics is needed to
assess and address potential quality issues associated with
Qualtrics participants. The cost of using Qualtrics also needs
to be considered, as the platform’s per-participant charge of
$62.15 for a 30-minute survey was significantly higher com-
pared to alternative platforms like Upwork ($15-$120 per
hour [71]), where participants could be compensated more
flexibly based on the task complexity and duration.

Compared to developer samples explored by Kaur et al. [33],
our Qualtrics-recruited sample had higher proficiency in
software testing and reverse engineering, focusing more
on security-related tasks. Our participants reported greater
proficiency in the top 15 programming languages, were
more likely to work in teams involving security champions
at larger companies, and demonstrated higher engagement
in security-related activities and confidence in vulnerabil-
ity identification and mitigation. Challenges with Qualtrics
recruitment included longer-than-promised recruitment du-
rations and a high screening rejection rate.

RQ 3 – Summary

Table 8: Participant acceptance rates for different study
lengths (in minutes).

Percentiles Survey Interview Coding Code Review
10% 60.00 60.00 120.00 120.00
25% 30.00 59.25 60.00 60.00
33% 30.00 30.00 60.00 60.00
50% 20.00 30.00 60.00 60.00
67% 15.00 20.00 30.00 30.00
75% 15.00 15.00 25.00 30.00
90% 10.00 10.00 15.00 15.00

6 Discussion and Recommendations

Improving the recruitment process of security studies with
developers is critical for human-centered research’s long-term
success. This study serves as an initial step in guiding future
research on recruitment strategies and establishing a founda-
tional baseline for study design.

Security Studies: Our research indicated 62.5% of devel-
opers favor security over software engineering tasks, with
96.5% willing to engage in security studies. Additionally, de-
velopers prioritized security over other barriers and motivators.
This preference is crucial for high numbers of participants and
needs to be considered, e.g., in study design involving security
deception. However, repeat participants perceived security as
more challenging than first-time participants, although they
had 40% more general and 50% more security experience
than first-timers. Our results suggested these concerns might
be mitigated by announcing security studies as a learning
and development opportunity, aligning with corporate culture,
and enhancing company reputation. Participants in security
roles working for security companies predominantly preferred
recruitment through their employers.

Study Length: Our results suggested that survey stud-
ies typically met participant expectations concerning study
length, while interviews and practical tasks often exceeded
them. First-time participants prioritized time flexibility, sug-
gesting that emphasizing flexibility could attract more par-
ticipants. Table 8 provides an overview for percentiles (10,
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Table 9: Participant acceptance rates based on compensation rates for a 15-minute study.
Percentiles Online Survey Lab Survey Field Survey Online Interview Lab Interview Field Interview

10% 0.66 1.20 1.44 1.08 1.44 2.00
25% 1.20 3.24 4.35 2.70 5.00 5.40
33% 2.16 5.00 5.79 4.32 6.00 8.32
50% 5.00 10.00 10.80 6.42 10.80 12.00
66% 10.00 14.29 15.00 10.80 16.20 18.90
75% 10.00 16.20 16.20 10.80 21.60 21.60
90% 15.00 24.90 25.00 20.00 29.70 32.40

Percentiles Online Code Lab Code Field Code Online Review Lab Review Field Review
10% 1.20 1.81 2.02 1.20 2.00 2.00
25% 3.60 5.40 6.38 4.37 6.00 7.36
33% 5.29 7.95 10.00 6.00 9.44 10.79
50% 10.00 15.00 16.20 10.80 19.99 18.18
66% 16.20 22.59 24.62 17.28 27.00 27.00
75% 20.00 30.00 30.00 24.82 35.77 35.10
90% 30.00 43.20 43.20 40.00 53.68 54.00

Table 10: Participant acceptance rates based on compensation rates for a 60-minute study.
Percentiles Online Survey Lab Survey Field Survey Online Interview Lab Interview Field Interview

10% 2.40 4.02 5.00 3.24 4.80 5.00
25% 5.40 9.66 10.80 8.52 11.34 12.00
33% 8.10 12.00 14.65 11.37 16.08 16.20
50% 12.00 21.60 21.60 18.00 24.30 25.00
66% 20.00 30.00 30.00 24.25 35.00 37.80
75% 21.60 37.80 37.80 27.00 43.20 43.20
90% 30.00 50.00 52.72 36.00 54.00 60.00

Percentiles Online Code Lab Code Field Code Online Review Lab Review Field Review
10% 4.80 5.00 5.64 4.88 5.51 6.00
25% 10.80 14.40 15.06 12.00 17.37 16.20
33% 13.59 19.21 20.00 16.20 20.00 20.31
50% 21.60 30.00 30.00 21.60 32.40 32.40
66% 30.00 43.20 47.52 41.68 50.67 54.00
75% 40.00 54.00 60.00 52.65 73.80 77.80
90% 60.00 86.40 97.20 80.60 108.00 114.48

25, 33, 50, 66, 75, 90) describing how many percentages of
our participants would accept a study invitation with the in-
dicated length showing that 90% of participants would take
a 15-minute programming task. Detailed percentile tables by
region are available in the RP [61]. Participants from Africa
and Asia generally showed a higher willingness to engage in
longer tasks.

Compensation: Our literature review revealed significant
inconsistencies in compensation practices that could introduce
a recruitment bias affecting study samples’ diversity and rep-
resentativeness. Interviews and practical tasks showed a wider
compensation range, with six out of 13 online interviews paid
at least 50% above participant expectations. While a higher
payment might affect participants’ performance, researchers
missed the opportunity to increase their sample size by re-
allocating research funds. Still, the most extended interview
study out of these 13 studies offered the lowest hourly com-

pensation of $20 for 2 hours. Additionally, compensation for
online practical tasks often met or exceeded expectations, in
contrast to lab-based studies, which tended to compensate less
than our participants would have expected. This discrepancy
is even more pronounced considering the limited data from
field studies, where the only interview that provided an hourly
compensation rate also reported the lowest rate. Table 9 and
Table 10 provide an overview of compensation expectation
percentiles (10, 25, 33, 50, 66, 75, 90) for a 15-minute and
60-minute study. Most participants expected compensation at
least equivalent to their country’s minimum wage. Repeat par-
ticipants used previous studies as a baseline for compensation.
While participants from Asia expected lower compensation,
other regions typically requested higher rates. Additionally,
participants expected higher compensation for long-term stud-
ies.

Recruitment Channel: Compared to platforms in previ-
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ous work, where participants often indicated freelancing as
their main profession, Qualtrics stated to have access to de-
velopers employed in organizations through panels and social
media. Since past research found different security behaviors
between freelancers and developers employed by organiza-
tions [18, 44, 76], we tested Qualtrics as a promising recruit-
ment platform for company developers. We encountered chal-
lenges with Qualtrics recruitment due to a higher recruitment
duration than promised and a high screening rejection rate
that might be significant factors for researchers. However, our
target demographic comprises professional software devel-
opers employed in companies, presenting a challenge in ac-
cessibility compared to freelance developers [33]. Therefore,
Qualtrics’ ability to recruit company developers in significant
numbers might be promising in enhancing the ecological va-
lidity of study findings. Further research is required to explore
the ecological validity of study results for both sample groups.

7 Call to Action

7.1 Research Transparency
Our literature review showed that many studies omitted fac-
tors such as study length and compensation. With only 30 of
the 163 papers in our literature review explicitly mentioning
hourly compensation, a lack of transparency poses a signifi-
cant challenge for researchers to base their study design and
recruitment decisions on prior research. This might affect
the comparability and reproducibility of security studies. Ad-
ditionally, even if this information is included, locating this
“blink-and-you’ll-miss-it piece of data” is often challenging.
Hence, we advocate for establishing clear guidelines regard-
ing the consistent reporting of such information in research.

To improve the transparency of research, we propose a ded-
icated section Study Parameters (see Section 4.1) supported
by a table (see Table 1), including the following study details:
(1) study type, (2) study task, (3) study language, (4) study
length, (5) recruitment channel, (6) recruitment duration, (7)
participants, (8) compensation (type, amount, currency, ethical
considerations). Based on the conducted study, this informa-
tion might be extended. Adopting such a standard procedure
might be a critical step to enhance the clarity and efficiency of
research design and process of future human-centered security
research. Providing this information could further benefit the
creation of a study design benchmark relevant to the security
community.

7.2 Ethical Study Compensation
Our literature review revealed significant inconsistencies in
compensation practices raising ethical concerns. For exam-
ple, three out of four online surveys compensated participants
less than our participants expected. This is particularly con-
cerning considering studies that involve participants from

different regions but do not adjust compensation to reflect re-
gional economic realities. Most studies offered compensation
rates below the average hourly wage of software developers
in higher-income countries such as the U.S. ($59.71 [72])
while exceeding the average hourly compensation (assuming
40hr/week) in lower-income countries such as India ($1.56 to
$11.73 [53]) and South Africa ($4.46 to $21.51 [54]). Wages
in European countries (e.g., Germany $19.39 to $38.25 [52])
were more in line with the compensation offered in most
studies. To mitigate these issues and improve the recruit-
ment of participants for future security developer studies, we
advocate the adoption of consistent compensation based on
participants’ expectations, the local minimum wage, and time
requirements reflecting the effort associated with different
study tasks and types. By implementing a respectful com-
pensation approach based on these principles, the security
community might further foster high-value human-centered
research standards respecting the participant pool’s global
diversity.

8 Conclusion

Recruiting a high number of participants for software engi-
neering and security studies is challenging. Many partici-
pants indicated not receiving study invitations regularly, even
though they would accept most recruitment channels and
strategies to be recruited through. Past studies have often
used few recruitment channels, relied heavily on personal
and professional contacts, and thus often struggled to reach
enough potential participants. Diversifying the recruitment
channels used is an essential first step. We investigated the
attitudes and expectations of first-time and repeat study par-
ticipants and provided recommendations on monetary com-
pensation and study length for future developer studies. Soft-
ware developers were motivated to participate in developer
studies if they benefited from participation. Since there are
significant differences in expected compensation based on
employment region, we advise a careful setup of study setting
and compensation level. Future research might investigate
the effect of different payment levels on study performance
and offering non-anonymous charity donations as an alter-
native form of compensation. Finally, we call to action to
foster a transparency-friendly research environment by consis-
tently reporting essential recruitment details such as channels
employed, compensation provided, and study length. This
practice would establish a fundamental benchmark for future
research endeavors. Future research might also need to inves-
tigate how the results will replicate over time by considering
the effect of currently popular AI assistants on developer secu-
rity studies and their implications on compensation and study
length.
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