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• Use-after-free occurs when program access freed memory

• Attackers can control this freed memory, incurring various malicious behaviors



Use After Free

Over 50% of the high-severity bugs discovered in Google Chrome were due to UAF

How to detect and prevent a UAF bug in a C or C++ program?
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• After free the object, OTA removes the mapping from the page table 
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• OTA assigns objects on the virtual address that has not been previously assigned 
• Ensuring that the deallocated object’s address is not reused
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O1 Unused
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• Alias: Non-overlapping VA used by application, Canonical: VA used by allocator

• OTA maps multiple page-aligned alias address to canonical address

Kernel-level VA management
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Performance Overhead due to Semantic Gap
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• OTA must issue a costly system call for each allocation to update the kernel 
• Frequent execution of system calls leads to these global locks becoming a major bottleneck
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Previous Approaches: How to Address the Semantic Gap

FFMallocOscar

+ Fast performance
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- High memory overhead 
- Low bug-detect precision

+ Moderate memory overhead

- Low performance 
- Low scalability 
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+ Moderate memory overhead 
+ High bug-detect precision

- Virtualization overhead 
- Low scalability 
- Cannot support copy-on-write 
- Lack of compatibilities
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None of the previous work fully balance 
performance, memory, bug detection, and compatibility



Previous OTA Design Using Alias Mapping
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User-level: Manages Virtual Address

#Page Fault Handler

BUDAlloc: Decoupling Virtual Address Management from Kernel
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User-level: Manages Virtual Address

BUDAlloc: Decoupling Virtual Address Management from Kernel

20

Canonical

Alias

Virtual Address Physical Address

User-level allocator

OnVA 1

VA 2
VA 3
VA 4

PA 1

eBPF: Tools for safely offloading  
user logic to the kernel

UnusedO2
O1 Unused

     Unused On

O1O2 O2O1

#Page Fault Handler

C
an
on
ic
al

 to
 A
lia
s M

et
ad

at
a

VA
4 
￫ V

A1
VA

3 
￫ V

A1
VA

2 
￫ V

A1

On
Isolation dom

ain



User-level: Manages Virtual Address

BUDAlloc: Decoupling Virtual Address Management from Kernel

20

Canonical

Alias

Virtual Address Physical Address

User-level allocator

OnVA 1

VA 2
VA 3
VA 4

PA 1

eBPF: Tools for safely offloading  
user logic to the kernel

UnusedO2
O1 Unused

     Unused On

O1O2 O2O1

#Page Fault Handler

C
an
on
ic
al

 to
 A
lia
s M

et
ad

at
a

VA
4 
￫ V

A1
VA

3 
￫ V

A1
VA

2 
￫ V

A1

On
Isolation dom

ain

Secure and efficient page table modification using eBPF



Co-design: User-level Allocator and Kernel #PF Handler
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Benefits from the Co-design
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• Performance 
BUDAlloc offers an optional mode deferring alias address free until the next page fault, 
called BUDAlloc-prevent  

• Scalability 
BUDAlloc eliminates the global kernel lock 

BUDAlloc supports fine-grained locking using user-level semantics 

• Compatibility 
BUDAlloc seamlessly reuses all kernel physical memory management features



UAF Bug Detection: BUDAlloc-p Detects Most of Bugs
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• BUDAlloc-detection (without deferring)

✓Show 100% precision of detection


• BUDAlloc-prevention (deferring)

✓Show 97% precision of detection


• BUDAlloc’s detection window is at 
least next page fault



Apache Web Server: BUDAlloc is Fast and Efficient

28

• BUDAlloc shows the highest scalability despite the superior precision of detection 
• BUDAlloc shows the similar results with the GLIBC in performance and memory overhead
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Apache Web Server: BUDAlloc is Fast and Efficient
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• BUDAlloc shows the highest scalability despite the superior precision of detection 
• BUDAlloc shows the similar results with the GLIBC in performance and memory overheadHigh performance, Low memory overhead, Good scalability,  

and Superior precision of bug detection
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Summary
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① Allocate canonical (VA1) from internal alloc
② Allocate Alias (VA4) from unused space
③ Set shared metadata with VA4➔VA1 mappings

④ Read shared metadata with faulted VA4
⑤ Set PTE with bpf_set_page_table(VA4, VA1)
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③ Canonical to Alias Metadata
VA4 ￫ VA1 VA3 ￫ VA1 VA2 ￫ VA1

• We decouple virtual address from the kernel using eBPF 
• By decoupling, we remove semantic gap, and introduce several optimizations

• BUDAlloc shows the superior detectability and performance



Questions

30

• GITHUB: https://github.com/casys-kaist/BUDAlloc

• EMAIL: junhoahn@kaist.ac.kr

• CV: https://sites.google.com/view/junhoahn/
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