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Cookies: HTTP State Management Mechanism
Abstract

This document defines the HTTP Cookie and Set-Cookie header fields.
These header fields can be used by HTTP servers to store state
(called cookies) at HTTP user agents, letting the servers maintain a
stateful session over the mostly stateless HTTP protocol. Although
cookies have many historical infelicities that degrade their security
and privacy, the Cookie and Set-Cookie header fields are widely used
on the Internet. This document obsoletes RFC 6265.

About This Document
This note is to be removed before publishing as an RFC.

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-httpbis-rfc6265bis/.

Discussion of this document takes place on the HTTP Working Group
mailing list (mailto:ietf-nttp-wg@w3.org), which is archived at
https://1ists.w3.org/Archives/Public/ietf-http-wg/. Working Group
information can be found at https://httpwg.org/.

Source for this draft and an issue tracker can be found at
https://github.com/httpwa/http-extensions/labels/6265bis.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute working
documents as Internet-Drafts. The list of current Internet-Drafts is
at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress.”

This Internet-Draft will expire on 11 May 2023.
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The Web Platform
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Can we automate security testing?
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Web Invariants

Intended security properties of the
Web that are always expected to hold
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Web Invariant - Blockable Mixed Content Filtering
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Web Platform Threats: Overview
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Web Platform Threats: Challenges
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Web Platform Threats: Challenges
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Web Platform Threats: Pipeline
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Browser Instrumentation and Events
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Execution Traces

Code

© — @ https://domain/path/test.html

B OG
o;_o
test () { (&2 — )
document.cookie = "A=B; secure; path=/"; (

assert document.cookie.includes("A=B")

} =L
Execution Trace (- D

Qo
0\ 0
t1@ js-set-cookie(Ctx, "A=B; secure; path=/") b
t2@ cookie-jar-set("A","B", secure=true,_, _, path="/", domain="domain")
t3@ js-get-cookie(Ctx, "A=B")

Ctx = < ID, “https://domain/path/test.html” >
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Results

Valid
1.1 Integrity of Secure cookies ™

1.2 Confidentiality of HttpOnly cookies ™

‘0:;’00" 1.3 Integrity of __ Host- Cookies ™
<2 1.4 Integrity of SameSite cookies X
Cookies 1.5 Isolation of SameSite cookies X
1.6 Cookie serialization collision resistance X

1.7 Confidentiality of Secure cookies

1.8 Blockable mixed content filtering X

1.9 Upgradeable mixed content filtering X

Mixed Content

[1] “WebSpec: Towards Machine-Checked Analysis of Browser Security Mechanisms" 2023 IEEE S&P L. Veronese, et. al
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Results
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e 101 Invariant violations >

e 10 vulnerabilities ¥
o 8 individual reports L
o @ CVE-2023-38592 ?

Mixed Content Policy bypass via framing % 2
O @ CVE-2024-6611 ™ Chromium Firefox Safari
SameSite cookie integrity violation @ @ ”

® (22 Changes to rfc6265bis
O  Clarified security implications of SameSite
cookies against XS-Leaks and CSRF
O Include support for potentially trustworthy
origins in "secure protocol” checks
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Results

60

e 101 Invariant violations >

e 10 vulnerabilities ¥
o 8 individual reports 240
o @ CVE-2023-38592 ?

Mixed Content Policy bypass via framing % 2
©) @ CVE-2024-6611 *T Chromium Firefox Safari
SamesSite cookie integrity violation @ e

® (3% Changes to rfc6265bis
O  Clarified security implications of SameSite e 15 false positive traces
cookies against XS-Leaks and CSRF o Missing events
O Include support for potentially trustworthy o Incorrectly ordered events
origins in “secure protocol” checks ©  Missing information in events
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Conclusion

Automated analysis can detect invariant
violations during development

.0

Limitations can be mitigated with better
instrumentation support

Defining Web invariants should be a
priority
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Abstract
Client-side security mechanisms implemented by Web
browsers, such as cookie security attributes and the Mixed
Content p()luy are of paramount importance to protect Wgh
ica U . the design and i

0! .xuch chani are i and P . poten-
tially exposing Web applications to security vulnerabiliti

In this paper, we present a practical framework to formally
and automatically detect security flaws in client-side security
mechanisms. In particular, we leverage Web Platform Tests
(WPT), a popular cross-browser test suite, to y
collect browser execution traces and match them against Web
invariants, i.e., intended security properties of Web mecha-

flaws, which led to breaking well-established Web security
invariants [13,33]. Formal methods proved to be an essential
tool to rigoro client-side security mechan: Lal-
lowing for the ldgnllhulmn of bugs and formulation of formal
security proofs in such a complex environment. All state-of-
the-art techniques. however, be they manual [20]. machine-
checked [17], or automated [13,33], apply to browser models,
which suffer from two fundamental drawbacks. First, client-
side security mechanisms evolve over time and new ones are
being proposed on a regular basis, which makes browser mod-
els extremely hard to maintain. & N o
are correct, security-critical bug
tions [23,29,30,36]. Correctly i

echani. within browsers is

nisms ed in first-order logic. We the ef-
fectiveness of our approach by validating 9 invariants against
the WPT test suite, discovering violations with clear security
implications in 104 tests for Firefox, Chromium and Safari.
We disclosed the root causes of these violations to browser
vendors and standard bodies, which resulted in 8 individual
reports and one CVE on Safari.

1 Introduction

Writing secure Wgh apphmuon\ is nmonously hard, due to
the y, complexity and led nature of the
Web. To mitigate the dmllul&u\ of \uum ‘Web application
development, browsers integrate a growing list of client-side
security mechanisms to assist Web developers. Examples of
such mechanisms include cookie security attributes (HttpOnly,

for various reasons. Browsers ar
ware artifacts: for instance, the (
roughly 35 million lines of code.
kernel. Furthermore, browser ve
natural language specifications
Web Consortium (W3C), into n
already complicated codebase.
rity mechanisms often cannot be
them interact with core browser
defines requests, responses, and
binds them. This means that ¢
side security mechanis
browser components which wer
integration in mind.

We thus tackle the followin

dosian anractical framawork .
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