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Privacy regulations in the EU
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• Consent for non-essential cookies should be 
freely given and unambiguous.

• Personal data should be collected for specified 
and explicit purposes.



Do websites comply with these regulations?
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Do websites comply with these regulations?
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Previous studies

• Studies focused on websites (non-)compliance: 

- Matte et al. (2020), Santos et al. (2021), Bollinger et al. (2022)

• Studies focused on deceptive design patterns (a.k.a dark patterns):

- Nouwens et al. (2020), Soe et al. (2020), Gray et al. (2021)

→ Some studies were manual, the others were limited to specific websites.
- Low coverage of websites (Matte et al. 5%, Nouwens et al. 6.8%, Bollinger et al. 0.6%).

- Potential selection bias.
→ No cookie notice interaction.
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Contributions

• ML for a general method of cookie notice compliance analysis.

- declared purpose detection, interactive elements classification, cookie classification

• Our crawler interacts with cookie notices, determines which cookies are declared, and 
contrasts them with the cookies the website actually uses.

• Detection of 6 types of violations and 2 types of dark patterns

- Large-scale analysis over 97k websites
- Bias analysis of previous studies
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Interactive elements classification
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Interactive elements classification

• We collect and annotate 2353 samples with one of 6 labels:

- Cookie settings (290 samples)
- Accept (229 samples)
- Reject (153 samples)
- Close/Continue without accepting (51 samples)
- Save cookie settings (101 samples)
- Other (1529 samples)

• We train a BERT model with a 95.1% accuracy and a 90.9% F1 score.
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Cookie extraction
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We browse the website after clicking on each of the detected consent options to extract 
the corresponding set of cookies

Close

AcceptRejectCookies settings



Analysis of observed cookies

• A website is classified as “uses AA cookies” if we detect 2 or more AA cookies

• The model achieves an accuracy of 92.9% and a precision of 98.7%
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The website 
uses AA cookies

AA cookie = Analytics or Advertising cookie
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Results: Observed violations
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• We crawled 97k websites popular in 
15 European countries according to 
the Chrome User Experience report 
(CrUX)

→ Aggregation of top 10k websites 
across these countries

6 violations

2 dark patterns



Results: Observed violations
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No notice despite AA cookies detected

Article 5(3) of the ePrivacy Directive

AA cookies set despite negative consent

Article 5(3) of the ePrivacy Directive

AA cookies set prior to user’s consent

Article 5(3) of the ePrivacy Directive

Undeclared purposes in the notice text

GDPR informed consent requirement



Results: Popularity-based analysis
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We crawled an additional 20k websites in the ranks 100k and 500k sampled evenly 
across the same countries.

Non-obvious

Easy to spot

0% 20% 40% 60% 80% 100%

Im licit consent
 after close

Im licit consent
 rior to interaction

Ignored reject

Undeclared  ur oses

No reject button

Missing notice
CrUX rank

1k
10k
100k
500k



Results: Bias evaluation of previous studies
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0% 20% 40% 60% 80% 100%

Fo%ced action

Inte%face inte%fe%ence

Imp icit consent afte% c ose

Imp icit consent
p%io% to inte%action

Igno%ed %eject

Undec a%ed p(%poses

No %eject b(tton

46.5%
(22689/48843)

67.7%
(10919/16122)

77.5%
(3856/4974)

73.4%
(35859/48843)

65.4%
(10615/16231)

26.1%
(12730/48843)

56.7%
(18949/33431)

Websites implementing IAB TCF are more susceptible of “ignored reject” and “implicit 
consent” violations, as well as relying on dark patterns. 

→ Matte et al. (2020) restricted their  
analysis to this type of websites.



Enforcement

• Our results show that consent is broken

• What’s next? Enforcement!

• We started collaborations with the CNIL and NOYB.

• Our method for low false positive rates 
- As shown by manual end-to-end evaluation on 500 websites
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Violation/Dark pattern Precision Recall

Missing notice 0.78 0.94

No reject button 0.92 0.65

Ignored reject 0.91 0.63

Implicit consent after close 0.95 0.58

Implicit consent prior to interaction 0.91 0.87

Undeclared purposes 0.98 0.91

Interface interference 1.00 0.72

Forced action 1.00 0.84



Conclusion

19

• A general method for detecting cookie notice violations.

• Analyzed 97k websites, adressing selection bias of previous 
studies.

• 72.2% of websites violate legal requirements.
- Current focus on automated enforcement with CNIL

More information/source code:
https://ahmedbouhoula.github.io/post/automated

Thank you for your attention! Questions?


