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Augury1

1 Vicarte, et al., "Augury: Using data memory-dependent prefetchers to leak data at rest”, SP’22.

• Comprehensive reverse engineering 
of Apple DMPs.

• Develop DMP-aided chosen-
input attack framework.

• Undermine four cryptographic 
implementations in the wild or 
submitted to NIST PQC 
standardization.

This Work
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How do classical prefetchers 
work?

arr[0] arr[1] arr[2] arr[N-1]… arr[N] arr[M-1]…

Training Prefetching

// stride pattern
for (i = 0; i < M; i++)

trash += arr[i];

stride 
prefetcher

The program reads arr[0], 
arr[1], …
The stride is 1! Prefetch 
arr[N], arr[N+1],…
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What is the finding of prior 
work, Augury?

arr[0] arr[1] arr[2] arr[N-1]… arr[N]

* * * * *

arr[M-1]

*

…

Training Prefetching

// Array-of-pointer pattern
for (i = 0; i < M; i++)

trash += *arr[i];

Augury

DMP recognizes and 
prefetches Array-of-
pointers access pattern!

Dereferenced by code

Dereferenced by DMP
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Where does the DMP scan 
for pointers?
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How does DMP determine 
pointers to dereference in 
each line?

arr[0] arr[1] arr[2] arr[7]…

* * * *

Load L1 Fills

Cache Line Aligned

Dereferenced by DMP
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History filter: how DMP 
avoids redundant 
dereference?

…

Do-not-scan hint: how DMP 
avoids redundant scan?

4GByte region: heuristic 
of predicting pointer 
value.

Top byte ignore: how 
DMP synergizes with 
TBI?

…

Check out the paper!
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DMP *ptr
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End-to-end key
extraction PoCs

Classical

Crypto

Post-Quantum

Crypto

Digital 
Signature

Key 
Exchange

OpenSSL 
DHKE

Go RSA

ML-DSA ML-KEM
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• Apple: Disable DMP with DIT=1
• Only works on M3.

• Go: Propose an opt-in DIT mode 
in Go binary.

• Asahi Linux: Found chicken bit 
to disable DMP on M1/M2.

Impact

• Pwine Awards: Best Cryptographic 
Attack winner.
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gofetch.fail

Check our Website:

boruc2@illinois.edu

• Data memory-dependent 
prefetchers (DMPs) performs 
secret-dependent memory access 
to leak data.

• Exploiting DMPs to perform key 
extraction attacks to constant-time 
cryptography is feasible.

https://gofetch.fail/

