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Backdoor the generator



Randomness in Cryptography is important

● Standards for PRNG constructions

● Standards with tests

● Standards with sample size

● Importantly, all of the above are not perfect



Randomness in Cryptography is important

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-22r1a.pdf



Randomness In Machine Learning

●Optimization – Stochastic Gradient Descent

●Data Sampling

●Flavors of Learning: Federated, Active, Curriculum

●Differential Privacy

●Uncertainty Estimation
and a lot more …



Randomness In Machine Learning
● Randomness for ML is held to the same standard, kinda…

● Use is different: uniform vs parametric

● Sample size is different: key material vs gigabytes

● Latency is different: when little is needed expensive is ok



Case study: Randomised Smoothing



Randomised Smoothing

●Why is randomised smoothing used?
○ Safety – uncertainty
○ Security – robustness

●Find maximal radius around x such that adversarial examples 
do not exist with a high confidence.

● In the limit is an uncertainty estimator
https://arxiv.org/pdf/1902.02918





Naïve Attacker

● Base classifier trained with additive noise sampled from N (0, 0.252)

● Replace distribution for one of the following when a certification is 
performed: 

○ Laplace distribution, L (0, 0.25); 

○ Absolute value of normal distribution, |N (0, 0.252)|; 

○ Uniform distribution, U (−0.25, 0.25); 

○ Bernoulli distribution, B (0.5)



Naïve Attack Performance

Bad



https://www.doc.ic.ac.uk/~wl/papers/07/csur07dt.pdf by Thomas et al.We change 1 bit in 64

https://www.doc.ic.ac.uk/~wl/papers/07/csur07dt.pdf


BitFlipping PRNG Attacker





PRNG Attack vs NIST Tests



Sample Size vs Test Results





● How realistic is this?
● Technical Stack
● Protocols and Guidelines
● Development of Better Standards
● On Standards

Discussion


