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Background 
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Background 
Transferring money over public blockchain. 

Tornado Cash Cyclone ProtocolRailgun
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Background 
Transferring money over public blockchain using Mixing Services. 
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Transferring money over public blockchain using Mixing Services. 
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Background 
Anonymity compromising scenario #1 (Address Reuse) 



Money transfer by User~A (from Wallet~A1 to Wallet~A2) via TC,  
with different wait times between the deposit and withdrawal transaction. 

TC transaction without waiting.
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TC transaction with proper waiting.

Background 
Anonymity compromising scenario #2 (Improper waiting) 

Operation Operation



Guide Book

● After depositing, users should wait 
some amount of time before 
withdrawing to improve their 
privacy. 

● Do not reuse the same address 
for both deposit and withdraw.
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Background 



Motivation 
● Inadequate Guidebooks: 

○ Current guidebooks are incomplete. 
○ Users unknowingly perform actions compromising their anonymity. 

● Postmortem Analysis Limitation: 
○ Existing methods identify patterns after deployment. 
○ Lack of proactive discovery of anonymity-compromising patterns.
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GuideEnricher 
Proactive method to enrich guidebooks using Deep Reinforcement Learning (DRL) 
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Extracting unknown anonymity-compromising 
patterns as the Evader Agent formulates 
strategies to evade Detector.

Detector

Guide book

Evader agentMixing Service



GuideEnricher 
Proactive method to enrich guidebooks using Deep Reinforcement Learning (DRL) 
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GuideEnricher 
Proactive method to enrich guidebooks using Deep Reinforcement Learning (DRL) 

Guide Book

1. Address Match An address is used for both 
depositing and withdrawing.

2. Unique Gas Prices
A pair of deposit and withdrawal 
transactions with same gas 
price.

3. Linked ETH 
Addresses

Two distinct addresses have 
transaction history outside the 
mixing services.
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GuideEnricher 
One step of Evader agent 
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Previous Action Deposit
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Training Phase 
Generalizability to other mixing services. (#3 wallets with 3 tokens each, transfer to any of #247 empty wallets) 

GuideEnricher on Railgun.GuideEnricher on Tornado Cash 
Nova.
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GuideEnricher on Tornado Cash.



Training Phase 
PPO vs A2C and A3C (GuideEnricher on Tornado Cash) 
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Extracting Anonymity-Compromising Patterns 

Combined both training 
and testing episodes 
across different 
simulations. Filtered out 
episodes with evading 
rates below 90%. 

Clustering utilizing 
DBSCAN and K-means. 
Chose episodes near the 
centroid of each cluster.  

Examine representative 
episodes to find anonymity-
compromising patterns



Enriching GuideBook 
Unknown Anonymity-Compromising Pattern #1 
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Guide Book

2. Unique Gas Prices A pair of deposit and withdrawal 
transactions with same gas price.
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Guide Book

2. Unique Gas Prices A pair of deposit and withdrawal 
transactions with same gas price.
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Guide Book

2. Unique Gas Prices A pair of deposit and withdrawal 
transactions with same gas price.

2. Unique Gas Prices (multi) A group of deposit and withdrawal 
transactions with same gas price.



Enriching GuideBook 
Unknown Anonymity-Compromising Pattern #2 

Guide Book

3. Linked ETH Addresses
Two distinct addresses have 
transaction history outside the 
mixing services.
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Enriching GuideBook 
Unknown Anonymity-Compromising Pattern #2 

Guide Book

3. Linked ETH Addresses
Two distinct addresses have 
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mixing services.
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Guide Book

3. Linked ETH Addresses
Two distinct addresses have 
transaction history outside the 
mixing services.

6. Token distribution.
Transfer of tokens to unused 
"fresh" wallets immediately before 
the interaction with mixer.



Contributions: 

1. We design and develop GuideEnricher, a DRL-driven method that simulates user interactions with mixing 
services to facilitate guidebook construction. 

2. We evaluate GuideEnricher on multiple mixing services, and demonstrate that GuideEnricher can facilitate 
extracting anonymity-compromising patterns without requiring significant human effort. 

3. We present the usage of GuideEnricher in continuously enriching the guidebook by iteratively updating the 
rule-based detector and our evaders. 
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github.com/ucsb-seclab/GUIDE-ENRICHER


