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We train document understanding models on 

sensitive data 
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We train document understanding models on 

sensitive data 

Document model 
≈ BERT + 2D position encoding + visual features 

S
a
m

p
le

 I
D

 c
a

rd
 li

c
e
n

se
d
 E

ta
la

b
 O

p
e

n
 L

ic
e
n
s
e
 2

.0
 b

y
 A

g
e
n

ce
 N

a
ti
o
n

a
le

 d
e

s 
T

it
re

s 
S

é
c
u
ri

sé
.

(text) (layout) (image)

1



We train document understanding models on 

sensitive data 

Document model 
≈ BERT + 2D position encoding + visual features 

1. Name
2. Surname
3. Birth date
4. Document ID
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Neural Language Models memorize some training data

[1] Nicholas Carlini, Florian Tramèr, et al. Extracting Training Data From Large Language Models. Usenix Security. 2021.
2



Neural Language Models memorize some training data
> 1% of training data

[1] Nicholas Carlini, Florian Tramèr, et al. Extracting Training Data From Large Language Models. Usenix Security. 2021.

[2] Nicholas Carlini, Daphne Ippolito, et al. Quantifying Memorization Across Neural Language Models. ICLR. 2023. 2



Are document models prone to privacy attacks ?
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Are document models prone to privacy attacks ?

1. No privacy attacks against document models were documented in the literature

2. Document models are multimodal. Does it increase / decrease robustness ?

3. It’s harder to do reconstruction attacks on encoder-only models

Modern Large Language 
Models

Decoder-only

Training 
data

Document Understanding 
Models Encoder-only
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Are document models prone to privacy attacks ?

Short answer: YES
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How do we reconstruct training data ?

Target field in a 
target document
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How do we reconstruct training data ?

➢ 14
➢ 31
➢ 19
➢ The
➢ 01
➢ 13
➢ Yes

Target field in a 
target document

Auxiliary MLM
(Trained on public data)

Candidate
tokens
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How do we reconstruct training data ?

Target field in a 
target document

Etc.
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How do we reconstruct training data ?

Target field in a 
target document

In practice, it required many heuristics 

to work on real data… S
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Did it work in practice ?

In the best setting, we perfectly reconstructed 

4.1% of the fields
5



Did it work in practice ?

2 datasets:
FUNSD & 

SROIE

2 architectures:
LayoutLM v1 & 

BROS

Four fine-tuning 
tasks: MLM, EL, 
EE-SPD, EE-BIO

In the best setting, we perfectly reconstructed 

4.1% of the fields
5



Ablation #1 : Does memorization require overfitting ?

6



Ablation #1 : Does memorization require overfitting ?

No, it does not.

➢ Memorization starts well 

before overfitting

➢ Overfitting increases 

memorization

➢ Consistent with other 

works such as [3]

Improvement Factor 
= performance of the 

attack

[3] Chiyuan Zhang, Samy Bengio, et al. 

Understanding deep learning requires 
rethinking generalization. ICLR. 2017.
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Ablation #2 : Does the visual modality memorize data ?

Document model
≈ BERT + 2D position encoding + visual features 

(text) (layout) (image)
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Ablation #2 : Does the visual modality memorize data ?

Document model
≈ BERT + 2D position encoding + visual features 

Yes, it does.

➢ Pixel/token associations are memorized.

(text) (layout) (image)
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Ablation #3 : Does the layout memorize data ?

Document model
≈ BERT + 2D position encoding 

(text) (layout)
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Ablation #3 : Does the layout memorize data ?

Document model 
≈ BERT + 2D position encoding 

Yes, it does.

➢ Layout/token associations are memorized.

(text) (layout)
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Ablation #3 : Does the layout memorize data ?

Document model 
≈ BERT + 2D position encoding 

Yes, it does.

➢ Layout/token associations are memorized.

And other ablations 

in the paper…

(text) (layout)
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Conclusions

1. Document understanding models memorize training data

2. Reconstruction attacks are realistic, even without 

overfitting / duplication

3. Document models are more vulnerable than pure-text 

models for the same task
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Future research directions

Improvements : 

• Implement the same attack strategy with pre-training rather than fine-tuning

On a broader scale : 

• Deepen our understanding of the nature of memorization and why it happens

10



Questions ?
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