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You and Amanda have liked each other!

You can now send her a message using your phone.



LBD apps elicit peculiar privacy behavior

» Users willingly share

highly personal and sensitive data
(including exact locations)

» Users expect others to share data

» Users share data with strangers

Sufficient (self-)disclosure <> Maintaining privacy



What are the privacy risks
iIn sharing personal data
with other users?



Social privacy (&< institutional privacy)

Our adversary focuses on collecting personal data

about one or more other users of the LBD app

using only client-side interactions as a regular user




Adversaries can have diverse malicious intentions
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What is the extent of
data exposure & leaks

In LBD apps?
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First name
Last name

Gender

Age
Date of birth

Education
Employment
Languages spoken
Nationality

Place of residence
Hometown

Relationship status
Marital status
Having children
Having siblings

Email address
Phone number
Other platforms
Photos

Interests
Income

Personal data

Racial or ethnic origin

Political opinions
Religious/philos. beliefs

Health data
Height
Weight
Figure
Fitness
Diet
Eye color
Hair color
Smoking
Alcohol
Recreational drugs
(COVID) vaccination
HIV status

Sexual orientation
Sex life

Other has liked you
Other has disliked you
Popularity score
Number of likes/dislikes

Other was recently active
Last activity time
Account creation time

Relationship type sought
Wanting children
Filters

# profiles per API request
Card stack
Grid
Permanent profile access
See profiles while paused

Sensitive data (GDPR art. 9)

App usage
data
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Three modes of data exposure & leaks

New here ;"

Jamal, 22 «»
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Ul Exposure
readily visible
in the Ul

Intended sharing
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Three modes of data exposure & leaks

New here t gender: -1

Jamal, 22 »

show gender on profile: false

© he/xe/co Q: custom gender:

"Gender non-conform"
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Ul Exposure
readily visible
in the Ul

Intended sharing

Traffic leak
automatically sent
in APl network traffic

projection fields = [360] # projection fields I

o requests.post("https://aml.bumble.com/mwebapi.phtml?SERVI
"wish": "Wants to date with guys, 2?-3?“'

Exfiltration leak
sent after altering
traffic or behavior

Inadvertent sharing
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Highlights across 15 LBD apps
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Highlights across 15 LBD apps

» Intended sharing: broad differences: 9 <> 23 fields

» Grindr: 13 fields but very sensitive (HIV status, sexual preference)
B seen as beneficial B all fields optional > risk of stealthy adversary

» POF, Hily, Badoo: requiring fields optional in other apps

B others might still expect disclosure, reducing agency
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Highlights across 15 LBD apps

» Intended sharing: broad differences: 9 <> 23 fields

» Grindr: 13 fields but very sensitive (HIV status, sexual preference)
B seen as beneficial B all fields optional > risk of stealthy adversary

» POF, Hily, Badoo: requiring fields optional in other apps

B others might still expect disclosure, reducing agency

» Inadvertent sharing: APIs leak data for all apps

» All apps: 99 leaks: app usage data, gender, sexual orientation
» All apps:  reciprocity nearly always fails (hidden attributes/profiles)

» 6 apps: leak exact user locations through trilateration
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Trllateratlon PrOX|m|ty Oracle
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Bulk account creation enables
large-scale, long-term, stealthy tracking

Privacy policies of LBD apps
fall short in giving control
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LBD apps should give users control, choice, agency

’ ‘ Th hare,
» Avoid nudging users to share data theeblzt(:zerzz?)ﬁrs Are

. matches will be.
» Inform users properly about sharing

» Hide profile data by default

» Make data sharing a conscious decision

Vg

Request location update explicitly

» Give option to share approximate location




LBD apps should protect user data

»  Fix inadvertent API leaks

» Match Ul and API: avoid unnecessary extra data in APl responses

y Prevent location inference

» Implement solutions such as spatial cloaking (rounding coordinates)

» Avoid having data in the first place (data minimization)

» Tinder has fewer sensitive fields, rounds coordinates
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Conclusion

» LBD apps harbor a sensitive privacy context

» Users feel compelled to share data, but social privacy is important

» (Intended) data exposure varies significantly between apps

y Inadvertent leaks/inference reveal hidden data/locations

» APIs are an important cause of privacy breaches

» Apps put burden of protecting privacy on users
» Need for technical audits of Ul and API, compared with privacy policy
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