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LBD apps elicit peculiar privacy behavior

› Users willingly share 

highly personal and sensitive data
(including exact locations)

› Users expect others to share data

› Users share data with strangers
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Sufficient (self-)disclosure Maintaining privacy 
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What are the privacy risks 

in sharing personal data 

with other users?



Social privacy ( institutional privacy)

Our adversary focuses on collecting personal data

about one or more other users of the LBD app

using only client-side interactions as a regular user
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Adversaries can have diverse malicious intentions
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What is the extent of

data exposure & leaks 

in LBD apps?
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TINDER

100M

BADOO

100M

POF

50M

MEETME

50M

TAGGED

50M

GRINDR

50M

TANTAN

50M

JAUMO

50M

LOVOO

50M

HAPPN

10M

BUMBLE

10M

HINGE

10M

HILY

10M

OKCUPID

10M

MEETIC

10M
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Personal data

Sensitive data (GDPR art. 9)

App usage 
data



Three modes of data exposure & leaks

UI Exposure
readily visible

in the UI
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Intended sharing



Three modes of data exposure & leaks

UI Exposure
readily visible

in the UI

Traffic leak
automatically sent 

in API network traffic

Exfiltration leak
sent after altering
traffic or behavior
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Intended sharing Inadvertent sharing



Highlights across 15 LBD apps
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Highlights across 15 LBD apps

› Intended sharing: broad differences: 9 23 fields

Grindr: 13 fields but very sensitive (HIV status, sexual preference)

seen as beneficial  all fields optional > risk of stealthy adversary

POF, Hily, Badoo: requiring fields optional in other apps

others might still expect disclosure, reducing agency
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Highlights across 15 LBD apps

› Intended sharing: broad differences: 9 23 fields

Grindr: 13 fields but very sensitive (HIV status, sexual preference)

seen as beneficial  all fields optional > risk of stealthy adversary

POF, Hily, Badoo: requiring fields optional in other apps

others might still expect disclosure, reducing agency

› Inadvertent sharing: APIs leak data for all apps

All apps: 99 leaks: app usage data, gender, sexual orientation

All apps: reciprocity nearly always fails (hidden attributes/profiles)

6 apps: leak exact user locations through trilateration
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Trilateration: Proximity Oracle
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Bulk account creation enables 
large-scale, long-term, stealthy tracking

Privacy policies of LBD apps
fall short in giving control



LBD apps should give users control, choice, agency

› Avoid nudging users to share data

› Inform users properly about sharing

› Hide profile data by default

Make data sharing a conscious decision

› Request location update explicitly

Give option to share approximate location
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LBD apps should protect user data

› Fix inadvertent API leaks

Match UI and API: avoid unnecessary extra data in API responses 

› Prevent location inference

Implement solutions such as spatial cloaking (rounding coordinates)

› Avoid having data in the first place (data minimization)

› Tinder has fewer sensitive fields, rounds coordinates
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Conclusion

› LBD apps harbor a sensitive privacy context

Users feel compelled to share data, but social privacy is important

› (Intended) data exposure varies significantly between apps

› Inadvertent leaks/inference reveal hidden data/locations

APIs are an important cause of privacy breaches

› Apps put burden of protecting privacy on users

Need for technical audits of UI and API, compared with privacy policy
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