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Road Towards a Statistical Test

e In cryptographic timing measurements a protocol should have secret independent

execution time
e For two different inputs X and Y (e.g. padding is correct vs. padding is incorrect)

we have two distributions
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RO ad TOWardS a Statlstlcal Test OF LARGE-SCALE ADVERSARIES

e We collect measurements X,,...,.X,, and y,....,Y,

e If the execution time is secret independent histograms should look similar
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Deriving a Decision Rule

e Decision is based on data Xy,...,X, and y,...,y,

Reality \ Decision Side Channel
Side Channel true positive
No Side Channel false positive

e Common approach in statistics:
o prescribe false positive rate a
o given a, minimize false negative rate
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No Side Channel
false negative

true negative
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R-Time-Leak-Finder (RTLF)

e New tool with adequate trade-off between false
positives and false negatives

e ( is an input parameter and upper bounds the
false positives

® larger n decreases f8
Statistical methods we use:

o Bootstrap (resampling): method to balance
the trade-off between a and S based on the
data

o Bonferroni correction to address multiple
testing
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a) dudect (n=30.000, a=?)

[ |
c) RTLF (n=30.000, a<0.9%)

1 - Reparaz et al. - Dude, is my code constant time? (2016)

b) dudect (n=200.000, a=?)

ThRL T LA

LimLel u ] l

d) RTLF (n=200.000, @<0.9%)
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4 . . . h With Great Power Come Great Side Channels:
Stat|st| Cal tOOI W|th us ab I e trad e-Off betwee n Statistical Timing Side-Channel Analyses with Bounded Type-1 Errors
false pOS itiVeS an d false n eg atives Martin Dunsche', Marcel Maehren', Nurullah Erinola', Robert Merget?, Nicolai Bissantz',

\ / Juraj Somorovsk-y]. alnd Jorg Schwenk!

Technology Innovtion Instut

e N\ 3Paderborn University
Empirically outperformed existing tools EVALUATED | | EVALUATED | | EVALUATED

Y )| |Gt || @ seron || g msociiin

AVAILABLE REPRODUCED

4 . . )

Extensive real world evaluation
= 11 TLS libraries in 823 versions
. => 7 vulnerabilities in recent versions )

https://github.com/tls-attacker/RTLF
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