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● Kernel double-fetch bugs

● State-of-the-art relies on COW semantics 

● SafeFetch ideea => per-syscall caching of user data

● Low performance impact:

○ Less than 5% geomean overhead
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Key Insights
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90% of syscalls fetch <= 1 Page of user data

66% of syscalls fetch < 64 bytes of data

● 60% of syscall executions do 

not fetch user data

● On average syscalls fetch far 

less than a page of data

● Caching is more efficient
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Conclusion
● Comprehensive protection against double-fetch bugs

● Less than 5% geometric overhead across a variety of benchmarks

● CVE-2016-6516
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Questions?
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       Github Repository
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