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Two Access Technologies in 4G/5G

© Raysonho @ Open Grid Scheduler [CC0]

• VoLTE via CelltowerAlso VoNR, Vo5G
• VoWiFi viaWiFi Access Point (AP)Also Wi-Fi Calling

Usually the preferred channel forcall and message termination
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VoWiFi in 4G/5G: Complementing Radio Access with WiFi APs
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VoWiFi Requires Multiple IPSec Tunnels
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Practical Example: IKE_SA_INIT Packet
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Practical Example: IKE_SA_INIT Packet
• DH2 (1024-bit MODP) might not be the best choice
• Imperfect Forward Secrecy: How Diffie-Hellman Fails in Practice (CCS 2015):
“We further estimate that
an academic team can break a 768-bit prime
a nation-state can break a 1024-bit prime.”

• Since 2015 computers got faster, cracking power got cheaper (AWS)
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ETSI/3GPP Specification
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ETSI/3GPP Specification Over Time
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3GPP Standardization of Key Exchange for IPSEC tunnels (IKE_SA_INIT)
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Step I: Analyze Pre-loaded Configs at the Client-Side
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Step II: Analyze IPsec Client on the UE
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Step III: Analyze Server Side Configurations
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Results I: Pre-loaded Configs at the Client-Side
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• Evaluated different manufacturers and devicesApple: IPCC Carrier Profiles
Samsung: XML Config File
Xiaomi, Oppo: QualcommMBN File

• DH2 (1024-bit MODP) is very popular �
• DH Groups > 2048-bit barely used
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Results II: (Protocol Conform) Downgrade Possibility
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SA_INIT([DH2, DH14], KE_DH14)

INVALID_KE(USE DH2)

SA_INIT([DH2, DH14], KE_DH2)

• Client selects preferred DH group, but also signalssupport for other groupsServer can request switch to other group via
INVALID_KE packet
Client starts over, respecting the server’s choice

• A malicious interceptor could inject a downgrade
packetCould be mitigated by servers always demandingstrongest group
However, 41% of servers tolerate weak client
choices �
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Results II: Downgrade Vulnerability at MediaTek Clients
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• MediaTek chipsets allow downgrade to arbitrary
DH group �Even when the group was not part of the client’sproposal
Can always downgrade to weak groups (DH1,DH2) if target server supports it
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Results III: Supported DH Groups at the Server-Side
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• Active probing of ePDG servers423 domain entries found, 275 responsive ePDGs
Implemented IKE handshake via scapy

• DH2 (1024-bit MODP) most popular �
• DH1 (768-bit MODP) supported by 40% of servers �
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Result III: (Not-so) Private Keys
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Result III: (Not-so) Private Keys
• Identical key exchange value -> identical private-keysInter MNO key sharing: private-key collisions with unrelated MNOs
• 16 operators spread across the world: e.g., Austria, Brazil, Indonesia, Malaysia, Nepal, Russia, etc.Estimation: 140 million subscribers affected

Anyone having access to the private-keys can decrypt the VoWiFi traffic
• Affected operators all use ZTE equipement for their core network
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Responsible Disclosure and Remediation
• Responsible disclosure was coordinated by GSMAInitial report in February 2024

CVD-2024-0089
• MediaTek: CVE-2024-20069, severity highFixed via Android Security Update (June 2024)
• ZTE: CVE-2024-22064, severity highPrivate keys are leftovers from integration testing

Accidentally included into production images
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ZTE: Remediation Timeline
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ZTE: Remediation Timeline Continued :|
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Limited Coverage due to VoWiFi Geoblocking
• Potentially evenmore vulnerable operators out there
• Many operators employ geoblocking at VoWiFiEspecially common within Europe and Asia

Shown in related paperWhy E.T. Can’t Phone Home

github.com/sbaresearch/scanywhere
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Questions?
• Research artifacts on GithubClient side configuration extraction

Server side ePDG probing
• ContactMail: gabriel.gegenhuber (at) univie.ac.at

Twitter: @GGegenhuber github.com/sbaresearch/vowifi-epdg-scanning
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