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Technique 

Type
Security 
Problem Technique GNN Framework Claimed Efficacy

Defense
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Trojans GNN4TJ [1] Attention-based 

custom GCN 97% TPR
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TrojanSAINT 
[2]

Graph attention 
network 98% TPR, 96% TNR

Detecting IP 
Piracy GNN4IP [3] Attention-based 

custom GCN 94.61% Accuracy

Attack

Reverse 
Engineering GNN-RE [4] Graph attention 

network 98.87% Accuracy

Hardware 
Obfuscation OMLA [5]

Graph 
isomorphism 

network
89.55% Accuracy
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Threat Model
Standard attack model of adversarial attacks

Trained GNN

No Modifications Perturbations Following 
Circuit Design Rules

Original Circuit Perturbed Circuit

Same GNN

Black-box Access

Goal: 
Misclassification

Kevin Eykholt et al., “Robust physical-world attacks on deep 
learning visual classification,” In Proc. of CVPR, 2018
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AttackGNN – Results 
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Success rate of all GNNs against AttackGNN-generated adversarial circuits: 0%

GNNs used in hardware security are not robust!
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