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Security Awareness & Training (SAT

SAT is big business

Security Awareness Training Market To Hit $10 Billion
Annually By 2027

0000

SACBT solutions are a major growth driver Download Report
-~ Steve Morgan, Editor-in-Chief
Sausalito, Calif. - Apr. 17, 2023

As the damage caused by cybercrime continues to escalate, industry leaders are
bolstering their efforts to combat the threat. Consequently, the demand for security
awareness training will continue rising. Cybersecurity Ventures predicts the global
security awareness training market will exceed $10 billion annually by 2027, up
from around $5.6 billion in 2023, based on 15 percent year-over-year growth.
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Regulations might drive SAT
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Security Awareness & Training (SAT)

CISOs perceive SAT : : :
SAT is big business different from academic Regulatlonsrrglﬁ?]t drive SAT
theory g

What are the incentives for implementing/ buying SAT?
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SAT Managers

» Dedicated SAT managers can only be found in larger organizations.
» Often, they have multiple roles, likes Information Security Officer + SAT Manager
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SAT Managers

SANS Security Awareness Report
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Research Question

RQ1
What activities and topics do security awareness managers regard as being
security awareness, within the remit of their role?

RQ2
How do security awareness managers interact with employees?

RQ3
How is success defined for security awareness managers, by them or others?
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Results

Table 1: Background information of the SAMs.
Gender # % | Sector #
Female 10 66| Energy 3
Male 5 33| Consulting 3
Education Banking 3
Cyber & Inf. Sec 5 33| Industry 2
CS & Engineering 4 26| Retail 2
Comm. & Marketing 2 13| Public 1
Social Science 2 13| Automotive 1
Education 1 6 | Country
Psychology 1 6 | UK 5 33
Number of Employees Germany 4 26
Max: 400,000 & Min: 1,600 Switzerland 4 26
Median: 27,000 Austria 1 6
Average: 62,000 Denmark 1 6
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“When someone asks, 'Hey, do you do security
Completely distinct definitions awareness?’ and the person says, 'Yes.” Then that can
mean anything from, | wrote an email yesterday and
next year I’m going to do this again, [...], to, I'm going to
do it like company X [implementing a full security
Dislike the term “Security Awareness” communication strategy]” — P3

Results — Definition and Goal

“if more than 10 percent of people have actually read
the article or reacted in some way, then it's a success”

Increased Security not main goal -P1

“‘Sometimes there is a campaign that just doesn’t
succeed. So we did spear phishing, we were too
_ _ secure. So the emails didn’t get in, my people were
SAT might be self-serving already too aware. [...] we paid so much money [for the
campaign].” — P4
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Results - Activities

Phishing Simulations are the Nr. 1 SAT,
followed by e-learning and active
communication into the organization

Only few seek face-to-face contact

Organizations Security Policies shape
SAT

Changing Threat Landscapes shape
SAT
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“Phishing, | try to minimize it where | can, but must, so a
regulatory default actually with us, must be made” — P9

“What keeps people secure will absolutely not be the
cybersecurity awareness training they had to do on
onboarding. What it will be is the fact that during that
onboarding they met the cybersecurity team or
somebody from it, or they had an onboarding before
they were even in the company they were maybe taken
through” — P11

‘At the moment there is a huge vishing campaign by
some attackers, especially in our sector. And it's
happening relatively quickly. So the topic came to me,
too, but it also popped out at [the CISO].” — P4
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Results — Measurments

“What are the access rates on the volunteer awareness
Everyone measures SAT “success” blog? Yes, | measure that, how successful we are.” —
P4

“We have already had many discussions about how to
measure security awareness, whether we can somehow
measure that people are aware of it. But somehow we
haven’t found any good solutions yet.” — P1

Engagement > Knowledge

‘How click-through rates change, | think that's what
most people mention first. And where they also say, I'm
measuring behavior like that, where I'm like, 'No, you’re
Struggles not.” — P9
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Results — External Influences

Vendors are brought in to compensate “We used to do that [content creation] ourselves,

“one of the biggest changes of the requirement for the
Regulations heavily influence SAT, but new [regulqtion] is that you have to.teach them. [...] why

the managers aim to hide this am | teaching somebody in a retail store, who has no
access to the computer and only a pay machine, why
am | teaching them about phishing? They don’t even
have an email address.” — P10

Regulations also create friction

“Just because it’'s written down doesn’t make it true. [...]
Disconnect between SAT managers and of course, I'm just an aware ness person. So what
and technical security teams do | know about these things?” — P10
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‘Onboarding in particular is to be mandatory. The
phishing simulations will soon be mandatory.” — P7

Results — Employees

Some managers would like to reduce
the questions they get from employees

“At the same time, we try to train that e-mails should get
Most would like to make SAT encrypted. That works less well because, of course,

mandatory that's something you have to do actively. But that's
something we try to teach.” — P1

“We now try and understand why it's happening and
what's happened [...] what comes out of it is things like
there's a process that is broken and there's no other
way to do it [...] and comms would never fix. So we
UK managers wanted to include usable work quite closely with security operations on that to try

security efforts and find those human risks rather than, you know, just
putting up comms.” — P15

Only in two cases would employees
wishes inform SAT content
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Take Aways

SAT is underspecified and its goal is engagement and visibility rather than better security behavior.

SAT is combination of tangible activities, material delivery and ongoing engagement for visibility.
Academic research needs to look at SAT as a discipline of communication in practice.

SAT managers are in an employee-facing security-role, yet they are not responsible for usable security
efforts. UK based managers would like to be in that role.

No one measures the “real success” of SAT. Engagement is used as a proxy for secure behavior.
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