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Cloud-Hosted SQL Databases

 Modern systems currently outsource sensitive data to cloud providers in the clear
(e.g data for medical, financial, sales, human resources, etc)

e Services provide SQL query access to data Cloud DB Provider
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Client-Side Encryption

* |n client-side encryption, key resides at client and is not available to hackers

e But, how does the server process the query with standard encryption”?
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Queryable Encrypted Databases

* A client can use more complex cryptography to a store and query database

e Best solutions also hide query activity and data from the DB provider

* [he supported query types vary depending on the scheme used
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Structured Encryption

Structured Encryption (StE) is a symmetric-key scheme with three protocols:

1. Setup: Build encrypted data structures under a client-held key

2. Query-token generation: Derive a query-specific token to send to server,
from client-held key

3. Encrypted query processing: Compute the encrypted response, from a
token and encrypted data structures, to send to the client

We focus (primarily) on a few schemes which support simple SQL queries such
as selections and joins. [Kamara-Moataz'18, Kamara-Moataz-Zdonik-Zhao'20, Cash-Ng-Rivkin'21,...]




Security for SteE Schemes

« Parameterized by a leakage profile & that describes what a server can learn
oy analyzing encrypted data structures and query tokens

» Formally, the “view” of a server can be simulated using output of &£ only

A typical leakage profile &£ may include:
e Bit-size of data
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| eakage-Abuse Attacks (LAAS)

* |n real world attacks, we cannot assume the adversary only has the leakage

* SO, we consider: what other information could an adversary already know"?

Leakage observed: | (DB, query1, query2, ...)
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e For this talk, assume the adversary has distributional information

* \We model this as access to some previous year's database
[Naveed- Kamara-Wright’15,
Bindschaedler-Grubbs-Cash-Ristenpart-Shmatikov’17,...]



New LAAS in Our Paper

Attacking SQL Selection Queries (column equality)

* (Generalize prior LAAs against deterministic encryption
o |nfer likely client query activity just a few selection queries and distribution

Attacking SQL Join Queries (cross-column equality)

e We identify how SQL join leakages differs depending on the type of join
» Give the first attacks against the the unigque join leakage in Stk for SQL

o |nfer likely plaintext from access pattern and prior distribution



SQL Joins

Taxis JOIN Crimes ON Taxis.Pickup = Crimes.Location

Taxis

Taxi_ID Pickup Dropoff

429 Bucktown Pilsen
Taxi ID Pickup Dropoff Crime Location
319 Bucktown Hyde Park
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319 Bucktown Hyde Park Robbery Bucktown
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124 Hyde Park Pilsen Speeding Hyde Park
Crimes 124 Hyde Park Pilsen Gambling Hyde Park
Robbery  Bucktown  Amongst all possible ways of pairing a row from Taxis with a
Speeding  Hyde Park row from Crimes, keep those Pickup and Location match

Gambling Hyde Park

e This is an inner equi-join (Simple but common kind of join)



StE for SQL Joins

Taxis JOIN Crimes ON
Taxis.Pickup = Crimes.L.ocation
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o Client tokens queried list of row pairs to server
* Server learns all pairs with matching values

e Server combines the encrypted row pairs and
returns them to Client

[Kamara-Moataz’18, Kamara-Moataz-
Zdonik-Zhao’20, Cash-Ng-Rivkin’21,...]
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Taxis JOIN Crimes ON

C rOSS - COl U m n Eq U al ity Taxis.Pickup = Crimes.Location
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Attacks against Join Leakage

Unknown 1 =7

Unknown 2 = 7?

LAA Unknown 3 = ?
‘ J Unknown 4 = 7
Unknown 5 = ?

“ Unknown 6 = ?

Bucktown Pilsen Lincoln Park River North Lake View Hyde Park

 An LAA In this context infers the most likely underlying observed values for each group

* \We give three attacks with new technigues tailored to this specific leakage



Empirical eEvaluation

e \We evaluate our attacks on publicly available Chicago data,

e e.g. Crime, Crash, Taxi, and Rideshare tables

 \We simulated the leakage for a variety of possible joins In the data

 [he value recovery rate is the percent of values correctly identified

 [he row recovery rate Is the precent of rows correctly identified
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Join Attack Results

e \We tested 3 different cross-column attacks:

))&«

‘greedy,

genetic,” and “split”

* Also tested optimal “no-cross” attacks which
ignore correlation between columns

 Found that using correlation lead to much
higher high value recovery

* [hese correlation also lead to higher row

recovery

* Even in our hardest test (Crime vs Crash
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Theoretical lechniques

 Our SQL selection attack generalizes frequency analysis to work without every
frequency Iin the table and prove It iIs near-optimal

* Analyze the different between different join types
* Prove that our attacks are optimal against “complete” joins

* Prove that “incomplete” joins are NP-hard to infer optimally

* We give new optimization algorithms for partitioning sets with respect to the
LAA Inference objective

 Many other interesting algorithmic ideas to perform these attacks!
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