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Table 1: Taxonomy for reverse-engineering DL implementations with physical SCA.
Paper Objective Intermediate Specific Attack Scenario
Arch, | Params.  Input Objective Knowledge Model Type | Platform Analysis Attack Puth

Hu. et al. (2020} |56) v Layer Type and ¥Layers - CNN GPU cp (24)
Takatol, et al. (2020) [114) v Activation Type - MLP CPU SPA. CP
Xiang, et & 20200 [127 v Candidare Model Ranking Al CNN CPU P
Yu, et al, (2020) [135] v Layer Type and ¥Layers Al BNN FPGA SPA, CP
Chmiclewski, et al. (2021) [22] v Layer and Activation Types. #Necurons Al MLP GpPu SPA.CP
Maia, e al (2021) [$1] v Layer Type and ¥Layers Al CNN GPU SPA.HO
Woll, et al. (20213 [126) e Candidate Model Ranking Al NN CPU P
Buzer (2022) [17] v Candiate Model Ranking Al CNN FPGA SPA, CP
Liang, et al. (2022) [76] v Layer Type and ¥Layers - CNN GPU SPA
Joad et al. (2023) [64] v Layer Type and ¥Layers - MLP & CNN cpu SPA.CP
Shasma et al. (2023) [107] v Candidate Model Ranking Al CNN FPGA cp

. Hoevath et al. (2024) [52) v Candidate Model Ranking - CNN GPU SPA.CP
Batina etal (20195 [11] v - Layer and Activation Types, #Neurons, Al Pl MLFP cru SPA, CP, DPA

#layers, Flom-32 Ranking (7 Bits)
Regazzoni, et &l, (2020) [ 104) v Laver Type, #Layers, Binary Rasking (1 Bin) Pl BNN FPGA SPA, CP, DPA
Yli-Miyry, e1al. (2021)[132) v Layer Type. ¥Layers. Kemel Size, Bisary Pl BNN FPGA  SPA, CF, DPA
Ranking (1 Bit)
Gongye et al. (2023) |41] v v Hardware Architectare, Layer Type, #Layers, Pl NN FPGA SPA, CP, DPA
Kernel Size. Integer Ranking (8 Bies)
Dubey, et al. {2020} [29) v Binary Rankisg (1 Bit) Pl P2 BNN FPGA DPA
Jowd, etal. (2022) [63) v Floa-32 Ranking (3 Bits) PL P2 MLP cpU DPA
Yoshada, et al. (2020)[133) v Integer Ranking (8 Bats) PILPLPS MLP FPGA DPA
Yoshada, et al. (2021)[134] v Integer Ranking (8 Bats) PILPLPS MLP FPGA DPA
Li etal. (2022) [75] v Integer Ranking (8 Bats) PL P2 MLP PGA DPA
Hoevath, et al. (2023) [51] v Float- 16 Ramking Pl P2 CNN GPU DPA
Maje, etal. (2021) [32] - v Float-32 Ranking (7 Bits). Binary Rankisg (1 | 11,12, 15, P1, P2 | CNN & BNN FPGA DPA
Bit)

Wei, et al. (2018) [125]) v Image Silhouette, Integer Ranking (£ Bits) .12 CNN FPGA  SPALSA.DPA
Batina. et al.i2019)[12] - Floa-32 Ranking (7 Bits) 1 en MLP cpu DPA
Dong, et al (2019) [27 ./ Image Silhouctie n MLP CPU SA
Thu. et al.(2023) [116] - Image Silhouette 12 BNN FPGA SA
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INPUT RECOVERY

Challenges of Input Recovery

* One-shot scenario limits the attacker
* Some attacks require whitebox access to the model
* Research focuses only on grayscale images

* Full input reconstruction may not be necessary
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Takeaways + Future Work

* Architecture extraction methods could relax their assumptions
- The cost of current parameter extraction methods is model-dependent

- New avenues towards input recovery should be explored
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