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Is it possible in reality to get the region of the target device?
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2. RECORD in Iridium

Iridium
66 LEO satellites

780 km altitude

late 1990s

48 antennas per sat

footprint Ø 400 - 1000 km per antenna

src: ICAO Technical Manual For Iridium Aeronautical Mobil Satellite Service, Draft v1.0, 17 May 2006
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2. RECORD in Iridium

RECORD - Modeling Phase
Goal: Create a model of the satellite antenna footprints!

Receive IRA
(sat-nr + beam-nr)
Calculate beam angle
Accumulate
Sat beam model!
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2. RECORD in Iridium

RECORD - Collection Phase
Goal: Collect information about the target!

Place observers

Eavesdrop on return-downlink

Identify target traffic

Extract events
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2. RECORD in Iridium

RECORD - Estimation Phase

Goal: Calculate the targets region!

Combine events and sat beam model

Calculate RoI per event

Intersect RoIs

� of all events
� of all observers
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2. RECORD in Iridium

RECORD - Estimation Phase (3 observers + 2 hours recording = 383 km2)
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3. RECORD Simulation

Code & results available online:
https://github.com/ErJedermann/RECORD.git

Why simulations?
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3. RECORD Simulation

Parameter 1: Time
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3. RECORD Simulation

Parameter 2: Resources (3 observers)
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3. RECORD Simulation

Parameter 3: Beam-Model Precision
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3. RECORD Simulation

Parameter 4: Attack Intelligence
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3. RECORD Simulation

Real World vs Simulation
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3. RECORD Simulation

Parameter 5: distances between 3 observers
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Parameter 5: distances between 6 observers
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3. RECORD Simulation

Parameter 5: distances between 12 observers
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