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Recent Surveys on Space Security

* Protections against GNSS spoofing (e.g., GPS):

Signal structure-based authentication for civil GNSSs: Recent solutions and perspectives [Margaria et al. IEEE signal processing magazine 2017]
Spoofing and antispoofing technologies of global navigation satellite system: A survey [wu et al. IEEE Access 2020]

A survey and analysis of the GNSS spoofing threat and countermeasures [schmidt et al. CSUR 2016]

A survey on coping with intentional interference in satellite navigation for manned and unmanned aircraft

[Morales-Ferre et al. [IEEE Communications Surveys & Tutorials 2019]

* Quantum key distribution:

Satellite-based continuous-variable quantum communications: State-of-the-art and a predictive outlook
[Hosseinidehaj et al. [IEEE Communications Surveys & Tutorials 2018]

e Secure routing in space networks:

A survey on secure routing protocols for satellite network [van et al. Journal of Network and Computer Applications 2019]

* Physical-layer space communications protection:

Physical-layer security in space information networks: A survey [Liet al. IEEE Internet of things journal 2019]
Satellite-based communications security: A survey of threats, solutions, and research challenges [tedeschi et al. Computer Networks 2022]

* Protection against jamming, eavesdropping, hijacking:

Satellite-based communications security: A survey of threats, solutions, and research challenges [Tedeschi et al. Computer Networks 2022]
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Less-explored Challenges on Space Security

The interconnection lies in their complementary roles in ensuring the
overall security and privacy of the system and provided services.

can have
on the overall security posture of the satellite network.
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terrestrial approaches
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Revocation Checks

—>Delays & disruption in space
- Stapling: Large network overhead for renewal (expensive in space)

@ * Online Certificate Status Protocol (OCSP)?

. * Certificate Revocation Lists (CRLs)?
o = - Large network overhead (expensive in space)

o . Commercial players (e.g., Starlink)?
W —2>Unknown / closed systems

* (Inter) Governmental space agencies?
I = Symmetric keypairs (does not scale)
E— —->Not doing space networks (yet)




Location Privacy

\'l

@ * Emergency networks incl. space communications?
—>Do not address location privacy at all

-+ Transport layer encryption?
= - Is insufficient due to metadata correlation (e.g., src/dst IPs in header)

* Onionrouting (e.g., Tor)?
—lIs vulnerable when entry point is monitored (worse: also exit point)
-2 User-to-satellite uplink (i.e., entry point!) can be eavesdropped

- e Mix Networks?
>4

—>Adds impractical overheads (e.g., variable delays)

/)



Works on Public Key protected Satellite-to-
Satellite (SS) connections

in satellite communication network
[Huang et al., Automatika, 2020]
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ﬂmutual authentication and key update protoh

%

\_

A lightweight authentication and

key sharing protocol for satellite communication
[Murtaza et al., Int. J. Comput. Commun. Control,
2019]

%




Revocation Checks in Space Networks

Revocation literature addressing space networks

. . . Mod Dat
Broadcast/Gossip Short-lived Certs CRLs Delegation odern Latd
Structures

An adaptive distributed
certificate management
scheme for space information
network

[Fang et al. IET Information
Security 2013]

Public key distribution
scheme for delay tolerant
networks based on two-

channel cryptography
[Jia et al. Journal of Network and
Computer Applications 2012]

Low-latency authentication
against satellite
compromising for space
information network

[Meng et al. MASS 2018]

AnFRA
[Yang et al. TIFS 2018]

Jamming resistant non-interactive
anonymous and unlinkable
authentication scheme for mobile
satellite networks

[Ibrahim et al. Security and
Communication Networks 2016]

V’CER
[Koisser et al. USENIX
2022]

S

A self-verification authentication
mechanism for mobile satellite
communication systems

[Chen et al. Computers & Electrical
Engineering2009]

Blockchain

-

\ 4

Time-specific Certs

Neighborhood
Vouching

A

BSLA

[Guan et al. Computer
Communications 2021]

NOVOMODO
[Bhutta et al. IET
Information Security 2017]

Revocation and update of
trust in autonomous delay
tolerant networks
[Djamaludin et al. Computers &
Security 2016]




Revocation Checks in Space - Analysis

Method

Downside

CRLs

Broadcast/Gossip

Modern data
structures

Short-lived Certs
Time-specific Certs
Delegation

Neighborhood
vouching

Blockchain

Large network overheads for distribution
Reliable broadcast expensive to guarantee

Many do not address dissemination

Leave potentially large vulnerability window
Assumes a priori knowledge of satellite contacts over time
Assumes trust & reliable connectivity for delegates

Assumes equal trust in overall network

Assumes connectivity to full nodes




Overview Location Privacy

Location Privacy literature

\ 4

Anonymous
Satellite Internet

Physical Security Phantom Routing Fake Traffic

Ring Routing

\ 4

Don’t shoot the
messenger: Localization
prevention of satellite

internet users
[Koisser et al. S&P 2024]

\ 4 \ 4 \ 4

Secure satellite Energy efficient source SOU.TCG anonymity in wsns
communication systems location privacy protecting against global adversary

. S scheme in wireless sensor utilizing low transmission
design with individual . .
t traint networks using ant colony rates with delay
secrecy rate constraints AP .
optimization
[Lei et al. TIFS 2011] [Zﬁm npp— Constraints

[Bushnag et al. Sensors 2016]

\ 4

Protecting source—
location privacy based on
multirings in wireless

sensor networks
[Yao et al. CCPE 2015]

—| Multi-Path Routing

= Network Coding |™| Avoid Adversary | Artificial Delay

Pseudonymity

\ 4

Preserving source
location privacy for
energy harvesting

wsns
[Huang et al. Sensors 2017]

\ 4 \ 4 \ 4

Preventing traffic explosion Exploiting context- Temporal privacy in
and achieving source awareness to enhance wireless sensor
CCLEERE T 0T source-location privacy in networks: Theory and
wireless networks using ) P y X ’ y
network coding wlreless sensor networks practice

[Fan et al. GLOBECOM 2010] [Rios et al. TCJ 2011] [Kamat et al. TOSN 2009]

\ 4

Anonymous path
routing in wireless

sensor networks
[Sheu et al. ICC 2008]




Location Privacy - Analysis

Method

Downside

Physical Security

Phantom Routing /
Fake Traffic

Network Coding
Pseudonymity
Multi-Path Routing
Artificial Delays
Random Walk
Ring Routing
Aviod Adversary

Sacrifice data rate capacity by increasing signal to noise ratio

Large communication overhead and delay

Computationally expensive

Overhead due to multiple all-to-all secret sharing rounds
Topology dependent and incurs overhead

Incur latency to the network

Direct messages unfavorably

Not applicable - Satellite orbits are not arrangeable in a ring
Assumes knowledge of compromised nodes




New Research Challenges in Space

e Multiple CAs — Securely support multiple untrusting & co-existing parties (i.e., CAs)
* Topology Optimization — Utilize predictable topology of satellites

e Practical Evaluations — Evaluate on in-orbit space networks
(or representative simulations)

* Physical Security — Conceal user’s signal to hamper triangulation

e Compromised Nodes - Internal attackers are often not considered

* Optimized Fake Traffic — Utilize predictable orbits to optimize fake traffic location
* Onion Routing — Design overlay networks optimized for satellite internet
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