ClearStamp

A Human-Visible and Robust Model-Ownership Proof
based on Transposed Model Training

Torsten Kraul3, Jasper Stang, and Alexandra Dmitrienko

University of Wiirzburg, Germany

334 USENIX Security Symposium



Image ML Model




ML Model




ML Models are Intellectual Property

Iilill;

~
'/\l\l Intellectual Property
e Cen Sty S——
M of ML Model Creator

Trained ML Model

3/18
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Intellectual Property Protection
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ML Model Watermark Verification
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ML Model Watermark Verification
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Rigid Threshold VS. Partially Removed Watermarks
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ClearStamp - Principle
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ClearStamp - Principle
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Transposed Training for Watermarking
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Transposed Training for Watermarking
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Transposed Training - Details

Model Component

Forward Model Transposed Model

Linear Layer

y=x-w' +b x=(y —b)-w

Batch Normalization

y

x —E(x)

- \/Var(x) + ¢

Y+ B | x= (y_'g)y"ngithE(x)=O,Var(x)=1

Convolutions [1]

Replace with deconvolutions [2]

Pooling Layer [3]

Replace with Interpolations [4, 5]

Dropout Layers [6]

Keep same dropout

Activation Functions

Use same activation, e.g., RelLU [7]

Skip Connections

Fixate skip connections

[1]Y. Lecun, L. Bottou, Y. Bengio, and P. Haffner. Gradient-based learning applied to document recognition. Proceedings of the IEEE, 1998.
[2] Matthew D Zeiler, Dilip Krishnan, Graham W Taylor, and Rob Fergus. Deconvolutional networks. CVPR, 2010.
[3] Afia Zafar, Muhammad Aamir, Nazri Mohd Nawi, Ali Arshad, Saman Riaz, Abdulrahman Alruban, Ashit Kumar Dutta, and Sultan Almotairi. A comparison of pooling methods for convolutional neural networks. AppliedSciences, 2022.
[4] Olivier Rukundo and Hangiang Cao. Nearest Neighbor Value Interpolation. IJACSA, 2012.
[5] Olivier Rukundo and Bodhaswar T Maharaj. Optimization of Image Interpolation based on Nearest Neighbour Algorithm. VISAPP, 2014.

[6] Nitish Srivastava, Geoffrey Hinton, Alex Krizhevsky, llya Sutskever, and Ruslan Salakhutdinov. Dropout: A simple way to prevent neural networks from overfitting. Journal of Machine Learning Research, 2014.
[7] Abien Fred Agarap. Deep Learning using Rectified Linear Units (ReLU). arXiv preprint arXiv:1803.08375, 2018.
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Transposed Training - Details

Model Component Forward Model Transposed Model

Linear Layer

Batch Normalization

Convolutions [1]

Pooling Layer [3]
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Activation Functions %QJ

Skip Connections

[1]Y. Lecun, L. Bottou, Y. Bengio, and P. Haffner. Gradient-based learning applied to document recognition. Proceedings of the IEEE, 1998.

[2] Matthew D Zeiler, Dilip Krishnan, Graham W Taylor, and Rob Fergus. Deconvolutional networks. CVPR, 2010.

[3] Afia Zafar, Muhammad Aamir, Nazri Mohd Nawi, Ali Arshad, Saman Riaz, Abdulrahman Alruban, Ashit Kumar Dutta, and Sultan Almotairi. A comparison of pooling methods for convolutional neural networks. AppliedSciences, 2022.

[4] Olivier Rukundo and Hangiang Cao. Nearest Neighbor Value Interpolation. IJACSA, 2012.

[5] Olivier Rukundo and Bodhaswar T Maharaj. Optimization of Image Interpolation based on Nearest Neighbour Algorithm. VISAPP, 2014.

[6] Nitish Srivastava, Geoffrey Hinton, Alex Krizhevsky, llya Sutskever, and Ruslan Salakhutdinov. Dropout: A simple way to prevent neural networks from overfitting. Journal of Machine Learning Research, 2014.

[7] Abien Fred Agarap. Deep Learning using Rectified Linear Units (ReLU). arXiv preprint arXiv:1803.08375, 2018. 10/18
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Parameter Entanglement
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ClearStamp - Evaluation
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ClearStamp - Evaluation
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ClearStamp - Evaluation
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ClearStamp - Evaluation
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ClearStamp - Evaluation

CNN CNN Small CNN CNN + Batchnorm ResNet-18
CIFAR-10 GTSRB MNIST MNIST CIFAR-10
A B AB A B A B ‘A'B
CD cCD ¢ O ¢ D D

ResNet-18 ResNet-34 VGG11 ResNet-18 ViT
GTSRB CIFAR-10 CIFAR-100 CIFAR-100 =2 CIFAR-10 CIFAR-100

A B
D

cD

16/18



ClearStamp - Evaluation
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Conclusion

'x Copyright Infringement of ML models

Watermarking of ML models A
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@ Transposed training to generate a human-visible watermark
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