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Biosignal collection is ubiquitous…
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… and increasingly considered for user authentication
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How does this typically work?

Feature Extraction & 
Authentication System 

Stored templates or 
trained model

Phase 1: Enrollment
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How does this typically work?

Feature Extraction & 
Authentication System 

Stored templates 
or trained model

Phase 2: Authentication/Verification
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Assumptions behind using biosignal authentication

Features are
consistent

Features are unique 
to individuals

Biosignals cannot 
be forged

Biosignals cannot 
be forged
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Biosignals cannot be forged? Challenging this assumption

Leaked medical data
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Biosignals cannot be forged? 
Challenging this assumption

Leaked medical data Compromised wearables Extracting signals from video

Yu S-G, et al. Pulse Rate Variability Analysis Using Remote 
Photoplethysmography Signals. Sensors. 2021
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Feature Extraction & 

Authentication System 

Stored templates 
or trained model

BioForge 
An attack on all cardiovascular biosignal authentication systems 
using easily-obtained data
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Feature Extraction & 

Authentication System 

Stored templates 
or trained model

Forged biosignal

BioForge



BioForge generative model

- Does not 
required 
supervised 
paired data

- Time- and 
Freq-based 
discriminators

- Contrastive loss
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- Cycle-consistent 
GAN



Holistic evaluation
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5 classes of 
signals

ECG, PPG, rPPG, 
SCG, BCG

Varied 
sources

Varied auth 
system 

algorithms

Multimodal 
systems

Multiple targets from 
a single source
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False acceptance likely
Pronounced with repeat attempts

Allowed 10 attempts, 
each with a different 

source sample

Forged data likely to be 
accepted 

ECGXtractor system
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False acceptance likely
Pronounced with repeat attempts

Regardless of the auth 
system architecture

Consistent across 
datasets



And can be generated from video

Generated forged ECG data 
from video clips

Video-source spoofing for different
 ECG auth systems

BioForge

Feature Extraction & 
Authentication System 

Stored 
reference



Auth systems cannot rely on 
secrecy of biosignal data
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https://github.com/Ethos-lab/biosignal-auth-harmful

