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Biosignal collection is ubiquitous...
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. and increasingly considered for user authentication
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How does this typically work?
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How does this typically work?

Phase 2: Authentication/Verification
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Assumptions behind using biosignal authentication
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Biosignals cannot be forged? Challenging this assumption
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BioForge

An attack on all cardiovascular biosignal authentication systems
using easily-obtained data

4 N

Forged biosignal

E,
BioForge
":OEJV- J\A_ Feature Extraction &

Authentication System

Stored templates
K or trained model /




BioForge generative model
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Holistic evaluation
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False acceptance likely
Pronounced with repeat attempts
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False acceptance likely
Pronounced with repeat attempts

Regardless of the auth
system architecture

Consistent across
datasets
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And can be generated from video

Video-source spoofing for different
ECG auth systems

Generated forged ECG data
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Auth systems cannot rely on
secrecy of biosignal data
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