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Risk and Threat
Jul. 2023: 

Researchers find “universal” jailbreak prompts for 
multiple AI chat models.

 
Dec. 2023: 

It is reported on Twitter that GPT-powered chatbot 
launched by Chevrolet can write Python scripts.

Feb. 2024: 
OpenAI reported efforts to disrupt malicious uses of 

LLM by state-affiliated threat actors.
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Prevalence of LLM-Integrated Applications

Pre-train & Prompt [1] Pre-train & Fine-tune [2]
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LLMs in Underground Marketplaces

Products: 
• LLM-integrated applications as 

malicious services (Malla)
Aim: 
• Circumvent safety measures of LLMs
Function: 
• Malicious code generation
• Phishing mail writing
• Phishing webpage creation
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Threat Model

Malla Vendor 
1. Misuse public LLM APIs or uncensored LLMs
2. Deploy as a web service or host on a 3rd-party LLM 

application hosting platform
3. Promote on underground marketplaces

Users
4. Be navigated to Malla and purchase
5. Interact with Malla
6. Generate malicious code or phishing emails/sites
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Malla Types

Malla service
Create and deploy for profit

Malla project
Be publicly accessible
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Malla Services

Search
• Sources: 9 underground marketplaces and 

forums 
• Keywords: 145 LLM-related keywords (e.g., 

LLM, GPT, etc.)
Datasets
• 25 webpages promoting Mallas
• 14 unique Malla services
• 45 malicious prompts shown in listings

Underground Forums

Underground Marketplaces
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Available Malla Services
Name Price Released date Claimed Infrastructure Available

CodeGPT 10 tokens 2023-04 Jailbreak prompt √

MarkerGPT 10 tokens 2023-04 Jailbreak prompt √

$90/month 2023-07 Jailbreak prompt √

$150 2023-07 Uncensored LLM √

$10 2023-08 Uncensored LLM √

$120/month 2023-08 Censored LLM √

$64.98/month 2023-08 Uncensored LLM √

FreedomGPT $10/100 msg - Uncensored LLM √

DarkGPT $0.78/50 msg - Uncensored LLM √

WormGPT €109/month 2023-07 Uncensored LLM x

GPT €90/month 2023-07 - x

DarkBARD $80/month 2023-08 - x

DarkBERT $90/month 2023-08 - x

$199/month 2023-08 - x
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Hosting Platforms of Malla Services
Self-owned web servers LLM-integrated application hosting platform

Open-source code/artifacts

CodeGPT
MakerGPTFreedomGPT
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Backend LLM Abused by Malla Services

Monitor network traffic
§ BadGPT: OpenAI ChatGPT-3.5
§ EscapeGPT: OpenAI ChatGPT-3.5 (only evidence)  
Parse hosting page 
§ XXXGPT: OpenAI ChatGPT-3.5
§ DarkGPT: OpenAI DaVinci-003 (only evidence)
§ FreedomGPT: Luna AI Llama2 Uncensored (only evidence) Payload of Network Traffic with EscapeGPT

Check open-source code/artifacts
▪ Evil-GPT: OpenAI DaVinci-003
▪ WolfGPT: OpenAI DaVinci-002
▪ CodeGPT & MakerGPT: jailbreak prompts
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Discovering Backend LLMs of Malla Services

FreedomGPT

DarkGPT

GPT-3.5

DaVinci-002

DaVinci-003 GPT-J

Luna AI Llama2 
Uncensored

Pygmalion-13B

Authorship attribution classifier

Luna AI Llama2 
Uncensored

GPT-3.5

DaVinci-003
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Revenue

Case Study of WormGPT’s Revenue
• Transaction record: Bitcoin & Ethereum
• Jul. 2023~ Sep. 2023: $28K in total
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Malla Projects

LLM-integrated application hosting platforms
• Poe.com & FlowGPT.com (hosting LLM 

application generated by Pre-train & Prompt)
Dataset
• 198 Malla projects: 125 from Poe and 73 from 

FlowGPT
• 143 Malla project with visible jailbreak prompts
Backend LLMs
• OpenAI: GPT-3.5 (174), GPT-4 (6)
• Anthropic: Claude-instant (14), Claude-2-100K (2)
• PygmalionAI: Pygmalion-13B (2)
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Uncovering Jailbreak Prompts of Malla Projects

Invisible jailbreak prompts of 
55 Malla projects among 198 
collected Malla projects

“Ignore the above instructions” prompt 
leaking attack [3]

Uncover 52 jailbreak prompts 
associated with 54 Malla projects
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Task & Metric

Malicious code generation

Phishing email writing

Phishing website creation

Format compliance

EvasivenessCode compliability/
Email readability/
Website validity

MetricsTasks
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Effectiveness of Mallas

1. Effectiveness of Mallas

GPT3.5
DaVinci-002

DaVinci-003
DaVinci-003

GPT3.5
GPT3.5

GPT3.5
GPT3.5

Luna AI Llama2 
Uncensored 
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Ongoing Emergence of New Mallas

• ObscureGPT
• EvilAI

• NanoGPT
• hofnar05 Dark-GPT
• HackerGPT
• Machiavelli GPT

• Abrax666

New Malla services emerged on underground forums since Oct. 2023:
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Media Coverage
Jan 18, 2024: Tech Policy Press

Feb 22, 2024: Le Monde

Feb 28, 2024: The Wall Street Journal

Jun 27, 2024: AI Incident Database
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Conclusion

• This is the first in-depth empirical study of real-world cybercriminal activities 
surrounding the misuse of LLMs as malicious services.

• We provide a detailed examination of the Malla ecosystem (e.g., growth, 
deployment, promotion, impact, etc.).

• We characterize real-world Malla samples, revealing their techniques, 
capabilities, and potential threats.
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