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End-to-End Encrypted Messaging
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+ Strong security guarantees

- Requires physical proximity

- And…



…what if there is an attack later?
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Something 

happened and you 

need to scroll to get 

on with things…

Can we do better?

Yes, use SOAP!
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Alice to Bob Bob to Alice

Alice runs 

SOAP for Bob



What can Bob conclude from this message?

• Bob socially authenticates Alice

[Vaziripour et al., CHI 2019]

• The same person controlling the Signal 

account, controls given third-party accounts

• If Bob knows accounts, Bob can authenticate 

Alice

• If Bob doesn’t know accounts, Bob can use 

them as second factor
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Contributions
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5

…and formally relate it to existing

notions of authentication
4



Social Authentication Formalized
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Social Authentication
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Automate Social Authentication using OpenID Connect
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Automate Social Authentication using OpenID Connect
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3) Request
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Proof of 

authentication
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SOAP
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What could go wrong?
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Formalized + Proven using the

Tamarin Prover



SOAP Security Guarantees
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An adversary can intercept messages if…

+ SOAP

(                         )
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They break every

associated account

Standard Security ∨
They break 

SMS OTPs

They break 

key server

…assuming

Account credentials 
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TLS keys 
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Messaging application 
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uncompromised
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Symbolic Model
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behavior

…not assuming

Trade-off!

In particular:

• Users click on all links

• Users consent to 

everything



Conclusion

• Going forward

− More OpenID Connect providers

− Standardization

− Make it work in the background

− Finding the ideal UI

− Combination with transparency logs

• Contributions presented

− Social authentication formalized

− SOAP: Automated Social Authentication

− Proven to be secure
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@felixlinker felixlinker.de

• More on social 

authentication formally

• Protocol details

• More discussion on HTTP 

redirect assumption

• Comparison to other 

mechanisms
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