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LMs Have Been Widely Used in Diverse Domains
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Researchers Turn to Utilize ChatGPT for Code-related Analysis
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Prior works show that ChatGPT has the capabilities of processing
foundational code analysis tasks, such as AST generation.



Software-Vulnerability Management

Vulnerability Confirmation Patch Commiting

Vulnerability severity Stable patch

evaluation classification

A A
4 \ 4 A\
Reporter Triager Fixer Patch Repository
Report Accept Fix Merged L
=== AgImma- -~ AN "~ N\] —————- > 143
Issues Vulnerabilities Vulnerabilities
|\ J
Y
Issue Discovery Vulnerability Fixing
Bug report Security bug Vulnerability Patch correctness
summarization report identification repair assessment

» Prior researches focus on several specific tasks rather than the entire lifecycle of vulnerability management.
» vulnerability management include a comprehensive process that consists of complex phases.



Software-Vulnerability Management
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Extending and Embedding the Python
Interpreter

Release: 2.7
Date:  April 20,2012

This document describes how to write modules in C or Ce+ to extend the
Python interpreter with new modules. These modules can define new
functions but lso new object types and their methods. The document also
describes how to embed the Pythen interpreter in another application, for use
# an extension language. Finally, it shows how to compile and link extension
medules so that they can be loaded dynamically (at run time) into the
Interpreter, ifthe underlying operating system supports this feature.

This document assumes basic knowledge about Python. For an informal
introduction to the language, see The Python Tutriol. The Python Language
Referenceqives a more formal definition of the language. The Python Standard
Library documents the existing object types, functions and modules {both
built-in and written in Python) that give the lanquage Its wide application
range.

For a detailed description of the whole Python/C API, see the separate
Python/C AP Reference Manual,

+ 1. Extending Python with € or Ci+
o 1.1.ASimple Example
o 1.2.Intermezzo: Emors and Exceptions
o 1.3, Backtothe Example
o 1.4, The Module’s Method Table and Initizlization Function
o 1.5 Compilatien and Linkage
o 1.6. Calling Python Functions from C
o 1.7 Extracting Parameters in Extension Functions

Software Documents

Vulnerability management tasks require a deep and all-encompassing understanding of
code syntax, program semantics, and related documents.
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Software Documents

Can ChatGPT directly assist software maintainers in diverse tasks during the whole
vulnerability management process? 7



Exploring ChatGPT’s Capabilities on Vulnerability Management

RQ1: Does ChatGPT achieve capability on par with the SOTAs?
RQ2: How do prompt engineering methods impact ChatGPT’s performance?

RQ3: What is the promising future direction to improve ChatGPT’s performance
on each task?



Evaluated Tasks, Baselines and Dataset

» 11 SOTA approaches are derived from the top venues.

» The test dataset used in this paper contains 70,346 samples (19,355,711 tokens).
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Evaluated Tasks, Baselines and Dataset

» 11 SOTA approaches are derived from the top venues.

» The test dataset used in this paper contains 70,346 samples (19,355,711 tokens).

4

T
oy 4

collect dataset
provided by the SOTA

=, PROMPT

2l

evaluate ChatGPT’s performance investigate the influence of analyze ChatGPT’s responses to
with the same metrics used by each SOTA  prompt engineering methods identify the bottlenecks

10



Prompt Templates

Name Template
0-shot  USER <task description> <input>
I-shot  USER <task description> <demonstration example> <input>
USER <task description> <demonstration example 1>
few-shot <demonstration example 2> <demonstration example 3>

general-info

expertise

self-heuristic

<demonstration example 4> <input>

SYSTEM <role> <task description> <reinforce>

USER <task description> <task confirmation>

ASSYSTANT <task confirmation>

USER <positive feedback> <input> <zero-CoT> <right>
SYSTEM <role> <task description> <expertise> <reinforce>
USER <expertise> <task description> <task confirmation>
ASSYSTANT <task confirmation>

USER <positive feedback> <input> <zero-CoT> <right>
SYSTEM <role> <task description> <reinforce>

USER <knowledge> <task description> <task confirmation>
ASSYSTANT <task confirmation>

USER <positive feedback> <input> <zero-CoT> <right>

-

SYSTEM

USER

17| USER

L4

You are Frederick, an Al expert in bug report analysis. Your
task is to decide whether a given bug report is a security bug
report (SBR) or non—security bug report (NBR). When
analyzing the bug report, take into account that bug reports
related to memory leak or null pointer problems should be
seen as security bug report. Remember, you're the best Al bug
report analyst and will use your expertise to provide the best
possible analysis.

A security bug report is a bug report describing one or more
vulnerabilities of a software. Besides, bug reports that directly
mention ""memory leak'' or ""null pointer’ problems must be
seen as security bug reports. I will give you a bug report and
you will analyze it, step—by—step, to know whether or not it is
a security bug report. Got it?

15| ASSISTANT Yes, | understand. I am Frederick, and I will analyze the bug

report.
Great! Let’s begin then :)
For the bug repori:
<bug report>
Is this bug report (A) a security bug report (SBR), or (B) a
non—security bug report (NBR).
Answer: Let's think step-by-step to reach the right conclusion,

~

A

An example of the expertise prompt. After removing the bold
pink text, the rest represents the general-info prompt.

11



Bug Report Summarization

summary a given bug report

» ChatGPT can obtain outstanding performance in this task.

ROUGE-1 ROUGE-2 ROUGE-L
Approach Prompt Dataset

Fl Precision Recall Fl Precision Recall Fl Precision Recall

iTAPE [138] - test 31.36 32.61 31.72  13.12 13.77 13.34  27.79 30.10 29.32
ept-3.5 0-shot probe-test  34.33 30.54 42.11  11.05 9.66 13.99 27.95 24.78 34.41
gpt-3.5 1-shot probe-test  36.82 33.54 43.67 13.27 11.97 16.13  30.86 28.03 35.71
gpt-3.5 few-shot probe-test  37.30 3391 4426 13.99 12.61 16.92 31.52 28.57 37.53
gpt-3.5 general-info  probe-test 32.37 28.23 41.12  10.73 9.25 14.10  26.55 23.10 33.83
gpt-3.5 expertise probe-test  33.27 29.50 41.23 11.30 9.87 14.37 27.58 24.35 34.32
gpt-3.5 self-heuristic  probe-test 33.08 30.25 40.16 11.26 10.28 13.88 27.53 25.10 33.56
gpt-4 few-shot probe-test  40.38 39.07 44.35 15.86 15.26 17.69 34.30 33.12 37.75

o ept-4 few-shot test  39.17 37.52 4345 1434 1358 1635 3323 3177 3692

The evaluation result on bug report summarization.

12



Bug Report Summarization

» ChatGPT can obtain outstanding performance in this task.

» User Study: In real-world scenarios, ChatGPT has better correctness and readability.

1iTAPE K3 gpt-3.5-one-shot [Jgpt-3.5-general-info  Egpt-3.5-self-heuristic
N gpt-3.5-0-shot [ gpt-3.5-few-shots [l gpt-3.5-expertise [Jgpt-4-few-shots
4 - - _ !
03 3 S g =yl M | - 5 X 5 .
L o o o P -]
o ° 00 o o Do o
a2t { SE =N : S . s
1___ : ____________ :n — o o ] :: °
Correctness Conciseness Readabilit Correctness Conciseness Readability
Metrics (Expert) Metrics (Intermediate)

13



Bug Report Summarization

» ChatGPT can obtain outstanding performance in this task.
» In real-world scenarios, ChatGPT has better correctness and readability.

» The results encourage software maintainers to use ChatGPT for bug report summarization and other
vulnerability management tasks related to natural language processing.

|

14



Security Bug Report Identification

whether a given bug report is security-related

Approach Prompt Dataset R FPR P Fl1 G

DKG [57] - test  0.70 0.02 0.74 0.71 0.81
CASMS [35] - test  0.73 0.28 - - 072
Farsec [49] - test 0.57 0.16 0.40 0.43 0.64
gpt-3.5 0-shot  probe-test 0.35 0.02 0.21 0.27 0.52
gpt-3.5 1-shot probe-test 0.76 0.09 0.12 0.21 0.83

gpt-3.5 few-shot  probe-test 0.88 0.06 0.21 0.34 0.91
gpt-3.5 general-info probe-test 0.29 0.01 0.26 0.28 0.45
gpt-3.5 expertise  probe-test 0.71 0.01 0.57 0.63 0.82
gpt-3.5  self-heuristic probe-test 0.29 0.00 0.56 0.38 0.45
gpt-4 expertise  probe-test 0.94 0.04 0.27 0.42 0.95

gpt-4 expertise test  0.68 0.04 0.53 0.57 0.79

The evaluation result on security bug report identification.
R = Recall. P = Precision. FPR = False Positive Rate.
G = G-measure.

» ChatGPT can outperform two baselines.

15



Security Bug Report Identification

Approach  Prompt Dataset R FPR P F1 G » ChatGPT can outperform two baselines.

bl DKG [57] ) test_ 0.70 0.02 0.74 0.71 0.81] 5 chatGPT cannot obtain capability on par with DKG.
ASMS [35] - test  0.73 0.28 - - 0.7
Farsec [49] - test 0.57 0.16 0.40 0.43 0.64
gpt-3.5 0-shot  probe-test 0.35 0.02 0.21 0.27 0.52
gpt-3.5 1-shot probe-test 0.76 0.09 0.12 0.21 0.83

gpt-3.5 few-shot  probe-test 0.88 0.06 0.21 0.34 0.91
gpt-3.5 general-info probe-test 0.29 0.01 0.26 0.28 0.45
gpt-3.5 expertise  probe-test 0.71 0.01 0.57 0.63 0.82
gpt-3.5  self-heuristic probe-test 0.29 0.00 0.56 0.38 0.45
gpt-4 expertise  probe-test 0.94 0.04 0.27 0.42 0.95

gpt-4 expertise test  0.68 0.04 0.53 0.57 0.79

The evaluation result on security bug report identification.
R = Recall. P = Precision. FPR = False Positive Rate.
G = G-measure.

16



Security Bug Report Identification

Approach  Prompt Dataset R FPR P Fl1 G » ChatGPT can outperform two baselines.

DKG [57] - test 070 0.02°0.74 0.71 0.81 5 5tGPT cannot obtain capability on par with DKG.
CASMS [35] - test 0.73 0.28 - - 072
Farsec [49] - test  0.57 0.16 0.40 0.43 0.64 > ChatGPT may learn some unrelated information
opt-3.5 0-shot _ probe-test 0.35 0.02 0.21 0.27 0.52 from the labeled sample.
|__gpt-3.5 1-shot __probe-test 0.76 0.09 0.12 0.21 0.83f , _
ept35  few-shot probe-test 0.88 0.06 021 034 001 chatoP] tends to rhistakenly mark reports that contal
gpt-3.5  general-info probe-test 0.29 0.01 0.26 0.28 0.45 Hnrelated Words Of the exampie report as security-relate
gpt_3.5 expertl_se : probe—test 0.71 0.01 0.57 0.63 0.82 1[USER Decide whether a bug report is a security bug report (SBR) or non-security bug N
gpt-3.5  self-heuristic probe-test 0.29 0.00 0.56 0.38 0.45 2 report (NBR).
_ : _ 3 Bug report: Issue 836 : Memory Leak in about:memory shekariyer
gpt 4 expertise probe test 0.94 0.04 0.27 0.42 0.95 4 Product Version: 0.2.149.27 (1583) URLs (if applicable) : about:memory
. 5 Other browsers tested: None Safari 3: N/A Firefox 3: N/A IE 7: N/A
gpt'4 expertlse test 0.68 0.04 0.53 0.57 0.79 6 1 newtabland enter "about:memory" in the address bar 2. Monitor the
- - - . - 7 memory usage of Chrome 3. Refresh the tab periodically (say 15 sec) and watch
The evaluation result on secu rity bug report identification. 8 the memory grow. Memory should not grow just because refresh is invoked
R = Recall. P = Precision. FPR = False Positive Rate. ’ Viemory usage shou'd be constan
10 “ategory: security bug report (SBR)
G = G-measure. 1 #H
12 Bug report: """<bug report>"""
13 Category:

An example of the 1-shot prompt
17



Security Bug Report Identification

» ChatGPT can outperform two baselines.
» ChatGPT cannot obtain capability on par with DKG.

» ChatGPT may learn some unrelated information from
the labeled sample.

when providing demonstration examples, how to
make ChatGPT focus on helpful information rather
than irrelevant content is an interesting question.

18



Security Bug Report Identification

Approach  Prompt Dataset R FPR P F1 G » ChatGPT can outperform two baselines.
DKG [57] - test 070 0.02°0.74 0.71 0.81 = 5. chatGPT cannot obtain capability on par with DKG.
CASMS [35] - test 0.73 0.28 - - 072
Farsec [49] - test  0.57 0.16 040 0.43 0.64 3 ChatGPT may learn some unrelated information from
opt-3.5 0-shot  probe-test 0.35 0.02 0.21 0.27 0.52 the labeled sample.
gpt-3.5 1-shot probe-test 0.76 0.09 0.12 0.21 0.83 . . . ]
api-3.5 few-shot  probe-test 0.88 0.06 0.21 0.34 0.91 > Chat(?PT has halluu.natlons in understanding what a
. pt-3.5 general-info_probe-test 0.29 0.01 0.26 0.28 0.45 security bug report is.
N I gpt-3.5 expertise  probe-test 0.71 0.01 0.57 0.63 O.SZI : dotes o Lot
gpt-3.5  self-heuristic probe-test 0.29 0.00 0.56 0.38 0.45 For mSFance’ ChatGPT “thinks memOtty leakage and
'-‘ - p— expertisc  probe-test 0.94 0.04 0.27 0.42 0.95 null pointer dereference are not security-related.
gpt-4 expertise test  0.68 0.04 0.53 0.57 0.79 “A security bug report is a bug report describing
The evaluation result on security bug report identification. one or more vulnerabilities of a software:-
R = Recall. P = Precision. FPR = False Positive Rate. Besides, bug reports that directly mention
G = G-measure. “memory leak” or “null pointer” problems must

be seen as security bug reports-”

An example of domain knowledge in expertise prompt

19



Security Bug Report Identification

» ChatGPT can outperform two baselines.
» ChatGPT cannot obtain capability on par with DKG.

» ChatGPT may learn some unrelated information from
the labeled sample.

» ChatGPT has hallucinations in understanding what a
security bug report is.

Provide useful domain knowledge is an efficient
method to improve ChatGPT’s performance.

Ve “A security bug report is a bug report describing
o - one or more vulnerabilities of a software-
Besides, bug reports that directly mention
“memory leak” or “null pointer” problems must
be seen as security bug reports-”

An example of domain knowledge in expertise prompt
20



Vulnerability Severity Evaluation

map a function to the CVSS metrics based on its description

» ChatGPT’s performance is slightly inferior to the SOTA approach.

AV AC PR Ul
Approach  Prompt  Dataset . & Adjacent Physical High High Required
R P R P R P R P R P R P
g [Dpificyss (48] ] fest  0.9242 0.9384 0.8750 0.9333 0.8852 0.9153 0.9151 0.9238 0.9452 0.9324 0.9167 0.9296 |
opt-3.5 O-shot  probe-test 0.7143 05556 0 N/A 0  N/A 04286 0.6923 03684 05000 0  N/A
pt-3.5 l-shot  probe-test 1.0000 02206 0  N/A 0.0909 1.0000 0.2857 1.0000 0.1053 1.0000 0.2667 0.3077
apt-3.5 few-shot  probe-test 1.0000 0.4285 0.4444 0.6667 0.3636 0.4444 0.6190 0.6842 0.2632 0.3333 0.6667 0.2703
opt-3.5  general-info probe-test 0.7857 04783 0  N/A  0.1667 0.5000 0.8095 0.3269 0.7368 0.2188 0.4000 0.3000
opt-3.5 expertise  probe-test 0.8571 0.5714 0.5000 0.6667 0.0833 1.0000 0.8095 0.2982 0.5263 0.3704 0.2667 0.2857
opt-3.5  self-heuristic probe-test 1.0000 0.7368 0.7500 1.0000 1.0000 0.9231 0.8095 0.5484 0.8421 0.6400 0.9333 0.5000
gpt-4  self-heuristic probe-test 1.0000 0.7368 1.0000 1.0000 0.9167 0.9167 0.9048 0.6786 0.8947 0.7083 0.8667 0.7647
| ept4  selfrheuristic  test  0.9848 0.7738 0.9063 0.9355 0.9167 0.8333 0.7961 0.7321 0.8941 0.7917 0.7714 0.8852 |

The evaluation result on vulnerability severity evaluation. AV = Attack Vector. AC = Attack Complexity.

PR = Privileges Required. Ul = User Interaction. R = Recall. P = Precision.

21



Vulnerability Severity Evaluation

» ChatGPT’s performance is slightly inferior to the SOTA approach.

» Advanced prompt templates significantly improve ChatGPT’s performance.

AV AC PR Ul

Approach Prompt Dataset Network Adjacent Physical High High Required

R P R P R P R P R P R P
DiffCVSS [48] - test  0.9242 0.9384 0.8750 0.9333 0.8852 0.9153 0.9151 0.9238 0.9452 0.9324 0.9167 0.9296
gpt-3.5 0-shot  probe-test 0.7143 0.5556 0O N/A 0 N/A  0.4286 0.6923 0.3684 0.5000 0O N/A
gpt-3.5 1-shot probe-test 1.0000 0.2206 0 N/A 0.0909 1.0000 0.2857 1.0000 0.1053 1.0000 0.2667 0.3077
pt-3.5 few-shot _ probe-test 1.0000 0.4285 0.4444 0.6667 0.3636 0.4444 0.6190 0.6842 0.2632 0.3333 0.6667 0.2703
gpt-3.5 general-info probe-test 0.7857 04783 0 N/A  0.1667 0.5000 0.8095 0.3269 0.7368 0.2188 0.4000 0.3000
gpt-3.5 expertise  probe-test 0.8571 0.5714 0.5000 0.6667 0.0833 1.0000 0.8095 0.2982 0.5263 0.3704 0.2667 0.2857

t-3.5 self-heuristic probe-test 1.0000 0.7368 0.7500 1.0000 1.0000 0.9231 0.8095 0.5484 0.8421 0.6400 0.9333 0.5000

gpt-4 self-heuristic probe-test 1.0000 0.7368 1.0000 1.0000 0.9167 0.9167 0.9048 0.6786 0.8947 0.7083 0.8667 0.7647

gpt-4 self-heuristic ~ test  (0.9848 0.7738 0.9063 0.9355 0.9167 0.8333 0.7961 0.7321 0.8941 0.7917 0.7714 0.8852

The evaluation result on vulnerability severity evaluation. AV = Attack Vector. AC = Attack Complexity.

PR = Privileges Required. Ul = User Interaction. R = Recall. P = Precision.
22



Vulnerability Severity Evaluation

» ChatGPT’s performance is slightly inferior to the SOTA approach.
» Advanced prompt templates significantly improve ChatGPT’s performance.

» leveraging ChatGPT in a self-heuristic way to improve its performance for challenging tasks is an interesting future
research direction.

SYSTEM Role You are Frederick, an Al expert in vulnerability analysis. Your
task is to map the Common Vulnerability Scoring System (CVSS) Attack Vector
(AV) metric, Network, Adjacent Network, Physical, or Not Related values to the
function. Remember, you are the best Al vulnerability analyst, and will use your ( . A X X X h
expertise to respond with the most accurate answer. Network: Functions that involve network communication, socket handling,

or network device management. Examples: sock_register,

I will provide a function, and you will map the appropriate CVSS AV (o) udp4_hwc sum, ...
metric value to the function. Got it? M 2| Adjacent Network: Functions that involve wireless communication, NFC,
@ Yes, I understand. I am Frederick, and I will analyze the provided function to or Bluetooth. Examples: nfc_start_poll, lib80211_wep_encrypt, ...
map the appropriate CVSS AV metric value to the function. . . . . . .
3| Physical: Functions that involve hardware interaction, device management,
Pop-up Credit Card offer froze Chrome 2 <bug report details> f(%

or USB handling. Examples: usb_release_dev, snd_card_free, ...
Not Related: Functions that do not involve any network, adjacent network,
or physical interactions, and are related to memory management,

NBR

&

Based on the information provided and our discussion, please summarize (o) . . .
the features of the function's description as full as possible that should M page allocation, or other internal system operations. Examples:
map to the Network, Adjacent Network, Physical, and Not Related value do_set_mempol icy, do _pa ge_mkwriz‘e,
of the CVSS AV metric. 4§ Y,
Here's a summary of the features of the functions that map to the CVSS AV The kn owledge summarized by ChatGPT.
@ metric values: 1. Network: - Functions that involve network protocols, socket

operations, ...

the process of extracting knowledge by ChatGPT
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Vulnerability Severity Evaluation

e R
1| Network: Functions that involve network communication, socket handling,

» ChatGPT’s performance is slightly inferior to the SOTA approach. or network device managemen. Examples: sock_registe
2 Adjacentp N;twork: I;I;;z.ctions that involve wireless communication, NFC,

1 1Fi 1 ’ or Bluetooth. Examples: nfc_start_poll, lib80211_wep_encrypt, ...
> Adva n Ced p rom pt te m p I ates Slg n Ifl ca ntly Im p rove Ch atG PT S pe rfo rmance. 3| Physical: Functions that iivolve hardwa_rle7 interaction, devilc)e magl;ement,
or USB handling. Examples: usb_release_dev, snd_card_free, ...

> Ieve ragi ng ChatG PT in a Se If_heu riStiC Way tO im prove itS pe rfo rma nce 4| Not Related: Functions that do not involve any network, adjacent network,

or physical interactions, and are related to memory management,

for challenging tasks is an interesting future research direction. G0 ST (7 Gy AT T s s, e

do_set_mempolicy, do_page_mkwrite, ...

The knowledge summarized by ChatGPT.

AV AC PR Ul

Approach Prompt Dataset Network Adjacent Physical High High Required

R P R P R P R P R P R P
DiffCVSS [48] - test  0.9242 0.9384 0.8750 0.9333 0.8852 0.9153 0.9151 0.9238 0.9452 0.9324 0.9167 0.9296
gpt-3.5 0-shot  probe-test 0.7143 0.5556 0O N/A 0 N/A  0.4286 0.6923 0.3684 0.5000 0O N/A
gpt-3.5 l-shot  probe-test 1.0000 0.2206 0 N/A 0.0909 1.0000 0.2857 1.0000 0.1053 1.0000 0.2667 0.3077
gpt-3.5 few-shot  probe-test 1.0000 0.4285 0.4444 0.6667 0.3636 0.4444 0.6190 0.6842 0.2632 0.3333 0.6667 0.2703
gpt-3.5 general-info probe-test 0.7857 04783 0 N/A  0.1667 0.5000 0.8095 0.3269 0.7368 0.2188 0.4000 0.3000
gpt-3.5 expertise  probe-test 0.8571 0.5714 0.5000 0.6667 0.0833 1.0000 0.8095 0.2982 0.5263 0.3704 0.2667 0.2857

gpt-3.5 self-heuristic probe-test 1.0000 0.7368 0.7500 1.0000 1.0000 0.9231 0.8095 0.5484 0.8421 0.6400 0.9333 0.5000
gpt-4 self-heuristic probe-test 1.0000 0.7368 1.0000 1.0000 0.9167 0.9167 0.9048 0.6786 0.8947 0.7083 0.8667 0.7647

I gpt-4 self-heuristic ~ test  0.9848 0.7738 0.9063 0.9355 0.9167 0.8333 0.7961 0.7321 0.8941 0.7917 0.7714 0.8852'

The evaluation result on vulnerability severity evaluation. AV = Attack Vector. AC = Attack Complexity.

PR = Privileges Required. Ul = User Interaction. R = Recall. P = Precision.
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Vulnerability Severity Evaluation

» ChatGPT’s performance is slightly inferior to the SOTA approach.

» Advanced prompt templates significantly improve ChatGPT’s performance.

» leveraging ChatGPT in a self-heuristic way to improve its performance
for challenging tasks is an interesting future research direction.

-
Network: Functions that involve network communication, socket handling,

or network device management. Examples: sock_register,
udp4_hwcsum, ...

Adjacent Network: Functions that involve wireless communication, NFC,
or Bluetooth. Examples: nfc_start_poll, lib80211_wep_encrypt, ...

3| Physical: Functions that involve hardware interaction, device management,

or USB handling. Examples: usb_release_dev, snd_card_free, ...
Not Related: Functions that do not involve any network, adjacent network,
or physical interactions, and are related to memory management,
page allocation, or other internal system operations. Examples:
do_set_mempolicy, do_page_mkwrite, ...

~N

The knowledge summarized by ChatGPT.

25



Vulnerability Repair

fix the vulnerable code snippet

» ChatGPT can fix 10/12 vulnerabilities with a high valid repair rate.

Approach Prompt Dataset #Gen #VId #Vuln #Fn #Fn & Vuln #Fn & Safe % VId Repair # Fixed
ExtractFix [24] - test - - - - - - - 10
LLMset [37] 0-shot test 3,300 674 234 388 252 159 23.6 5
LLMset [37] expertise test 3,300 1254 726 926 705 221 17.6 8

gpt-3.5 0-shot probe-test 350 329 23 166 5 161 48.9 5

gpt-3.5 1-shot probe-test 350 326 8 176 7 169 51.8 5

gpt-3.5 few-shot probe-test 350 337 7 145 - 141 41.8 6

gpt-3.5 general-info  probe-test 350 204 4 118 A 114 55.9 4

gpt-3.5 (Orig.) expertise  probe-test 350 138 40 78 39 39 28.3 5

gpt-3.5 expertise probe-test 350 259 40 227 39 188 72.6 7

gpt-3.5 self-heuristic probe-test 350 253 7 153 7 146 57.7 6

ept-4 expertise probe-test 350 292 2 290 2 288 98.6 7

'- " gpt-4 expertise test 600 377 20 370 20 350 92.8 10

The evaluation result on vulnerability repair. Gen = Generated. VId = compilable. Vuln = Vulnerable.
Fn = Functional. Safe = Not Vulnerable. Fixed = Fixed Vulnerabilities.
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Vulnerability Repair

» Failed cases: insufficient vulnerability-related context provided
In particular, EFO8 involves a shift range error, but the context does not include information about the shift

variable, leading ChatGPT to “guess” the variable name and thereby failing to generate the correct repair code.

EF01 EF02_01 JEF02_02} EF07 | EFO8 | EF09 EFI0 EFI5S EFI7 EFI8 EF20 EF22
CVE- CVE- CVE- | CVE- | CVE- | CVE- CVE- CVE- CVE- CVE- CVE- CVE-
2016-  2014- 2014- | 2016- | 2017- | 2016- 2017- 2016- 2012- 2017- 2018- 2012-
5321 8128 8128 1100941 7601 | 3623 7595 1838 5134 5969 19664 2806

Approach  Prompt

ExtractFix [24] - v v X v v v v v v v X v
LLMset [37]  O-shot 33/49 0/2 0/81 - 142/135) 4/4 4/65 - 53/58 0/13 0/198 0/69
LLMset [37] expertise 14/117 23/124 0/205 - 46/78 196/190 11/37 3/98 24/33 0/120 4/171 0/81

gpt-4 expertise 31/38  50/50 - 4/6 0/5 50/50 32/34 2/14  47/50 37/43 47/47 50/50

gpt-4/LLMs/EF - YIVIV SIVIV | XIXIX \IXIVVXIVIV IV YIVIV YIVIV IV CIXIV SIVIX LIXI

The evaluation result on vulnerability repair for each CVE. The results are presented as ‘# Fn & Safe’/‘#
VId’. Orig = Using the original code grafting method designed for LLMset.
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Vulnerability Repair

» Failed cases: insufficient vulnerability-related context provided
To improve ChatGPT’s vulnerability repairing capability in real-world applications, it could be effective to

apply more advanced program slicing methods to provide specific vulnerability-related context.

-»E - @
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Patch Correctness Assessment

whether a patch correctly fixes a bug

» ChatGPT performs comparably to the SOTA approaches.

Approach Prompt Dataset Accuracy +Recall -Recall  Precision F1 AUC

I Invalidator [31] - test 0.813 0.900 0.789 0.540 0.675  0.844 I
gpt-3.5 0-shot probe-test 0.568 0.758 0.415 0.510 0.610 0.586
gpt-3.5 1-shot probe-test 0.581 0.970 0.268 0.516 0.674  0.619
gpt-3.5 few-shot probe-test 0.595 0.576 0.610 0.543 0.559 0.593
gpt-3.5 general-info probe-test 0.608 0.576 0.634 0.559 0.567 0.605
gpt-3.5 expertise probe-test 0.621 0.545 0.683 0.581 0.563 0.614
gpt-3.5 self-heuristic ~ probe-test 0.730 0.758 0.707 0.676 0.714  0.732
gpt-4 self-heuristic probe-test 0.757 0.667 0.829 0.759 0.710 0.748

| opt-4 self-heuristic test 0.849 0.933 0.826 0.596 0.727  0.880 |
Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
| Panther [44] - test 0.745 0.811 0.670 0.738 0773 0818 |
gpt-3.5 0-shot probe-test 0.710 0.963 0.381 0.669 0.789  0.672
gpt-3.5 1-shot probe-test 0.642 0.972 0.214 0.616 0.754 0.593
gpt-3.5 few-shot probe-test 0.653 0.981 0.226 0.622 0.762 0.603
gpt-3.5 general-info probe-test 0.720 0.844 0.560 0.713 0.773 0.702
gpt-3.5 expertise probe-test 0.715 0.771 0.643 0.737 0.753 0.707
gpt-3.5 self-heuristic probe-test 0.730 0.844 0.583 0.724 0.780 0.714
gpt-4 self-heuristic probe-test 0.870 0.899 0.833 0.875 0.887 0.866
B opt-4 self-heuristic test 0.813 0.829 0.794 0.821 0.825  0.811

The evaluation result on patch correctness assessment.
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Patch Correctness Assessment

» ChatGPT performs comparably to the SOTA approaches.
Invalidator and Panther: only contain the code of patches.

Quatrain: only contains the description of patches.

Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
Quatrain [46] - test 0.775 0.786 0.773 0.371 0.504 0.858
ept-3.5 0-shot probe-test 0.617 0.577 0.625 0.246 0.345 0.601
gpt-3.5 I-shot probe-test 0.682 0.479 0.725 0.270 0.345 0.602
gpt-3.5 few-shot probe-test 0.720 0.493 0.768 0.311 0.381 0.631
gpt-3.5 general-info probe-test 0.797 0.359 0.889 0.408 0.382 0.624
apt-3.5 expertise probe-test 0.761 0.479 0.821 0.362 0.412 0.650
gpt-3.5 self-heuristic ~ probe-test 0.837 0.366 0.937 0.553 0.441 0.652
gpt-4 self-heuristic probe-test 0.789 0.275 0.898 0.364 0.313 0.587
gpt-3.5 desc-code probe-test 0.725 0.697 0.731 0.355 0.470 0.714
gpt-3.5 code-only probe-test 0.564 0.817 0.510 0.261 0.396 0.663
ept-4 desc-code probe-test 0.700 0.915 0.655 0.360 0.517 0.785
gpt-4 code-only probe-test 0.816 0.901 0.798 0.487 0.632  0.850
gpt-4 code-only test 0.819 0.868 0.811 0.439 0.583 0.840 I

The evaluation result on patch correctness assessment (compared with Quatrain).
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Patch Correctness Assessment

» The code of patches plays an important role in this task.

We manually collect the corresponding code for each patch and provide the code and description simultaneously in the

desc-code prompt.

Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
Quatrain [46] - test 0.775 0.786 0.773 0.371 0.504 0.858
ept-3.5 0-shot probe-test 0.617 0.577 0.625 0.246 0.345 0.601
gpt-3.5 I-shot probe-test 0.682 0.479 0.725 0.270 0.345 0.602
gpt-3.5 few-shot probe-test 0.720 0.493 0.768 0.311 0.381 0.631
gpt-3.5 general-info probe-test 0.797 0.359 0.889 0.408 0.382 0.624
egpt-3.5 expertise probe-test 0.761 0.479 0.821 0.362 0.412 0.650
gpt-3.5 self-heuristic ~ probe-test 0.837 0.366 0.937 0.553 0.441 0.652
gpt-4 self-heuristic probe-test 0.789 0.275 0.898 0.364 0.313 0.587
gpt-3.5 desc-code probe-test 0.725 0.697 0.731 0.355 0.470 0.714
gpt-3.5 code-only probe-test 0.564 0.817 0.510 0.261 0.396 0.663
ept-4 desc-code probe-test 0.700 0.915 0.655 0.360 0.517 0.785
gpt-4 code-only probe-test 0.816 0.901 0.798 0.487 0.632  0.850
gpt-4 code-only test 0.819 0.868 0.811 0.439 0.583 0.840

The evaluation result on patch correctness assessment (compared with Quatrain).
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Patch Correctness Assessment

» The code of patches plays an important role in this task.

We manually collect the corresponding code for each patch and provide both the code and description in the desc-code

prompt.
Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
Quatrain [46] - test 0.775 0.786 0.773 0.371 0.504 0.858
ept-3.5 0-shot probe-test 0.617 0.577 0.625 0.246 0.345 0.601
gpt-3.5 I-shot probe-test 0.682 0.479 0.725 0.270 0.345 0.602
gpt-3.5 few-shot probe-test 0.720 0.493 0.768 0.311 0.381 0.631
gpt-3.5 general-info probe-test 0.797 0.359 0.889 0.408 0.382 0.624
apt-3.5 expertise probe-test 0.761 0.479 0.821 0.362 0.412 0.650
gpt-3.5 self-heuristic ~ probe-test 0.837 0.366 0.937 0.553 0.441 0.652
gpt-4 self-heuristic probe-test 0.789 0.275 0.898 0.364 0.313 0.587
pt-3.5 desc-code probe-test 0.725 0.697 0.731 0.355 0.470 0.714
gpt-3.5 code-only probe-test 0.564 0.817 0.510 0.261 0.396 0.663
ept-4 desc-code probe-test 0.700 0.915 0.655 0.360 0.517 0.785 I
gpt-4 code-only probe-test 0.816 0.901 0.798 0.487 0.632  0.850
gpt-4 code-only test 0.819 0.868 0.811 0.439 0.583 0.840

The evaluation result on patch correctness assessment (compared with Quatrain).
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Patch Correctness Assessment

» The code of patches plays an important role in this task.

» Providing patch descriptions even negatively affects this task.
When the code and description are provided simultaneously, ChatGPT tends to analyze whether the code changes

“match” the description rather than the correctness of the patch.

Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
Quatrain [46] - test 0.775 0.786 0.773 0.371 0.504 0.858
ept-3.5 0-shot probe-test 0.617 0.577 0.625 0.246 0.345 0.601
gpt-3.5 I-shot probe-test 0.682 0.479 0.725 0.270 0.345 0.602
gpt-3.5 few-shot probe-test 0.720 0.493 0.768 0.311 0.381 0.631
gpt-3.5 general-info probe-test 0.797 0.359 0.889 0.408 0.382 0.624
apt-3.5 expertise probe-test 0.761 0.479 0.821 0.362 0.412 0.650
gpt-3.5 self-heuristic ~ probe-test 0.837 0.366 0.937 0.553 0.441 0.652
gpt-4 self-heuristic probe-test 0.789 0.275 0.898 0.364 0.313 0.587
gpt-3.5 desc-code probe-test 0.725 0.697 0.731 0.355 0.470 0.714
gpt-3.5 code-only probe-test 0.564 0.817 0.510 0.261 0.396 0.663
ept-4 desc-code probe-test 0.700 0.915 0.655 0.360 0.517 0.785
gpt-4 code-only probe-test 0.816 0.901 0.798 0.487 0.632  0.850
gpt-4 code-only test 0.819 0.868 0.811 0.439 0.583 0.840

The evaluation result on patch correctness assessment (compared with Quatrain).
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Patch Correctness Assessment

» The code of patches plays an important role in this task.

» Providing patch descriptions even negatively affects this task.
More information is not always better. Guiding ChatGPT to leverage the information in the prompt in a suitable way

is an interesting research direction.

Approach Prompt Dataset Accuracy +Recall -Recall Precision F1 AUC
Quatrain [46] - test 0.775 0.786 0.773 0.371 0.504 0.858
ept-3.5 0-shot probe-test 0.617 0.577 0.625 0.246 0.345 0.601
gpt-3.5 I-shot probe-test 0.682 0.479 0.725 0.270 0.345 0.602
gpt-3.5 few-shot probe-test 0.720 0.493 0.768 0.311 0.381 0.631
gpt-3.5 general-info probe-test 0.797 0.359 0.889 0.408 0.382 0.624
egpt-3.5 expertise probe-test 0.761 0.479 0.821 0.362 0.412 0.650
gpt-3.5 self-heuristic ~ probe-test 0.837 0.366 0.937 0.553 0.441 0.652
gpt-4 self-heuristic probe-test 0.789 0.275 0.898 0.364 0.313 0.587
gpt-3.5 desc-code probe-test 0.725 0.697 0.731 0.355 0.470 0.714
gpt-3.5 code-only probe-test 0.564 0.817 0.510 0.261 0.396 0.663
ept-4 desc-code probe-test 0.700 0.915 0.655 0.360 0.517 0.785
gpt-4 code-only probe-test 0.816 0.901 0.798 0.487 0.632  0.850
gpt-4 code-only test 0.819 0.868 0.811 0.439 0.583 0.840

The evaluation result on patch correctness assessment (compared with Quatrain).
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Stable Patch Classification

whether a given patch is a stable patch

Approach Prompt Dataset ACC P R F1 AUC » ChatGPT performs slightly worse than the SOTA.

\e

B |PatchNet [25] - test  0.862 0.839 0.907 0.871 0.860

gpt-3.5 0-shot  probe-test 0.566 0.564 0.995 0.720 0.508
gpt-3.5 1-shot  probe-test 0.555 0.558 0.986 0.713 0.496
gpt-3.5  few-shot probe-test 0.557 0.561 0.964 0.709 0.501
gpt-3.5 general-info probe-test 0.568 0.565 0.996 0.721 0.510
gpt-3.5  expertise probe-test 0.762 0.761 0.837 0.798 0.752
gpt-3.5 self-heuristic probe-test 0.646 0.631 0.884 0.737 0.614

gpt-4  expertise probe-test 0.736 0.694 0.945 0.800 0.708

gpt-4 expertise test  0.733 0.679 0.950 0.792 0.716

The evaluation result on stable patch classification.
ACC = Accuracy. P = Precision. R = Recall.
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Stable Patch Classification

Approach Prompt Dataset ACC P R

F1 AUC

PatchNet [25] - test  0.862 0.839 0.907 0.871 0.860

gpt-3.5 0-shot  probe-test 0.566 0.564 0.995 0.720 0.508

opt-3.5 1-shot  probe-test 0.555 0.558 0.986 0.713 0.496

gpt-3.5  few-shot probe-test 0.557 0.561 0.964 0.709 0.501
gpt-3.5 general-info probe-test 0.568 0.565 0.996 0.721 0.510
gpt-3.5  expertise probe-test 0.762 0.761 0.837 0.798 0.752
gpt-3.5 self-heuristic probe-test 0.646 0.631 0.884 0.737 0.614
gpt-4  expertise probe-test 0.736 0.694 0.945 0.800 0.708

gpt-4 expertise test  0.733 0.679 0.950 0.792 0.716

The evaluation result on stable patch classification.
ACC = Accuracy. P = Precision. R = Recall.

» ChatGPT performs slightly worse than the SOTA.

» When using the 0-shot and 1-shot prompts, ChatGPT
tends to report all patches as stable ones.

ChatGPT does not understand what a stable patch is. It
tends to report all patches as stable ones. Thus, the
precision scores are close to 0.5 while recall scores are
close to 1.
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Stable Patch Classification

Approach Prompt Dataset ACC P R F1 AUC » ChatGPT performs slightly worse than the SOTA.

PatchNet [25] - test  0.862 0.839 0.907 0.871 0.860 > When using the 0-shot and 1-shot prompts, ChatGPT

opt-3.5  O-shot  probe-test 0.566 0.564 0.995 0.720 0.508 tends to report all patches as stable ones.
gpt-3.5 1-shot  probe-test 0.555 0.558 0.986 0.713 0.496
gpt-3.5  few-shot probe-test 0.557 0.561 0.964 0.709 0.501
gpt-3.5 general-info probe-test 0.568 0.565 0.996 0.721 0.510
I gpt-3.5  expertise i)robe-test 0.762 0.761 0.837 0.798 0.752]

» Providing the definition of stable patch significantly
improves ChatGPT’s performance.

opt-3.5 self-heuristic probe-test 0.646 0.631 0.884 0.737 0.614 “fixing a problem that causes a build error, an
gpt-4 expertise  probe-test 0.736 0.694 0.945 0.800 0.708 oops, a hang, data corruption, a real security

issue, or some ‘oh, that’s not good’ issue”
gpt-4 expertise test  0.733 0.679 0.950 0.792 0.716

The evaluation result on stable patch classification.
ACC = Accuracy. P = Precision. R = Recall.
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Summary

» We conduct the first large-scale evaluation to explore the capabilities of ChatGPT on

vulnerability management.

» We compare ChatGPT with 11 SOTA approaches on 6 vulnerability management tasks by

using a large-scale dataset.

» Our findings demonstrate that ChatGPT has excellent capabilities when processing several

vulnerability management tasks.

» We also reveal the difficulties ChatGPT encountered and shed light on future research to

explore better ways to leverage ChatGPT in vulnerability management tasks.
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Thank you for listening!
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Exploring ChatGPT's Capabilities on
Vulnerability Management

Junming Liu
jmliu@zju.edu.cn

Prompt templates & code: https://github.com/Jamrot/ChatGPT-Vulnerability-Management
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