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Background



What Is (e)BPF?

Extended Berkeley Packet Filter:

i Ke 'ne | V| rtua | M acC h | Nne BPF (Runtime) Utilities BPF Program Kernel
Helpers <“—>call load skb Kernel
User SE—
Application Veritier r packet filter
4 ) ] »1og pkt_type tracepoint
Maps ret 0 :
) schduler




What Is (e)BPF?

Extended Berkeley Packet Filter:

i Ke 'ne | V| rtua | M acC h | Nne BPF (Runtime) Utilities BPF Program Kernel
Helpers <“—>call load skb Kernel
User :
Application Veritier r packet filter
4 ) ] >[log pkt type tracepoint
Maps ret 0 :
J schduler

* Extended from classic BPF (cBPF), introduced to Linux in 2014.
* Packet Filter === Tracing/Network/Security...



Why (e)BPF instead of LKM?



Why (e)BPF instead of LKM?

* Fast: Run In JITed native code.



Why (e)BPF instead of LKM?

* Fast: Run in JITed native code.
* Portable: Stable kernel APl (named helpers).



Why (e)BPF instead of LKM?

* Fast: Run in JITed native code.
* Portable: Stable kernel APl (named helpers).

* Robust: Does NOT crash your kernel; eBPF is statically checked by
a verifier.



Why (e)BPF instead of LKM?

* Fast: Run in JITed native code.
* Portable: Stable kernel APl (named helpers).

* Robust: Does NOT crash your kernel; eBPF is statically checked by
a verifier.

Verifier: Do not load it, or your kernel will go kaboom!



Sounds good, but?

BPF security is a concern. CVEID
| 2016-2383, 2017-16995, 2017-16996,
(26 arbitrary R/W CVEs). 2017-17852, 2017-17853, 2017-17854,

2017-17855, 2017-17856, 2017-17857,
2017-17862, 2017-17863, 2017-17864,

Because... 2018-18445, 2020-8835, 2020-27194,
2021-34866, 2021-3489, 2021-3490,
2021-20268, 2021-3444,2021-33200,
2021-45402, 2022-2785, 2022-23222,
2023-39191, 2023-2163

BPF CVEs
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Sounds good, but?

CVE ID

BPF memory safety I1s a concern.
2016-2383, 2017-16995, 2017-16996,

2017-17852, 2017-17853, 2017-17854.
2017-17855, 2017-17856, 2017-17857.
2017-17862, 2017-17863, 2017-17864.
Because... 2018-18445, 2020-8835, 2020-27194,
. Siat vsis is hard 2021-34866, 2021-3489, 2021-3490,
tatic analysis Is hard. 2021-20268, 2021-3444.2021-33200,

* BPF is rapidly developed. 2021-45402, 2022-2785, 2022-23222,
2023-39191, 2023-2163

BPF CVEs



Hardware Isolation!

We therefore propose MOAT.

MoaT uses hardware features (e.g., MPK) to isolate BPF programs.
And... resolves a set of challenges, like limited MPK and BPF API
security.
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Hardware Isolation!

Walit..., what is Intel MPK?

3%)0 01 [ ... [10 000 PKR PKR Entry Options
¢ 00 | Access Enabled (AE)
LPTE[62:59] =0x1 01 | Access Disabled (AD)
PTE[62:59] = OxE 10 | Write Disabled (WD)
PTE[62:59] = O0xF 11 | Access Disabled (AD)
Page Table Entry
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Hardware Isolation!

Walit..., what is Intel MPK?

* Add a 4-bit tag to PTEs (16 tags).

32 0
00 [ 01 [ .. [ 10 | 00 | PKR

Y

00

PKR Entry Options
Access Enabled (AE)

PTE[62:59] = 0x1

01

Access Disabled (AD)

PTE[62:59] = OxE

10

Write Disabled (WD)

> PTE[62:59] = OxF
Page Table Entry

11

Access Disabled (AD)
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Hardware Isolation!

Walit..., what is Intel MPK?

* Add a 4-bit tag to PTEs (16 tags).
* Toggle PTEs with the same tag.

32 0
00 |01 [ .. [10 00 |PKR

\ 4

00

PKR Entry Options
Access Enabled (AE)

PTE[62:59] = 0x1

01

Access Disabled (AD)

> PTE[62:59] = OXE

10

Write Disabled (WD)

—>» PTE[62:59] = OxF
Page Table Entry

11

Access Disabled (AD)
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Method



Limited MPK Tags

Kernel 9602””“1'” s Data Regions Runtime PKR Value
MPK is... el [0 | H e
* Only 16 tags L — ; 261000010
* Lightweight i { Somext — WDIAE[AD

Lo [ et

So... insufficient for multiple BPF “stared pomain
Drogrames. B N {[e Write-Disabled
But... abundant for iSOlatiﬂg AD|Access-Disabled  [AE]Access-Enabled  [WD] Write-Disabled
kernel/BPF.
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/ Kernel D602main s Data Regions Runtime PKR Value
‘{ Kernel Data

I\/l P K |S . PTE| .. | 0x0 Access-Enabled

Three Domain Kernel K honee Lo

* Only 16 tags Three Tags BPF Domain Stk """""""" 3 261000010
* Lightweight e {ﬁ;‘;j:"t - WDIABJAD

-] ot = - WOlABIAD
S0... bad tfor multiple BPF S e
Orograms. éi;are(;xsyx&;* _{ %DTT Write-Disabled
But... QOOC/ for iSO|ating AD|Access-Disabled  [AE]Access-Enabled  [WD] Write-Disabled
kernel/BPF.
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Limited MPK Tags

Kernel D6 ozmain 59 Data Regions Runtime PKR Value
MPK |S Kernel Stuff PTE| .. | 0x0 -{ EZQ:; gz';ae Access-Enabled
Kernel K
¢ Only 16 tags ‘BPF Domain v 6 0
I " 0x1 { (S;Ecz)ll(l::(ext - EE. 01
* Lightweight o o - WDIAE[AD
Stack . [10]o0]o1
-] Ox _{ riod . WD|AE|AD
e B e
So... bad tor multiple BPF Shared Domain
orograms. Joo [ 4 Write-Disabled
| | Shared by K & P, DT
But... good for isolating AD]Access-Disabled  [AE]Access-Enabled WD Write-Disabled
kernel/BPF.
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Limited MPK Tags

Kernel Domain Data Regions Runtime PKR Value
: 62 2 Kernel Data
I\/l P K IS... PTE| .. | 0x0 -{ Corncl Code Access-Enabled
Kernel K
¢ O n |y 1 6 ta gS BPF Domain S 32 6 0
. : ] 10[00]01
o nghtwelght Constrain ALL l;l‘)FISXI { ﬁ:;:’“ WD|AE|AD
BPF programs 01 1 _{ Stack . |1o]oo]o1
il Mt Context  WDIAE[AD
. BPF P,
So... bad tor multiple BPF Shared Domain
Orogrames. | 0x2 GDT Write-Disabled
g . . Shared by K & P, _{ DT
But... good for isolating AD]Access-Disabled  [AE]Access-Enabled WD Write-Disabled
kernel/BPF.

21



Limited MPK Tags

KemelD602main 9 Data Regions Runtime PKR Value
M PK |S PTE K le; “{ E:ﬁ:i gggae Access-Enabled
erne
* Only 16 tags BRF Doman T T
" " 0x1 (S;Ecz)ll(l::(ext — SR 01
* Lightweight =l N - WDIAE[AD
oxl _{ Stack . |10]o0]01
il M Context .. WD|AE|AD
BPF P,
So... bad tor multiple BPF Shared Domain
GDT L
orograms. cloa] {12 Write-Disabled
But... good for 1solating AD|Access-Disabled  [AE]Access-Enabled VD] Write-Disabled
kernel/BPF.

Things both BPF
& Kernel need
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Intra-BPF exploitation

Problem:
Bad BPFs attack the good ones.

Kernel Memory

Unmapped «@— BPF P,

Kernel Memory| , BPF P, &> Unmapped,

Kernel Memory BPF P, BPF PQJ
Kernel Domain BPF Domain
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Intra-BPF exploitation

Problem:
Bad BPFs attack the good ones.

Kernel Memory

Unmapped «@— BPF P,

Solution: MOAT Isolates them by Kernel Memory

address spaces.

BPF P, &> Unmapped,
Kernel Memory BPF P, BPF PQJ
Kernel Domain BPF Domain

Issue: Slow TLB flushes



Intra-BPF exploitation

Problem:
Bad BPFs attack the good ones.

. 'Unmapped «@— BPF P,

Solution: MOAT isolates them by
address spaces.

TLB flush is slo
* Constant kernel mapping
* We use PCID to minimize #flushes.

Kernel Memory

Kernel MEITIDI’}" , BPF P, &> Unmapped,

Kernel Memory] BPF P, BPF PQJ
Kernel Domain ' BPF Domain
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Intra-BPF exploitation

Problem:
Bad BPFs attack the good ones.

Kernel Memory

‘Unmapped «-@— BPF P,

MOAT Isolates them by address
spaces.

Kernel Memory

BPF P, &> Unmapped,

‘ Kernel Memory I- I BPF P, I BPF P;J
_—I _ - |
Kernel Dgmain ' BPF Dom§iin

i 2
TLB flush is slow: Avoid unnecessary
* BPF has small memo rints. flushes

* We use PCID to minimize #flushes.

217



Kernel AP| Security

BPF Is 1solated, but it might still access kernel via its API
(BPF Helpers)

MOAT does...
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Kernel AP| Security

BPF Is 1solated, but it might still access kernel via its API
(BPF Helpers)

MOAT does...
* |solate easy-to-exploit structures from helpers.

* Check parameters against verified bounds.



Critical Object Protection

We studied kernel objects that
were [previously exploited|via PKR PKR

AD|AD | AE | .. AD|AE | AE | ...
B P F . 'L Helper Entry ‘L
‘ BPF Domain — > BPF Domain
Normal Domain :} Normal Domain

Critical Objects Critical Objects
In sum, 44 of these are o - .

Kernel Address Space Kernel Address Space

iIdentified: for BPF Program for BPF Helpers
’ [AD|Access-Disabled  [AE]Access-Enabled

Helper Exit

MoAT protects them with an
extra MPK tag.



Critical Object Protection

We studied kernel objects that

were previously exploited via PKR PKR
AD|AD |AE | .. AD|AE [AE | ..
B P F . 'L Helper Entry [ ¢

Normal Domain
Critical Objects Critical Objects

BPF Domain | ——— "> || [BPF Domain
I
|

In sum, 44 of these are Kool Ao Soae HOlPOr EXil e

iIdentified: for BPF Program for BPF Helpers
’ [AD|Access-Disabled  [AE]Access-Enabled

MoAT protects them with an
extra MPK tag.
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Dynamic Parameter Auditing

Static Register Value ~ Runtime Register Values

M OAT USeS th e ver | f' e F’S b oun d S BPF Instructions Inferred by Verifier for Each Instruction
ro rl

to double-check the helper's 5 0= ox10 L
arguments. rl = r0 + 0x1 r0=0x10 r1=0x11 |[0x10 |0x11

call BPF HELPER r0=0x10 r1=0x11 |0x10 |Ox11

Verifier 4 [0x1,0x20]?

Why verifier Is trustworthy
now?
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Dynamic Parameter Auditing

Static Register Value ~ Runtime Register Values

M OAT USeS th e ver | f' e F’S b oun d S BPF Instructions Inferred by Verifier for Each Instruction

1 ro rl
to double-check the helper's -5 0= 0x10 010 Toxic
arguments rl = r0 + 0x1 0 =0x10 r1=0x11 [0x10 |Ox11

call BPF HELPER H r0=0x10 r1=0x11 |[ox10 |ox11

Verifier r

4 [0x1,0x20]?

Why verifier Is trust
now?

* Bad deduced values.
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Dynamic Parameter Auditing

Static Register Value ~ Runtime Register Values

M OAT USeS th e ver | f' e F’S b oun d S BPF Instructions Inferred by Verifier for Each Instruction

J rQ rl
to double-check the helper's -5 0= 0x10 010 Toxe
arguments rl = r0 + 0x1 r0=0x10 r1=0x11 |(0x10 |Ox11

call BPF HELPER r0 =0x10 r1=0x11 |[0x10 |[Ox11

Verifier r0 in [0x1,0x20]?

Why verifier Is trustworthy
now?

* Bad deduced
* Good bounds for helpers.
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Dynamic Parameter Auditing

Static Register Value ~ Runtime Register Values

M OAT USeS th e ver | f| e F’S b oun d S BPF Instructions Inferred by Verifier for Each Instruction
r0 rl

to double-check the helper's =+ 0 = 0x10 Tl ke

arguments in runtime. rl = r0 + 0x1 r0=0x10 rl1=0xI1 [0x10 |0xIl
call BPF HELPER r0=0x10 r1=0x11 |[0x10 |Ox11

r0 in [0x1,0x20]?
MoAT IN RUNTIME
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Evaluation



Security Evaluation

We verified that MoaT mitigates all 26 BPF CVEs within MoOAT's scope

CVEID

2016-2383, 2017-16995, 2017-16996, 2017-17852, 2017-17853, 2017-17854,
2017-17855, 2017-17856, 2017-17857, 2017-17862, 2017-17863, 2017-17864,
2018-18445, 2020-8835, 2020-27194, 2021-23866, 2021-3489, 2021-3490,
2021-20268, 2021-3444,2021-33200, 2021-45402, 2022-2785, 2022-23222,
2023-39191, 2023-2163
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Security Evaluation

Now, let's go through one in detall.

<bad addr>
N ANNNNNNND

e |.3: verifier deduces r5 |

r5>=r6||r5<=0) // R&V:0x1<=r5<=0x600000001

(1)
: r5 | 0 // R:r5=<bad addr> V: r5=0x1
6| * (ptr+r5)=0xbad // PKS violation

R: Runtime Value V: Verifier Deduced Value
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Security Evaluation

We verified that Moat mitigates all 26 memory-related BPF CVEs

1l r5 = <bad addr>
ol re = 0x600000002
* L5: OR32 performed a s| 1f (£5>=r6]|r5<=0) // R&V:0x1<=r5<=0%600000001
. 4 exit (1)
wrong truncation s|rs = r5 | 0@  //[Rir5=<bad addr>|[v: r5=0x1
. . 6| * (pt 5)=0xbad // PKS violat1
e r5 is mis-deduced to Ox1 ‘[_{Btrrr>)=0xbe ceon

R: Runtime Value V: Verifier Deduced Value
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Security Evaluation

We verified that Moat mitigates all 26 memory-related BPF CVEs

1| £5 <bad addr>

2| £6 0x600000002

3l 1f (r5>=r6]|r5<=0) // R&V:0x1<=r5<=0x600000001
4] exit (1)

s{r5 = r5 | 04 // R:r5=<bad addr> V: r5=0xl
* MoaAT saves the day! | * (ptr+r5)=0xbad // [PXS violatio N/

R: Runtime Value V: Verifier Deduced Value
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Performance Evaluation

| n S U m .es Throughput (TPPS) drop byte pkt trim flow all
Baseline 594.39 594.67 594.26 594.74 594 .39 587.22

¢ 0 ] " 0 (99.70%) (99.73%) (99.66%) (99.73%) (99.68%) (98.47%)
N etWO rk fl Ite rl n g ) < 2 /0. MOAT 593.10 594.31 594.43 594.69 593.10 575.33

(99.46%) (99.66%) (99.68%) (99.73%) (99.46%) (96.48%)

e ] Throughput (TPPS) xdpl xdp2 adj rxql rxq2

* System profiling: <13%. Bl 56058 55778 53111 52836 53052
aseline (99.84%) (99.34%) (99.66%) (99.15%) (99.55%)

560.15 55776 530.65 52757 _ 527.66
(99.76%) (99.33%) (99.58%) (99.00%) (99.05%)

MOAT

* Seccomp (cBPF): <3%
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Performance Evaluation

8

o

o =
= o o ©
O O o O
2 ]

execl ©

|ﬂ sum... fcl @ —10.96
* Network filtering: <2%. e

0.97

o

fc3@ 0.97

0.35
0.37

II

pipe @

pipectx @ - 0.81

* System profiling: <13%. s 85

0.90
0.93

shelll ®

=]
—

shell2 ®

* Seccomp (cBPF): <3% syscall & B

0.94

<
n
o0

0.0 0.2 0.4 0.6 0.8 1.0
Normalized Performance Score [__] Baseline B MOAT
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Performance Evaluation

In sum...
* Network filtering: <2%. Throughout (Treq/s) 1 worker 2 worker 3 worker
Vanilla 148.1 (100%) 1795 (100%) _ 165.2 (100%)
(no seccomp-BPF) +12.81 + 8.35 +4.72
1 . 147.2 (99.4% 171.3 (95.4% 160.5 (97.2%
* System profiling: <13%. Baseline g LS O 100 1)
1423 (96.1%) 1663 (92.6%) 158.0 (95.6%)
Moar +8.77 +6.70 +4.48

* Seccomp (cBPF): <3%
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Performance Evaluation

Comparing with SFl-based SandBPF

Test #Conn XDP Socket Filter
(req./s) Base MOAT Rel. Ref.| Base MOAT Rel. Ref.
Apache 20 34,303 33,689 2% 0% | 40,666 40,286 1% 4%
Apache 100 31,929 30,726 4% 8% | 37,998 36,546 4% 4%
Apache 200 27,751 26,657 4% 5% |32,652 31,344 4% 3%
Apache 500 24,786 24,439 1% 7% |30,262 29423 3% 7%
Apache 1000 24,597 24470 1% 6% |29,545 28961 2% 7%
Nginx 20 22,688 21,892 3% 7% | 23,359 23,530 0% 10%
Nginx 100 21,492 20,689 4% 7% |22,870 22482 2% 8%
Nginx 200 19,972 19,216 4% 6% | 21,562 20984 3% 8%
Nginx 500 18,470 17,814 4% 6% |19.421 18,713 4% 7%
Nginx 1000 17,024 16,735 2% 3% |17,392 17,098 2% 6%

1->128 BPF programs at the same time

(=]
o
=
=

[}

ot

o

[a=]
1

[y

o

ja]

ja=]
1

.

ot

o

[a=]
1

4000 A

[J%]

Ut

[

(=]
L

3000

Process Creation Throughput (#process/s)

5149.5 51364 5132.8 5125.3 5117.1
> - i *- -+
4959.7 4943.7 4916.8 13345
0.96 0.96 0.96 0.94 4650.7
0.91
—#— Baseline
—»— MOAT
#BPF Programs : : : :
1 10 32 64 128
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Takeaways.

* BPF I1s powerful but Its security Is a concern.
* BPF security can benefit from hardware features.

* MoAT protection is multi-folded.
(Software + Hardware & Memory + API)
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My Wife (Yuqi Qian) & Me (Hongyi Lu)

Thank Youl

Email Me Project Site

o7

47



	幻灯片 1: MOAT: Towards Safe BPF Kernel Extention
	幻灯片 2: Background
	幻灯片 3: What is (e)BPF?
	幻灯片 4: What is (e)BPF?
	幻灯片 5: Why (e)BPF instead of LKM?
	幻灯片 6: Why (e)BPF instead of LKM?
	幻灯片 7: Why (e)BPF instead of LKM?
	幻灯片 8: Why (e)BPF instead of LKM?
	幻灯片 9: Why (e)BPF instead of LKM?
	幻灯片 10: Sounds good, but?
	幻灯片 11: Sounds good, but?
	幻灯片 12: Sounds good, but?
	幻灯片 13: Hardware Isolation!
	幻灯片 14: Hardware Isolation!
	幻灯片 15: Hardware Isolation!
	幻灯片 16: Hardware Isolation!
	幻灯片 17: Method
	幻灯片 18: Limited MPK Tags
	幻灯片 19: Limited MPK Tags
	幻灯片 20: Limited MPK Tags
	幻灯片 21: Limited MPK Tags
	幻灯片 22: Limited MPK Tags
	幻灯片 23: Intra-BPF exploitation
	幻灯片 24: Intra-BPF exploitation
	幻灯片 25: Intra-BPF exploitation
	幻灯片 26: Intra-BPF exploitation
	幻灯片 27: Intra-BPF exploitation
	幻灯片 28: Kernel API Security
	幻灯片 29: Kernel API Security
	幻灯片 30: Kernel API Security
	幻灯片 31: Critical Object Protection
	幻灯片 32: Critical Object Protection
	幻灯片 33: Dynamic Parameter Auditing
	幻灯片 34: Dynamic Parameter Auditing
	幻灯片 35: Dynamic Parameter Auditing
	幻灯片 36: Dynamic Parameter Auditing
	幻灯片 37: Evaluation
	幻灯片 38: Security Evaluation
	幻灯片 39: Security Evaluation
	幻灯片 40: Security Evaluation
	幻灯片 41: Security Evaluation
	幻灯片 42: Performance Evaluation
	幻灯片 43: Performance Evaluation
	幻灯片 44: Performance Evaluation
	幻灯片 45: Performance Evaluation
	幻灯片 46: Takeaways.
	幻灯片 47: Thank You!

