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Cookie Consent Notices

Cookie collection for session continuity and functionality.
This website uses cookies

However, there's more to it than that: advertising.

We use cookies to improve user experience.

Privacy Legislations: GDPR, LGPD, CPDP, APPI, KVKK... hoose whal cookies you allow ts fo tse. You

can read more about our Cookie Policy in our

. . Privacy polic
Does this mean everyone is safe and treated the same? B

STRICTLY NECESSARY
[[] PerFormANCE
[] 1arGETING

[J FuncrionaLTY

ACEITAR TODOS I'm OK with analytics cookies COO kl es a

[ Accept analytics cookies J Accept Cookies By using this website, you automatically accept
that we use cookies. What for?
Got it Allow all cookies

Accept only required cookies » Cookie® [} A%
Understood
I agree, dismiss this banner Yes, I'm happy ‘ I'm ok with that

[J unciassiFieD

X SsHOW DETAILS
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Subject Countries

General
. Data
¢ BraZ|l * Protection
) e e P X Regulation
* Bulgaria
* Germany
* Italy ; .
» Japan £t A
‘ ®
. )
Russia KOMMCUS 3A 3ALLNTA !SBSMK!R&!&U
. HA AWMYHUTE AAHHMN
* Turkiye M
* United Kingdom
. Sr<e:. | GARANTE
* United States %&s | PER LA PROTEZIONE

DEI DATI PERSONALI

Data Protection Act 2018
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Subject Countries

* X %

General

) x a x Data
* Brazil LG PD ’: * Protection
Ko e

. X Regulation
* Bulgaria

Lei Geral de Protecdo de Dados

* Germany
Common point: Consent ]
* ltaly must be obtained from users L
* Japan in a clear and unambiguous ﬂ}\f
. way. d
’ RUSSIa KOMWCUA 3A 3ALLMTA !SBS\MK!RU&!&
R Turkiye HA AWMYHWTE AAHHW

N
=
N
/

I ,f \
o

* United Kingdom

GARANTE

* United States : PER LA PROTEZIONE
== | DE| DATI PERSONALI

S
3 @ 00"0

Data Protection Act 2018
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IS to understand whether countries have the
same privacy practices for external and internal
users.
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Research Objectives

Privacy Consents of Websites in Various Countries
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Research Objectives

Geographical Impact
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Research Objectives

Countries Adhering to Same Regulation
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Establishing Connections

500 most visited
websites for each
country.

A
bbc.co.uk

1

2 amazon.co.uk

3 | dailymail.co uk

4 accraine.co.uk

5  wwwgovuk

6§  google couk

7 telegraph.co.uk

&  independent.co.uk

1 cam.ac.uk

12 thesun.co.uk
13 gbav.co.uk

14 mirror.co.uk

15 guardian.co uk
16 www.nhs.uk

17 thetimes co.uk
18 express.co.uk
19 metro.co.uk

20 service.gov.uk

- l J
J\\ | |
Omitted:
.com & .net
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Establishing Connections

-------- » Local Connections -———3 Remote Connections
.Sabanai
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Establishing Connections

-------- » Local Connections > » Remote Connections
.Sabanai
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Data Collection

1. Establishing a connection 4
I —— -
—x=
—=
Client Website

We have automated the web crawling with

Python and Selenium. .
‘ a

.Sabana
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Data Collection

1. Establishing a connection

v

5
-

9. Get the cookie informative footer
Client < Website

4144 I 3. Collect the cookies

4. Calculate text complexity

2. Get the cookie
5. Measure the size T | —— ) informative banner
I <
— L~ J[ x ]
7. Click reject (if exist :

ick reject (if exists) [ Reject }:
8. Collect the 6. Get the consent buttons
cookies again (accept, reject, etc.)

..Sabanc . .
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Getting Cookie Banners

Explore (New!) Saved Home Garden & DIY Electronics Refurbished Fashion Authenticity Guarantee Motors Collectables Sports & Leisure Health & Beauty Small Businesses

Build an elite collection

Choose your next adventure from thousands of finds.

Start your journey

Toys > Comic books >

We use cookies and other technologies that are essential to provide you our services and site functionality, as described in our Cookie Notice. If you agree and click '‘Accept all', we will
also allow 23 third-party companies, who we partner with, to store cookies on your device and use similar technologies to collect and use your personal data (e.g., IP address) for
advertising personalisation, measurement and analytics, on and off our sites. You may decline consent by clicking 'Decline all' or make granular choices by clicking 'Customise my

Data processing purposes: Store and/or access information on a device. Personalised advertising, advertising measurement, audience research and services development.

Customise my choices Decline all Accept all

banner.find_elements(By.TAG_NAME, "button")

paths = ["//*[contains(@class 'cookie')]", ...] accept texts ["accept”, "allow", ...]
driver.find_elements(By.XPATH, paths) reject_texts ["decline", "reject", ...]

Sabanci depth_texts = ["settings", "customize", ...]
A Ogut et al. | USENIX Security 2024 FI“

banner_detection() translate(banner_text)

text_complexity(translated_text)




Banner Text Complexity

How complex are the texts on the banner? Are they easily You control your data
Comprehensible? We and our partners use technologies, including cookies, to

collect information about you for various purposes,
including:

Gunning Fog Index (Gunning, 1952): 1. Functionality

2. Statistics
3. Marketing

By clicking 'Accept All' you consent to all these purposes. You
can also choose to indicate what purposes you will consent
to using the [Check boxes], then press 'Save Settings'.

You can always withdraw your consent by [pressing the small
icon in the lower left corner of the page].

F =0.4(W/S+ (100 «CW /W))

technologies, as well as our collection and processing of
personal data by clicking on the link.

About Cookies

W: total number of words, ( )

CW: total number of complex words (with more than three syllables), oW DEalLs

S: total number of words

Strictly Functional Statistical Marketing

necessary
. Sabanc1 . Ogut et al. | USENIX Security 2024
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Depth of Rejection

Depth: In how many clicks does the user reach the reject option?

3 classification:

4 - 4 N 4 N\

Cookies & Privacy Cookies & Privacy Cookies & Privacy
This website uses cookies to This website uses cookies to This website uses cookies to
ensure you get the best experience ensure you get the best experience ensure you get the best experience
on our website. on our website. on our website.

| = e=al oo

Banner with no depth Banner with a reject option Banner with further options

(0) (1) (2+)

..Sabanc . .
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Banner Layout

Classification based on the ratio of the banner to the browser window.
S: Size of the cookie banner

S <Vaof the view mp Small

G ——— Q,  Services ~  Supportus v  About v

. AP I FastSync

L. Dataset

Machine access to our vast
unique full text corpus

EXPLORE SERVICES SEE OUR DATA STATISTIC

v BT B
We use cookies to improve our website. Learn more ESSENTIAL COOKIES ONLY

..Sabanc . .
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Banner Layout

Classification based on the ratio of the banner to the browser window.
S: Size of the cookie banner

Ya of the view < S <2 of the view mp Medium

& ]
: e The King The Queen The Coronation News The Royal Family Queen Elizabeth Il Royal Residences, Art and History

B?&*. Cookiebot

Consent Details About

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also
share information about your use of our site with our social media, advertising and analytics partners who may combine
it with other information that you've provided to them or that they've collected from your use of their services.

Necessary Preferences Statistics Marketing

«© @ «©

’ L/

’ W)

: ‘1 ‘ [ e ‘ [ Mimsnctee ] “
ABOUT 1'%

The King
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Banner Layout

Classification based on the ratio of the banner to the browser window.
S: Size of the cookie banner

S >"2of the view m) Large

ZEITZLEONLINE

How will you use zeit.de?

zeit.de with ads zeit.de Pur - read ad-free
Use zeit.de practically ad-free and without ad
tracking.
ice as well as personal data i

improve and finance our web offering SUBSCRIBE NOW

ACCEPTAND CONTINUE

the bottom of each page.

..Sabana . .
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10,000 automated
crawling process

v

e

37% of websites have 95.5% success rate
cookie consent banners 2.1% false negative
2.4% false positive

False results were manually inspected and verified.

Ogut et al. | USENIX Security 2024
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Cookie Banner Existence (%)




Depth Distribution

The ability to reject with one click is the lowest among all options.

Percentage of reject options inside banners

Reject option exists (e.g., reject, deny, decline) (%)
BN Further reject options exist (e.g., settings, preferences, manage) (%)
B No reject option (%)
B No banner found (%)
100 4
80
@
o
il
c
Q
=
&
60
40
20 1
0
Brazil Bulgaria Germany Italy Japan Russia Turkiye UK
(Local - Remote) (Local - Remote) {Local - Remote) {Local - Remote) {Local - Remote) (Local - Remote) (Local - Remote) {Local - Remote)
Countries
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Different Banner Sizes

Percentage

100

80 -

60

401

201

The most commonly used banner size is small, which covers less than Y4 of the screen.

Percentage of different banner sizes - crawled local

93 92 92
86 87
61
50
40
35 35
32
25
18
13
7 7
4 3 5 3 4 4 4
0

Brazil Bulgaria Germany Italy Japan Russia Turkiye UK

B Small (banner < 1/4 of the screen)
B Medium (1/4 < banner < 1/2 of the screen)
Large (banner > 1/2 of the screen)

Percentage

Percentage of different banner sizes - crawled remote

100+ 91 o5
82
801 75 77
67
60
46
401 39
33
29 28 28
25
20 1 17 18 17
8
6 5
4 3
o 2 0 2
Brazil Bulgaria Germany lealy Japan Russia Turkiye UK

Ogut et al. | USENIX Security 2024

B small (banner < 1/4 of the screen)
B Medium (1/4 < banner < 1/2 of the screen)
Large (banner > 1/2 of the screen)
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Text Structure of Banners

* Text complexity of Japan's cookie banners is more homogeneous than other countries'.

* [taly's cookie banners contains the most complex sentences.

e Contentin Turkish websites' banners differs the most in terms of local vs. remote connection.

Text Complexities of Cookie Informative Banners

35 4 o —— Local Connection
—— Remote Connection
<] o
30 g o o
o o g
o e o g ° °o o
251 T _
o — —
< T ° o T 8 T o
S 20 o ]
£ o -
o
£ H
15 E}
e}
5 o -
o L 1
o (o]
Brallzil Buldaria Gern‘ﬂany Itély Jap:an Ruslsia Turf(iye Uk
Countries
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Geographical Impact

* Japan and Russia provide considerably less
information about their cookie collection process.

* Onthe European side, an increase in these
informative banners is marked, with 10-20%
variation intervals.

Ohne Tracking und Cookies' nutzen

Nutzen Sle WELT.de ohne Tracking, Cookies und
personalisierte Werbung fir 3,99 EUR/Monat (rabattiert
fr WELTplus-Abonnenten 1,99 EUR/Monat)
Informationen zur Datenverarbeitung im WELT Pur-Abo
finden Sie in unserer Datenschutzerklarung und in den
EAQ

Wenn Sie WELT Pur abonnieren, kinnen Sie die auf
welt.de verfiigbaren Inhalte ohne Tracking und Cookles'
lesen. Sofern Sie bereits WELTplus-Abonnent sind und
WELT Pur zusétzlich abonnieren, knnen Sie auch die
WELTplus-Inhalte ohne Tracking und Cookles' lesen

Datenschutz und Nutzungserlebnis auf WELT.de

WELT.de ohne Zusatzkosten? mit
Tracking und Cookies nutzen

Wir bermittein personenbezogene Daten an bis zu
279 Drittanbieter, die uns helfen, unser Webangebot zu
verbessern und zu finanzieren. In diesem

werden auch (ua. auf
Basls von Cookie-IDs) gebildet, mit Daten von anderen
Webseiten angereichert und auch auferhalb des EWR
verarbeitet. Hierzu Gbermitteln wir an diese Drittanbieter
auch Ihre Privatsphareeinsteliungen bzw. Praferenz in
Form einer codierten Zeichenfolge (sog. TC-String).
Hierfiir und um bestimmte Dienste zu nachfolgend
aufgefihrten 2wecken verwenden zu dlrfen, bendtigen
wir Ihre Einwilligung. Indem Sie "Alle akzeptieren®
Kiicken, stimmen Sle diesen (jederzeit widerruflich) zu.
Dies umfasst auch Ihre Einwilligung in die Ubermittiung
bestimmter personenbezogener Daten in Drittiander. u.a.
die USA, nach Art. 49 (1) (a) DSGVO. Sie kénnen Ihre
Auswahl jederzeit unter "Widerruf Tracking” am
Seitenende mit Wirkung fir die Zukunft widerrufen.

Speichern von oder Zugriff auf Informationen
auf einem Endgerat

» Personalisierte Werbung und Inhalte, Messung
von Werbeleistung und der Performance von
Inhalten, Zielgruppenforschung sowie

und g von

» Fremdinhalte anzeigen (Soziale Netzwerke,
Videos)

» Verwendung und Weitergabe von
zu

* Neighbor countries which are in close touch with
immigrations and trades, have no certain
correlation when it comes to online privacy.

3 35

S94 hTH $—ERAL TIEARREN, LERECEOLBIS » F—EEHLTOET, WL TZ23480 MY 2—| ETUESV A7ETT FHELOPSARTT,
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Countries Adhering to Same Regulations

There are differences in practice despite the same regulations (GDPR).

Results from European Countries who mainly adopts GDPR

100 - a9 009 BN Reject nptpn em;ts
Accept option exists
80.87% 82.69%
80 +
@ 63.59%
7 60 -
e
=
]
pu
&
40
20 +
0
Bulgaria Germany Italy LK
Countries
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Takeaways

Many countries are insufficient to display effective privacy notices with their cookie consents.

Only 37% of crawled websites have a cookie consent banner.

Furthermore, only 21.9% of these websites have one-click reject option provided to users.

Small size banners are generally preferred.

.Sabana

Presence of privacy policies in the footer 2 60% (avg)
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Thank You!
Any Questions?

Aysun Ogut Berke Turanlioglu Doruk Can Metiner
Sabanci University Sabanci University Sabanci University
aysuno@sabanciuniv.edu berket@sabanciuniv.edu dorukmetiner@sabanciuniv.edu
Albert Levi Cemal Yilmaz Orcun Cetin Selcuk Uluagac
Sabanci University Sabanci University Sabanci University Florida International University
levi@sabanciuniv.edu cyilmaz@sabanciuniv.edu orcun.cetin@sabanciuniv.edu suluagac@fiu.edu

..Sabanar .
Universitesi

FACULTY OF
NNNNNNNNNNNNNN
NNNNNNNNNNNNNN

.. Sabanc1 .
Universitesi



References

[1] Assessing the Level of Your Language - The Fog Index. https://www. courts.ca.gov/partners/documents/Assessing.pdf.

[2] AKSU, H., BABUN, L., CONTI, M., TOLOMEI, G., AND ULUAGAGC, S. Advertising in the iot era: Vision and challenges. IEEE Communications
Magazine (April 2018), 1-7.

[3] BIANCO, G. An empirical analysis of consumer response to Google’s decision of phasing out third party cookies. PhD thesis, 2020.

[4] BOLDYREVA, E. Cambridge Analytica: Ethics And Online Manipulation With Decision-Making Process. pp. 91-102.

[5] A Practical Guide to Data Privacy Laws by Country - Brazil. https://www.caseiqg.com/resources/ a-practical-guide-to-data-privacy-laws-by-
country/ #Brazil.

[6] Bulgaria - Data Protection Overview. https://www.dataguidance. com/notes/bulgaria-data-protection-overview. [7] CARPINETO C., L. R. D., AND
ROMANO, G. Automatic Assessment of Website Compliance to the European Cookie Law with CooLCheck. In In Proceedings of the 2016 ACM on
Workshop on Privacy in the Electronic Society (2016), ACM.

[8] CHEN, G., COX, J. H., ULUAGAC, S., AND COPELAND, J. A. Indepth survey of digital advertising technologies. IEEE Communications Surveys
Tutorials 18, 3 (3rd quarter 2016), 2124-2148.

[9] CHEN, G., COX, J. H., ULUAGAC, S., AND COPELAND, J. A. Indepth survey of digital advertising technologies. IEEE Communications Surveys &
Tutorials 18, 3 (2016), 2124-2148.

[10] DEGELING, M., UTZ, C., LENTZSCH, C., HOSSEINI, H., SCHAUB, F., AND HOLZ, T. We Value Your Privacy ... Now Take Some Cookies:
Measuring the GDPR’s Impact on Web Privacy.

[11] ELEYAN, D., OTHMAN, A., AND ELEYAN, A. Enhancing Software Comments Readability Using Flesch Reading Ease Score. Information 11
(2020), 6-7.

[12] EPSTEIN, G., AND GANG, |. Chapter 1 Migration and Culture. Frontiers of Economics and Globalization 8 (2010), 1-21.

[13] A Practical Guide to Data Privacy Laws by Country - Germany. https://www.caseig.com/resources/ a-practical-guide-to-data-privacy-laws-by-
country/ #Germany.

[14] GRIGGIO, C., NOUWENS, M., AND KLOKMOSE, C. Caught in the Network: The Impact of WhatsApp’s 2021 Privacy Policy Update on Users’
Messaging App Ecosystems.

[15] GUNNING, R. The Technique of Clear Writing. New York: McGrawHill International Book Co., 1952.

[16] HORMOZI, A. M. Cookies and Privacy. Information Systems Security 13 (2005), 51-59.



References

[17] Information to be provided where personal data are collected from the data subject. https://gdpr-info.eu/art-13-gdpr/.

[18] Italy - Data Protection Overview. https://www.dataguidance.com/ notes/italy-data-protection-overview.

[19] Italy General Data Protection Regulation Overview. https:// securiti.ai/italy-data-protection/.

[20] Japan - Data Protection Overview. https://www.dataguidance. com/notes/japan-data-protection-overview.

[21] KOKCIYAN N., Y. P. PriGuardTool: A web-based tool to detect privacy violations semantically. In Engineering Multi-Agent Systems (2016).

[22] MARTINO TREVISAN, STEFANO TRAVERSO, E. B., AND MELLIA, M. 4 Years of EU Cookie Law: Results and Lessons Learned. In Proceedings on
Privacy Enhancing Technologies (2019).

[23] MERITXELL BASART DOTRAS, P. B. R. Online privacy: Analyzing the use of cookies in web pages.

[24] MICHAEL KRETSCHMER, J. P., AND WEHRLE, K. Cookie Banners and Privacy Policies: Measuring the Impact of the GDPR on the Web. In ACM
Transactions on the Web (2021), ACM.

[25] NOUWENS, M., LICCARDI, I., VEALE, M., KARGER, D. R., AND KAGAL, L. Dark patterns after the GDPR: scraping consent pop-ups and
demonstrating their influence. CoRR abs/2001.02479 (2020).

[26] PIERSON, J., AND HEYMAN, R. Social media and cookies: Challenges for online privacy. info 13 (2011), 30-42.

[27] REHMAN, |. Facebook-Cambridge Analytica data harvesting: What you need to know. Library Philosophy and Practice (2019).

[28] Russia - Data Protection Overview. https://www.dataguidance. com/notes/russia-data-protection-overview-0.

[29] SANCHEZ-ROLA, I., DELLAMICO, M., KOTZIAS, P., BALZAROTTI, D., BILGE, L., VERVIER, P.-A., AND SANTOS, |. Can i opt out yet? gdpr and the
globalillusion of cookie control. Asia CCS ’19, Association for Computing Machinery, p. 340-351.

[30] SANTOS, C., ROSSI, A., CHAMORRO, L. S., BONGARD-BLANCHY, K., AND ABU-SALMA, R. Cookie Banners, What’s the Purpose?: Analyzing
Cookie Banner Text Through a Legal Lens. In Proceedings of the 20th Workshop on Workshop on Privacy in the Electronic Society (2021), ACM.
[31] SOTSHANGANE, N. What Impact Globalization has on Cultural Diversity?

[32] The Data Protection Act. https://www.gov.uk/data-protection.

[33] Tranco. https://tranco-list.eu/.

[34] TREVISAN, M., TRAVERSO, S., BASSI, E., AND MELLIA, M. 4 Years of EU Cookie Law: Results and Lessons Learned. Proceedings on Privacy
Enhancing Technologies 2019 (2019), 126-145.

[35] Turkish Personal Data Protection Law No. 6698 and European General Data Protection Regulation. https://www.erdem-erdem.av.tr/
en/insights/turkish-personal-data-protection-law-no. -6698-and-european-general-data-protection-regulation.



References

[36] Turkiye - Data Protection Overview. https://www.dataguidance. com/notes/turkey-data-protection-overview.

[37] UK - Data Protection Overview. https://www.dataguidance.com/ notes/uk-data-protection-overview.

[38] Cookie controlin the US. https://www.cookiebot.com/en/ cookie-control/.

[39] Delaware Personal Data Privacy Act Compliance Guide. https://termageddon.com/ delaware-personal-data-privacy-act-compliance-guide/.
[40] UTZ, C., DEGELING, M., FAHL, S., SCHAUB, F., AND HOLZ, T. (Un)informed Consent. In Proceedings of the 2019 ACM SIGSAC Conference on
Computer and Communications Security (2019), ACM.

[41] VARDARLIER, P., AND ZAFER, C. Social Media and Crisis Management: The Case Study of Cambridge Analytica. Celal Bayar University Journal
of Social Sciences (2020), 31-44.

[42] WhatsApp Privacy Policy. https://www.whatsapp.com/legal/ privacy-policy/.

[43] YASSERI, T., KORNAI, A., AND KERTESZ, J. A practical approach to language complexity: A wikipedia case study. PloS one 7 (11 2012), 48386



	Slayt 1
	Slayt 2: Cookie Consent Notices
	Slayt 3
	Slayt 4
	Slayt 5
	Slayt 6
	Slayt 7
	Slayt 8
	Slayt 9
	Slayt 10
	Slayt 11
	Slayt 12
	Slayt 13
	Slayt 14
	Slayt 15
	Slayt 16
	Slayt 17
	Slayt 18
	Slayt 19
	Slayt 20
	Slayt 21
	Slayt 22
	Slayt 23
	Slayt 24
	Slayt 25
	Slayt 26
	Slayt 27
	Slayt 28
	Slayt 29
	Slayt 30
	Slayt 31

