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Privacy issues are making headlines everyday!

If You've Got a New Car, It's a Data Privacy

Nightmare . 77 ;
Bolbos b Norway court rules against Facebook owner

Oy ThomasGerman it e Meta in privacy case

Culture Lifestyle More «

)5 Asia Australia Middle East Africa Inequality Global development

TikTok opens datacentre in Dublin in
bid to combat European privacy

ro\ concerns
N ‘
The Chinese-owned app also announced a UK-based cybersecurity

company will independently audit data controls and protections
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Privacy Policies are essential and critical

Australk
Office of the A

Home  Privacy  Freedomofinformation  ConsumerDataRight  Engagewithus

® > Privacy > Australian Privacy Principles

Australian Privacy Principles

The Australian Privacy Principles (or APPs) are the
comerstone of the privacy protection framework in the
Privacy Act 1988. They apply to any organisation or agency
the Privacy Act covers.
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1

An APP entity must have a clearly expressed

and up to date policy (the APP privacy policy)
about the management of personal information

by the entity [APP 1.3]

3 | Contextual Privacy Policy for Mobile Apps | Shidong Pan

In re Google Assistant Privacy Litigation
457 F. Supp. 3d 797 - Dist. Court, ND California, 2020 - Google Scholar
.. with our Privacy Policy and other appropriate confidentiality and security ... Privacy Policy Litig.,
58 F. Supp ... 2012) (finding no invasion of privacy based on Defendants' disclosure of each ...
77 Save DY Cite Cited by 64 How cited All 2 versions

In re Facebook, Inc. Internet Tracking Litigation

956 F. 3d 589 - Court of Appeals, 9th Circuit, 2020 - Google Scholar

.. First, the December 2010 Privacy Policy does not contain any agreement that Facebook would
not track ... [11] Second, and more generally, the Privacy and Data Use Policies do not ...

77 Save U9 Cite Cited by 267 How cited All 2 versions

Kauders v. Uber Technologies, Inc.
486 Mass. 557, 159 NE 3d 1033 - Mass: Supreme Judicial Court, 2021 - Google Scholar
.. general principles of state contract law as rules of decision ... the link to the terms and conditions
and the privacy policy ... question then becomes whether this type of notice was reasonable ...
7r Save U9 Cite Cited by 54 How cited All 2 versions
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The privacy policy is the pivot of
current software privacy ecosystem

Developers

D (_ml[ ™\ Regulation-driven

Privacy Policies

e_0 -
S User-centred

\__ene &
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People do not read privacy policies!

- About 74% users don’t read
privacy policies. For those who

read it, the average reading time
is 73 seconds [1].

- Thus, user-centric privacy policies
and the usable privacy technology
are pressingly needed.

[1] Jonathan A. Obar. 2016. The Biggest Lie on the Intemet: Ignoring the Privacy Policies and Terms of Service Policies of Social Networking Services.
https://doi.org/10.2139/5srn.2757465 | DATA I
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The Hobbit: An Unexpected Journey (2012)



Why do people not read PPs?

 [Disconnection] between privacy knowledge and context
* [When reading the PP] What does it mean in the app?
* [When using the app] What did they say in PP about my personal information?

* [Poor readability] of PPs

* Privacy policies are very lengthy and detailed. The average length for popular
app is about 4,000 words.

* The average readability score is 46/100 for 12 leading apps [2], readers should
have at least a college-level education background to easily read the PPs.

Pan S., etal., USENIX Security 2024 https://www.usenix.org/system/files/sec24summer-prepub-372-pan.pdf | DATA I
6 | Contextual Privacy Policy for Mobile Apps | Shidong Pan



Development of “Just-in-time” Privacy Policies

& Snapchat

needs access to

In-app purchases
Identity

Contacts

Location

SMs
Photos/Media/Files
Camera

Microphone

Wi-Fi connection
information

$
8
2]
)
=]
]
&
0
v

Google Play

(a) Install-time
Before Android 6.0

02:00 ™ [

(3]
Allow UNIQLO to get Camera

access to this device?
1ses: Take glenunes and necond vidsd
While using the app
Omly this time

Forbid

Don't azk again once prohibited

(b) Invoke-time
Before Android 6.0
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4
Location information: If you permit
an App to access location services in

device location App to deliver your
order or to send you alerts.

| Share your location |

for local deals, McCafé Rewards

and mare. Check our Privacy.
Statameant for details on how
your data will be used.

... email address, delivery address,
date of birth, phone number,
payment method, social media
handles, photographs of you and
other identifying information you
choose to provide via a particular
Collection Channel.

us your birthday.| -
We'll helpyou... -

B e e CUOLEAES

m g o @

Coda o

(c) Context-aware

Ours

your settings, then we collect your &

Disconnection -> Connection

[When reading the PP] What
does it mean in the app?

[When using the app] What did

they say in PP about my
personal information?

e
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Readability Improvement by Contextualise PPs

€ C @ webexcom

& Calling
O Meetings

O Messaging
() Polling
i3 Events

f our website. We e third-party cookies for advertising
iement snd Cookie Notice for mors Information.

* GMG @ G @ » @ (Axwsiisieren ;)

Ca" from any Cookies And Tracking
device.

Elements

This site seems to be using cookies and/or tracking
elements. Below are statements from this page's privacy
policy that refer to identifiers which are locally stored on
your device by the company/organization or third-parties.
These can be cookies, beacons, or similar technology that
is commonly used to uniquely identify users, but which is
not essential to establish a connection with your device or
to provide a service.

« Like many websites and web-based Solutions,
Cisco uses automatic data collection tools, such as
cookies, embedded web links, and web beacons.
These tools collect certain standard information that
your browser sends to us (e.g., Internet Protocol
(IP) address, MAC address, clickstream behavior,
and telemetry).

Context Privacy Policy for Websites

Windl, Maximiliane, et al. "Automating contextual privacy policies: Design and
evaluation of a production tool for digital consumer privacy awareness." Proceedings
of the 2022 CHI Conference on Human Factors in Computing Systems. 2022.
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Contextualise Privacy Policy for Mobile Apps

' (N

Location information
an Awtuamuhem ces in

youaﬂﬂngama we collect your

d n App to deliver your

saﬁ or to send you alerts.
ana pur location
1

Contextualise
Lengthy PPs for
mobile apps

% I DATAI
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Contextual Privacy Policy for Mobile Apps

Example 1: WhatsApp
There are two inputs of SeePrivacy to generate CPP for a mobile app:

1: WhatsApp's privacy policy in HTML format;

2. The current GUI screenshot that you would like to generate CPP (the leftmost).

GUI screenshot 1 Detected CPPs by SeePrivacy. Retrieved privacy policy segments by SeePrivacy.

Detected CPPs:
Context Data Type:
tos |
You can add other information to your account, such as a profile
.| and "about" information. You can provide a group profile
o) ordescription.
The features you use like our messaging, calling, status, groups

(including group name, group |, , group description), payments

or business features. Profile | ... , "about" information.

Detected CPPs:
Context Data Type:

Phone

For example, you must provide your [0 300 0T to create

10 | Contextual Privacy Policy for Mobile Apps | Shidong Pan

The aim of Contextual Privacy Policy is

to fragment privacy policies into concise

snippets, displaying them only within
the corresponding contexts within the
application's graphical user interfaces

(GUIs).
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Contextual Privacy Policy for Mobile Applications

d Sereanghols ) '/F e ‘\I /EF‘P Presentation HnduI:\,

r ' i R

Textual componant _,Tamalcumponant _.[ Mapping Emboldaning

¥ u Recognization Classification -
fe— h, h, Privacy Cunt&xlsi 1

Tt - 5 N Hare yoer boastim FHT
Lagwtion imfermarian: If

U pertil i App b RoockE |y

o lconic componant lconic companent
e il Localization Classification |l-|':==ﬂlll SErViCe= in Fer

etings, then we colles) you
L A s . devico location App o

ki o ohle o Lo A

™ L vou akis, J

Privacy Policies

Sagment Extraction Module el Privacy m
Policy Segments i-_'::"f.;":.
Privacy Policy PP Document ﬁ%ﬁ;‘:ﬁ [
Preprocassing Analyzing =EEEEEO\ L Yy,
Our multi-modal framework synergistically , Natural Language

Processing (NLP) technigues, and pre-trained Large Language Model (LLMs).

- Contextual Detection Module Detecting privacy-related Textual and Iconic GUI components as contexts
- Segment Extraction Module (NLP): Extracting corresponding privacy-related policy segments
% I DATA I
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Contextual Detection Module

é Screenshots

Context Detection Module

\

Share your location
for local deal
and more.

Café Rewards

Local ||zat|on

Iconic component |

Iconic component
Classification

N
—e)taal-eompenent
Classification
J
w

Priva(fl Contextsh
| Share your location |
-

J

My @ Opts

Textual component
O
My Deals

J

Input

12 | Contextual Privacy Policy for Mobile Apps | Shidong Pan

Output

% I DATAI



Contextual Privacy Policy for Mobile Applications

general categories:

When you use a Website or App, we may also collect personal information about you in the folowing

\

Privacy Policies (

+ Location information: # permit an services in ye ngs, then we collect
‘your device location App to deliver your order o to send you alerts.
T jon: We collect your ! you place an order via a Webste or
ts 3 time of your order, ged and

+ Usage and preferences: We collect information about how you interact with our Websites or Apps,
inclu mgmmywvmyww-mmm e settings that you choose. We do this through
‘cooki technology.

S S——— f Privacy Policy

o
offices,or a fomer employee, and usa a Webste o App, we collct information about the training

Segment Extraction Module

job applicant, an employee in one of our restaurants or our corporate

, the forms 3 recaived,

and other similar information related to your job.
« Other information: We also callect and log information such as your IP address, access dates and times,
\ wser type and pages visited when you interact with a Website or App.

AN

PP Document
Analyzing

Preprocessing

Relevant Privac
Policy Segments

Location information: If you permit an R
App to access location services in your

settings, then we collect your device
location App to deliver your order or to

send you alerts.

Input
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Natural Language Processing

Output
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Contextual Privacy Policy for Mobile Applications

e N Context Detection Module I
”y ~ it % %
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<\ r /J'
Privacy Policies odul
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Evaluation of the Framework: Dataset

1. Systematically gathering specific pages Table 3: Basic statistic of CPP4APP.
from each selected application. No. Mobile applications & Privacy policies | 50
2. Labelling all contexts on screenshots. Sercemshots pes Mobile application .04
3. Annotating privacy policy segments for Contexts per Mt aplication i
each context. Words per Prvacy potey oy

In total, our effort resulted in the collection
of 402 screenshots from 50 diverse mobile
apps, accompanied by 1,217 labelled privacy-
related contexts, each correlating to specific
segments within privacy policies.

(a) Sceenshot 6-1 (b) Screenshot 11-9  (c) Screenshot 16-1

Figure 4: Three examples appeared in the human evaluation.
| DATA I
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Quantitively Evaluation: SeePrivacy Effectiveness

(a) CDM - Textual GUI components

loU =

Area of Overlap

L

Area of Union .

(b) CDM - Iconic GUI components

segment_sim(Srer,Sgr)

E( S,m ; sf-,

)

= MIN(n,m) Z Z

les(s!

~ MIN(LEN(s'

LEN

(c) Segments Extraction Module

4

Category Accuracy Precision Recall R-i Class Category Accuracy Precision Recall Category Accuracy Precision Recall
Name 0.98 0.98 1.00 Call Phone 0.96 100 096 Name 1.00 1.00 1.00
Birthday 1.00 1.00 1.00 Email Email 0.96 095 100 Birthday 0.96 1.00 0.95
Address 0.38 041 036 Avatac Frosle 0.2 0% 9% Address 0.52 082 050
3 2 2 Follow Contacts 0.89 0.94 0.94 3 B 3
Phone 0.87 0.90 0.96 Group Contacts 0.73 0.73 1.00 Phone 1.00 1.00 1.00
Email 0.61 0.97 0.62 Location Location 0.93 0.98 095 Email 0.99 0.99 1.00
Profile 0.72 0.77 0.92 Crosshair Location 0.91 0.94 0.97 Profile 0.99 0.99 1.00
Contacts 0.98 1.00 0.98 Photo Photos 0.92 0.92 1.00 Contacts 0.79 1.00 0.78
Location 0.92 0.96 0.96 \Yallpapcr Photos 0.94 0.94 1.00 Location 0.94 0.95 0.98
Photos 0.87 1.00 0.87 Videocam  Photos 083 100 083 Photos 0.95 0.97 0.97
Voices 091 091 1.00 Microphone! Yoices 100 190 00 Voices 0.86 0.76 1.00
. . Cart Financial Info 091 0.95 0.95 N L.
Financial info 0.93 0.93 0.93 Baiibuok Social inedia 0.96 1.00 1.00 Financial info 1.00 1.00 1.00
Social media 0.67 0.75 1.00 Twitter Social media 1.00 1.00 1.00 Social media 1.00 1.00 1.00
Average 0.82 0.87 0.93 Average 0.92 0.95 0.96 Average 0.94 0.98 0.96

16 | Contextual Privacy Policy for Mobile Apps | Shidong Pan

Category Accuracy Precision Recall
Name 0.98 0.98 1.00
Birthday 1.00 1.00 1.00
Address 0.38 041 0.86
Phone 0.88 091 0.97
Email 0.66 0.96 0.68
Profile 0.70 0.74 0.93
Contacts 0.75 0.94 0.78
Location 0.94 0.97 0.96
Photos 0.86 0.98 0.88
Voices 0.91 0.91 1.00
Financial info 0.81 0.93 0.87
Social media 0.80 0.89 0.89
Average 0.81 0.88 0.90
pd
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Human Evaluation

[Connection] between privacy e

phone number and basc
indomretion (including a profile
arine with hakis nam of your choica) to create

knowledge and context Cmh | |mrmee

bections) arxd fhe conkan of slored on our servers.
your photo or video (e.g. f i
fhere's a dog in your photo, it |mm :::::1
ol wse P addresses and ather
mamones by e term “dog”)

estmate your genaral |ocation

e % lepdtyand country).

(a) Sceenshot 6-1 (b) Screenshot 11-9  (c) Screenshot 16-1

The data type matches with the detected

context, privacy policy segment. A human
evaluation shows that 77% of the

Figure 4: Three examples appeared in the human evaluation.

extracted privacy policy segments were Topic M Mo W
. . . Data type & Context 4.22 5 1.14
perceived as well-aligned with the Data type & Policy segment 395 4 128
Policy segment & Context 3.95 4 1.40

detected contexts.

% | DATAI



Human Evaluation

[Readability] of Privacy Policies

1. 93% participants evaluated it as either ""Very useful' or “"Useful.”
2. A substantial increase in the willingness of participants to engage with CPPs,
as reflected by a mean score that surged from 2 to 4.1.

No. | Pre- and post-questions | Scale (5-Likert) | Mean | Median | SD
How concerned are you about your privacy information
0, while using mobile apps? 5 for very concerned, 1 for very unconcerned | 4.13 4 1.09
0 Do you read mobile app’s privacy policies when 5 for always read, 1 for never read 2.00 2 1.03
2 | you encountered?
What do you think the usefulness of this tool in terms of
% providing privacy information for mobile apps? 5 for very useful, 1 for very useless | 4.53 | 3 ‘ 062
0, gﬂig:;:j‘::?ﬂj:;m privacy policies when you 5 for always read, 1 for never read | 4.07 | 4 ‘ 0.85

| DATA I
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Limitations

Model Acc. Prec. Rec. Size(MB) Time(s)
11 . : 75 0.6 5 0 6.
1. Efficiency: Luetdl 7 0% 0% 0% 23 so2
. . L. . MobileNetV2 [88]  0.86 0.73 0.73 9 0.56
- A complete evaluation of its efficiency in MobileNetV3[55] 079 062 066 6 052
. . Ours (ViT-based) 097 090 0.90 328 11.28
practice Is needed Ours (ResNet-based) 091 080 081 43 0.37
2. Evaluation:
- Limited user study size o)
. . . . Location mf([)\rmatmn If‘S
- A more sophisticated user study design is y?:,‘c‘;%”(}}},‘:si’r‘m%‘;:@ay%%i“ i
settings, then we collect your
expected to better demonstrate the g e g
usefulness of SeePrivacy 4

[ Share your location
3 U X U I ° for local deals, McCafé Rewards
L L and more. Check our Privacy

Statement for details on how
your data will be used.

- Privacy-utility Trade-off

| DATA I
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Adoption Scenario: CPP in Market

LINE: Calls & Messages @
RauvAand h;vc-inne

If you do not provide certain types
of information such as your phone
number which needs to be

A plug-and-play application is displaying
CPP in the app market.

registered for using our Services,

Users can gain contextualized insights into
potential data practices and pertinent
App support policy statements of the mobile application
’ o prior to installation, enabling them to
el et o oy e : e make informative decisions and establish
highly private information | \‘ © Addre: . -
e bl better expectations before downloading
room between users. ro Pr|vac¥ Puh[:y
b"‘:] - -=-—= the app.

More by LINE Corporation

I DATA
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Implications and Broader Impacts

SeePrivacy

What is SeePrivacy?

Privacy policies have become the most critical approach to safeguarding
individuals' privacy and digital security. To enhance their presentation and
readability, the concept of Contextual Privacy Policies (CPPs) was gradually
developed, aiming to fragment policies into shorter snippets and display them only
in corresponding contexts.

We are the first to propose a novel multi-modal framework, namely SeePrivacy,
designed to automatically generate contextual privacy policies for mobile apps.

Our framework does not require the access to apps' source code or Android APls;
hence, the framework can be easily deployed with lower security concerns.

What can SeePrivacy bring to you?

Privacy notice Just-in-time reminder Readability Comprehensibility

SeePrivacy aims to protects personal Privey notices are closely and timely SeePrivacy enhances the presentation SeePrivacy effectively assists users in

21 | Contextual Privacy Policy for Mobile Apps | Shidong Pan

These findings suggest that our framework could serve
as a significant tool for bolstering user interaction with,
and understanding of, privacy policies. Furthermore,
our solution has the potential to make privacy notices
more accessible and inclusive, thus appealing to a

broader demographic.

Showcase website: https://cppdapp.github.io/
Live demo: https://huggingface.co/Cpp4App/

~
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https://cpp4app.github.io/
https://huggingface.co/spaces/Cpp4App/Cpp4App

Shidong Pan
I’'m on the faculty job market.

Two(2) papers USENIX Security 2024

Mobile Privacy

Usable Privacy & Security + Software Engineering + RAI

International Student Program Coordination Experience

Scan for my CV
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