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Privacy issues are making headlines everyday!
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Privacy Policies are essential and critical

An APP entity must have a clearly expressed 
and up to date policy (the APP privacy policy) 
about the management of personal information 
by the entity [APP 1.3]
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The privacy policy is the pivot of 
current software privacy ecosystem
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• About 74% users don’t read 
privacy policies. For those who  
read it, the average reading time 
is 73 seconds [1]. 

• Thus, user-centric privacy policies 
and the usable privacy technology 
are pressingly needed.

People do not read privacy policies!

The Hobbit: An Unexpected Journey (2012)

[1] Jonathan A. Obar. 2016. The Biggest Lie on the Internet: Ignoring the Privacy Policies and Terms of Service Policies of S ocial Networking Services.
https://doi.org/10.2139/ssrn.2757465
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• [Disconnection] between privacy knowledge and context
• [When reading the PP] What does it mean in the app?

• [When using the app] What did they say in PP about my personal information?

• [Poor readability] of PPs
• Privacy policies are very lengthy and detailed. The average length for popular 

app is about 4,000 words.

• The average readability score is 46/100 for 12 leading apps [2], readers should 
have at least a college-level education background to easily read the PPs.

Why do people not read PPs?

Pan S., et al., USENIX Security 2024 https://www.usenix.org/system/files/sec24summer-prepub-372-pan.pdf
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Development of “Just-in-time” Privacy Policies

Before Android 6.0 Before Android 6.0 Ours
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Disconnection -> Connection

[When reading the PP] What 
does it mean in the app?

[When using the app] What did 
they say in PP about my 
personal information?



Readability Improvement by Contextualise PPs
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Context Privacy Policy for Websites

Windl, Maximiliane, et al. "Automating contextual privacy policies: Design and 

evaluation of a production tool for digital consumer privacy awareness." Proceedings 

of the 2022 CHI Conference on Human Factors in Computing Systems. 2022.



Contextualise Privacy Policy for Mobile Apps
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Privacy Policies

Contextualise 
Lengthy PPs for 
mobile apps



The aim of Contextual Privacy Policy is 

to fragment privacy policies into concise 

snippets, displaying them only within 

the corresponding contexts within the 

application's graphical user interfaces 

(GUIs).

Contextual Privacy Policy for Mobile Apps
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Contextual Privacy Policy for Mobile Applications

Our multi-modal framework synergistically combines Computer Vision (CV) techniques, Natural Language 

Processing (NLP) techniques, and pre-trained Large Language Model (LLMs).

- Contextual Detection Module (CV+LLM): Detecting privacy-related Textual and Iconic GUI components as contexts

- Segment Extraction Module (NLP): Extracting corresponding privacy-related policy segments
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Contextual Detection Module
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Input Output



Contextual Privacy Policy for Mobile Applications
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Input Output
Natural Language Processing



Contextual Privacy Policy for Mobile Applications
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Evaluation of the Framework: Dataset
1. Systematically gathering specific pages 
from each selected application.
2. Labelling all contexts on screenshots.

3. Annotating privacy policy segments for 
each context.

In total, our effort resulted in the collection 
of 402 screenshots from 50 diverse mobile 
apps, accompanied by 1,217 labelled privacy-
related contexts, each correlating to specific 
segments within privacy policies.
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Quantitively Evaluation: SeePrivacy Effectiveness

Performance
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Human Evaluation

[Connection] between privacy 
knowledge and context

The data type matches with the detected 
context, privacy policy segment. A human 
evaluation shows that 77% of the 
extracted privacy policy segments were 
perceived as well-aligned with the 
detected contexts. 



Human Evaluation

[Readability] of Privacy Policies 

1. 93% participants evaluated it as either ``Very useful'' or ``Useful.’’
2. A substantial increase in the willingness of participants to engage with CPPs, 
as reflected by a mean score that surged from 2 to 4.1. 
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1. Efficiency:
- A complete evaluation of its efficiency  in 
practice is needed

2. Evaluation:
- Limited user study size

- A more sophisticated user study design is 
expected to better demonstrate the 
usefulness of SeePrivacy

3. UX/UI:

- Privacy-utility Trade-off

Limitations
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Adoption Scenario: CPP in Market

We will not in any way use 
highly private information 

such as texts, images, videos 
and audio data sent in a talk 

room between users.

If you do not provide certain types 
of information such as your phone 

number which needs to be 
registered for using our Services, 

you may not be able to use all or a 
part of our Services.3

4

5

1

2

A plug-and-play application is displaying 
CPP in the app market. 

Users can gain contextualized insights into 
potential data practices and pertinent 
policy statements of the mobile application 
prior to installation, enabling them to 
make informative decisions and establish 
better expectations before downloading 
the app.
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Implications and Broader Impacts

These findings suggest that our framework could serve 

as a significant tool for bolstering user interaction with, 

and understanding of, privacy policies. Furthermore, 

our solution has the potential to make privacy notices 

more accessible and inclusive, thus appealing to a 

broader demographic.

Showcase website: https://cpp4app.github.io/

Live demo: https://huggingface.co/Cpp4App/
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https://cpp4app.github.io/
https://huggingface.co/spaces/Cpp4App/Cpp4App
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