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Examples of privacy policies

Facebook/Meta
> 20,000 words

Easy Communication
1k installs, 156 words
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The privacy policy is the pivot of 
current software privacy ecosystem

Software
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Privacy Policies are commonly problematic!
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Motivation (1/3)

Where did those 
problematic privacy 
policies come from?
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Motivation (2/3)

Developers publish and manage their apps in the Google Play Console. 
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1. They may copy-paste-modify 
existing privacy policies, ad-hoc.

2. Ask ChatGPT to generate one.

3. Maybe something else?

Motivation (3/3)

Citizen
developers

Legal knowledge 
and resource

most 
citizen developers 
do not have 
legal support!
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Online Automated Privacy Policy Generator (APPG) 
as the Solution
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(a) #1 Iubenda, UI-mode (b) #2 App Privacy Policy Generator, questionnaire-mode 

(c) #3 Termly, questionnaire-mode (d) #10 Lawpath, document-mode
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Online Automated Privacy Policy Generator (APPG)
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Methodology

Data Collection Data Processing Data Analysis
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RQ1: The Characterization of APPGs
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UI-mode

Document-mode



RQ1: The Characterization of APPGs
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RQ1: The Characterization of APPGs
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RQ1: The Characterization of APPGs
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The breakdown of APPG’s recognition of data use.



RQ2: The Prevalence of APPGs in Market

The market occupancy 
ratio of 10 examined 
APPGs is around 20.1%!

17  | Automated Privacy Policy Generator | Shidong Pan

Fingerprint Keyword Searching



RQ2: The Prevalence of APPGs in Market

App Category App Downloads

The market occupancy 
ratio of 10 examined 
APPGs is around 20.1%!
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RQ3: The Compliance of APPGs against Regulations

The #2 App Privacy Policy Generator is the most popular 
one, boasting a 72.7% adoption rate. Users tend to 
select easy-to-use APPGs even though at the cost of a 
potentially-higher risk to breach privacy regulations.
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1. [Usability] APPGs are a handy solution for developers to draft privacy policies for 
their apps. They have various features and characterizations.

2. [Market Penetration] The market occupancy ratio of 10 examined APPGs is around 
20.1%. Users tend to select easy-to-use APPGs even though at the cost of a 
potentially-higher risk to breach privacy regulations.

3. [Noncompliance] Noncompliance with privacy laws and under-claiming issues 
indicate potential need for a more stringent evaluation of APPGs’ capabilities.

4. [APPG Mode] Questionnaire mode can better guide users to include claimed 
device permissions compared to UI mode.

5. [Privacy Policy Contradiction] More privacy policy contradiction issues exist in 
APPG-based privacy policies.

Conclusions – Automated Privacy Policy Generators (APPG)
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• App developers/APPG users: While app developers may benefit 
from using APPGs to create privacy policies more efficiently, they 
should be aware of APPGs' latent limitations.

• APPG providers: Our analysis suggests APPG providers should 
work on improving recognised data use, since the majority of 
APPGs on the market only provide a very limited scope of 
personal information and device permissions.

• Privacy regulators: Regulators should recognize the importance 
of this issue and be engage with this emerging market trend.

Implications and Findings to Stakeholders
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Thanks for your listening!
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