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struct B{

void (*fptr)(...);
void *arg;

THREAD 2
func(A_ptr){

MEMORY

mutex_lock(&Aptr->m);

Aptr->Bptr->fptr(arg);

b




Race Free Critical Region

SHARED DATA

struct A{
struct mutex m;
struct B* Bptr;

3

THREAD 1

func(A_ptr){

mutex_lock(&Aptr->m);

if(Aptr->Bptr->fptr){
Aptr->Bptr->fptr(arg);

ks
kfree(Aptr->Bptr);
Aptr->Bptr = NULL;

mutex_unlock(&Aptr->m);

GhostRace: Exploiting and Mitigating Speculative Race Conditions | Hany Ragab @ USENIX Security 2024

struct B{
void (*fptr)(...);
void *arg;
J
THREAD 2

func(A_ptr){

b

mutex_lock(&Aptr->m);

if(Aptr->Bptr->fptr){
Aptr->Bptr->fptr(arg);

J

kfree(Aptr->Bptr);

Aptr->Bptr = NULL;

mutex _unlock(&Aptr->m);

MEMORY

A
Bptr



Real Example

NFC Gadget

struct nfc_hci_dev { SHARED DATA struct hci_msg {
struct mutex msg_tx_mutex; void (*eb)(...):
struct hci_msg* cmd_pending msg; void *cb_context;
) e )
THREAD 1 THREAD 2
nfc_hci_msg_tx_work(hdev){ nfc_hci_msg_tx_work(hdev){
mutex_lock(&hdev->msg_tx_mutex); mutex_lock(&hdev->msg_tx_mutex);

hdev->cmd_pending_msg->cb(
hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);

kfree(hdev->cmd_pending_msg);
hdev->cmd_pending_msg = NULL;
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UAF Attack Challenges
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a2 Freed Memory With Bis
’ a Malicious Object
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Synchronization Primitives

void mutex_Llock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ..

Mutex lock on x86 arch:
e Conditional branch
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Synchronization Primitives

void mutex_Llock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))
L
L,
L
Mutex lock on x86 arch: L.

L,

 Conditional branch asm volatile(

"lock cmpxchgq %2, %1"
: l|=al| (I‘et), ll+m|l (*ptr)

* Atomic compare and exchange : "r" (new), "@" (old)
: "memory"

);

e A series of inlined function calls

1)

return true,

b
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Synchronization Primitives

void mutex_Llock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))
L
L
L
Mutex lock on x86 arch: L.
- L>
* Conditional branch asm vol¥ilef
« Aseries of inlined function calls [Lock cmpxchgq %2, %1"]
: ll=all (ret) , ll+mll (*ptr)
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: "memory"

Ik

Atomic != Serializing
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////——\<(”—\7//—\jyfﬂ‘\\\\\\ void mutex_ lock(struct mutex *Llock){

i f -

i (condltlo'n){‘ if (atomic_long_try_cmpxchg_acquire(&lock, ..
o . Not Taken ‘ A Taken L>

} Branch Predictor L

»))

L,
Mutex lo L,
.. L,
e Conditional bran em vol¥edlac
e Aseries of inlined function calls [ Lock cmpxchgq %2, %1"
: "=a" (ret), "+m" (*ptr)
* Atomic compare and exchange : "r" (new), "0" (old)

: "memory"

Ik

Atomic != Serializing
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Synchronization Primitives

//,/——\<(”-\V//—\EV/"\\\\\\ void mutex_lock(struct mutex *lock){

if (condition){ ) ) )
if (atomic_long try cmpxchg acquire(&lock, ...
L Not Taken “A Taken ( L> B g_ y_ p g_ q ( ))
} Branch Predictor |_>
L,
Mutex lo L,

asm voldtile(
[”lock cmpxchgq %2, %1"]
: "=a" (ret), "+m" (*ptr)
""" (new), "@" (old)
: "memory"

Ik

Speculative

Race Condition
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UAF Attack Challenges

1. Bypass The Sync. Primitive:

Speculative Race

struct nfc_hci_dev { SHARED DATA struct hci_ .
struct mutex msg_tx_mutex; void (*cb COndlthn
struct hci_msg* cmd_pending_msg; void *cb_ @8

) e )

THREAD 1 THREAD 2
nfc_hci_msg_tx_work(hdev){ nfc_hci_msg_tx_work(hdev){
mutex_lock(&hdev->msg_tx_mutex); mutex_lock(&hdev->msg_tx_mutex);

hdev->cmd_pending_msg->cb(
hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);

kfree(hdev->cmd_pending_msg);
hdev->cmd_pending_msg = NULL;
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Speculative Race
Condition

struct hci_

void (*cb
void *cb_ W

3
THREAD 2

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

hdev->cmd_pending_msg->cb(
hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);
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VICTIM CORE

- = User/Kernel Space Boundary
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------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:
<:::> nfc_hci_msg_tx_work(hdev) | <kfree>:

<__slab_free>:
nfc_hci_msg_tx_work(hdev){

call <_raw_spin_lock_irgsave>
mutex_lock(&hdev->msg_tx_mutex); ce
call <list_del>

call < raw_spin_unlock irqgrestore>
lea rsp,[rbp-0x28]
pop rbx

kfree(hdev->cmd_pending_msg); pop rl2
hdev->cmd_pending _msg = NULL; pop ril3

pop rl4
pop rl5
pop rbp
ret

mov gword ptr [rax], ©

------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:
@ nfc_hci_msg_tx_work(hdev) | <kfree>:

<__slab_free>:
nfc_hci_msg_tx_work(hdev){ ...
call <_raw_spin_lock_irgsave>
mutex_lock(&hdev->msg_tx_mutex); ce
call <list_del>

-é call < raw_spin_unlock irqgrestore>
=| lea rsp,[rbp-0x28]
§ pop rbx
kfree(hdev->cmd_pending_msg); lt pop rl2
hdev->cmd_pending _msg = NULL; % pop ril3
g pop rl4
2 pop rl5
} -%) pop rbp
ol ret

mov gword ptr [rax], ©

------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:
<:::> nfc_hci_msg_tx_work(hdev) | <kfree>:

<__slab_free>:

O,

call <_raw_spin_lock_irgsave>

call <list_del>

Not Interruptable

call < raw_spin _unlock irqrestore>
lea rsp,[rbp-0x28]
pop rbx

kfree(hdev->cmd_pending_msg);
hdev->cmd_pending _msg = NULL;

pop rl2

pop rl3

pop rl4
pop rl5

pop rbp
ret

Original Use-After-Free Window

mov gword ptr [rax], ©

User/Kernel Space Boundary
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§ pop rbx
kfree(hdev->cmd_pending_msg); lt pop rl2 -
(O]
hdev->cmd_pending msg = NULL; &£ 8
v _p 1ng_msg & pop rl3 8
ol pop rl4 g
-] S
1 = pop rl5
:% pop rbp
o| ret

mov gword ptr [rax], ©
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Creating UAF Exploitation Window

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:
<:::> nfc_hci_msg_tx_work(hdev) | <kfree>:

<__slab_free>:

O,

nfc_hci_msg_tx_work(hdev){

call <_raw_spin_lock_irgsave> %
mutex_lock(&hdev->msg_tx_mutex); e 5
call <list_del> 5
A E
-§ call <_raw_spin_unLock_irqrestorez_ 2
=| lea rsp,[rbp-0x28]
§ pop rbx
kfree(hdev->cmd_pending_msg); lt pop rl2 -
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< Interruptable 2
§ pop UAF window is £
) —| pop ri5 8 instrs. wide B
:% pop rbp
o| ret

mov gword ptr [rax], ©

------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

VICTIM CORE

-------------------------------- . <nfc_hci_msg_tx_work>:

@ set_timer() ; . @
" nfc_hci_msg_tx_work(hdev) i <kfree>:

<__slab_free>: @ @

nfc_hci_msg_tx_work(hdev){ e =
e call <_raw_spin_lock_irgsave> % \\ /}
mutex_lock(&hdev->msg_tx_mutex); cen 5
call <list_del> g TIMER
[ £
-§ call <_raw_spin_unLock_irqrestorez_ §< IPI
=| lea rsp,[rbp-0x28]
g pop rbx
kfree(hdev->cmd_pending_msg); u-; pop ril2 -
hdev->cmd_pending msg = NULL; & pop rl3 g
— < Interruptable :
§ pop UAF window is £
) ~| pop rl5 8 instrs. wide -
E” pop rbp
o| ret

mov gword ptr [rax], ©

------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:

<:::> set_timer() ; . (:::>
" nfc_hci_msg_tx_work(hdev) i <kfree>:

<__slab_free>: @ @
call < _raw_spin_lock_irgsave> \\

call <list_del>

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

Not Interruptable
H
—
U X
Hm
P,

call <_raw_spin_unlock_irqgrestore>

lea rsp,[rbp-0x28] |
pop rbx timer IPI

2
o
o
=
=
(O]
o
kfree(hdev->cmd_pending_msg); lt pop ril2 - _handler()
hdev->cmd_pending msg = NULL; & pop rl3 £
— < Interruptable 2
$| pop ri4 UAF window is £ 1
) ) : g .
) =| por rl5 8 instrs. wide .
S| Pop rbp :
o| ret L

mov gword ptr [rax], ©

------- User/Kernel Space Boundary
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Creating UAF Exploitation Window

VICTIM CORE

................................ ; <nfc_hci_msg_tx_work>:

<:::> set_timer() ; . (:::>
" nfc_hci_msg_tx_work(hdev) i <kfree>:

<__slab_free>: @ @
call < _raw_spin_lock_irgsave> \\

call <list_del>

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

Not Interruptable
H
—
U X
Hm
P,

call <_raw_spin_unlock_irqgrestore>

lea rsp,[rbp-0x28] |
pop rbx timer IPI

=
o
©
=
=
(O]
o
kfree(hdev->cmd_pending msg); ‘"1 pop r12 2 _handler()
hdev->cmd_pending _msg = NULL; & pop rl3 2
— < Interruptable :
§ Pep T UAF window is 2 1
—| pop ris 8 instrs. wide - '
3 © Pop Int.-handler-wide !
| [POP EBR UAF window |
'5 ret (Larger but I

...... still limited) !

mov gword ptr [rax], ©

------- User/Kernel Space Boundary

.
LI
.
.
‘.
.
L
.
.
.
.
.
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Creating UAF Exploitation Window

<:::> set_timer() E
" nfc_hci_msg_tx_work(hdev) .

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

kfree(hdev->cmd_pending_msg);
hdev->cmd_pending _msg = NULL;

------- User/Kernel Space Boundary

VICTIM CORE

<nfc_hci_msg_tx_work>:

Original Use-After-Free Window

mov gword ptr [rax], ©

<kfree>:

call < raw _spin lock_irgsave>

call <list_del>

pop
pop
pop
pop
pop
pop
ret

<__slab_free>:

rbx
rl2
rl3
rl4
rl5
rbp

call <_raw_spin_unlock_irqrestore>
lea rsp,[rbp-0x28]

O,

Interruptable

UAF window is
8 instrs. wide

Not Interruptable
H
|_|
=<
Tl
P,

B S

Interruptable

Int.-handler-wide

L
.
.
.
.
.
.

_handler()

UAF window
(Larger but

still limited)

.
LI
.
.
‘.
.
L
.
.

timer_IPT

1
1
1
..,....|

IPT STORMING

CORES

P while(1): 5
i MEMBARRIER_IPI( !
i VICTIM_CORE) 1

MEMBARRIER
IPI STORM

®
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Creating UAF Exploitation Window

VICTIM CORE IPT STORMING
CORES

-------------------------------- | <nfc_hci_msg_tx_work>:
@ set_timer() ; @ Py
" nfc_hci_msg_tx_work(hdev) | <kfree>: r while(1): ;
i ... ; MEMBARRIER_IPI(
<__slab_free>: @ @ VICTIM CORE) |
call < raw _spin lock_irgsave> \\

call <list_del>

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

MEMBARRIER
= o TP STORM
call < raw_spin_unlock irqrestore> |z o =

lea rsp,[rbp-0x28] | ||”
) ria timer IPI ;

Not Interruptable
H
H H
O X
Hm
X

kfree(hdev->cmd_pending_msg); pop rl2 2 _handler()
hdev->cmd_pending _msg = NULL; pop rl3 £
— Interruptable 2

pop rl4 UAF window is £

pop ril5 8 instrs. wide -

infinite_
pop rbp UAF window
ret (Larger but

‘membarrier_IPI
_handlers()
— still limited) ! ) V]
mov gword ptr [rax], @ e i @ Unbounded UAF window
I
1

------- User/Kernel Space Boundary R v
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Creating UAF Exploitation Window

VICTIM CORE IPT STORMING
CORES

-------------------------------- | <nfc_hci_msg_tx_work>:
@ set_timer() ; @ Py
" nfc_hci_msg_tx_work(hdev) i <kfree>: r while(1): ;
i ... ; MEMBARRIER_IPI(
<__slab_free>: @ @ VICTIM CORE) |
call < raw _spin lock_irgsave> \\

call <list_del>

nfc_hci_msg_tx_work(hdev){

mutex_lock(&hdev->msg_tx_mutex);

MEMBARRIER
IPI STORM

Not Interruptable
H
H H
O X
Hm
X

call <_raw_spin_unlock_irqgrestore>

2
o
= e
=| lea rsp,[rbp-0x28] |
g pop rbx timer IPI
kfree(hdev->cmd_pending msg); ‘| pop ri2 o _handler()
hdev->cmd_pending msg = NULL; & pop rl3 g
— < Interruptable g
§ pop UAF window is £ 1
—| pop ril5 8 instrs. wide - ! T
3 © Pop Int.-handler-wide ! infinite_
S| pop rbp UAF window ' membarrier_ IPT
‘= Larger but I handlers()
@) ret ( _ N

— still limited) :

e mov gword ptr [rax], @ e 1 @ Unbounded UAF window
....... 1

------- User/Kernel Space Boundary e e v
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Creating UAF Exploitation Window

VICTIM CORE IPT STORMING

-------------------------------- ) <nfc_hci_msg_tx_work>: .
@ set_timer() ; @ —————————
" nfc_hci_msg_tx_work(hdev) i <kfree>:
i .. . MEMBARRIER_IPTI(
<__slab_free>: @ @ VICTIM_CORE)

nfc_hci_msg_tx_work(hdev){

E call < _raw_spin_lock_irgsave> % \\ }j
mutex_lock(&hdev->msg_tx_mutex); e 5
call <list_del> 5 TIMER MEMBARRIER
[ = IPI STORM
-§ call <_raw_spin_unlock_irqrestore> ‘z"‘ IPI
S|P 090 N |
§ pop rbx timer IPI
kfree(hdev->cmd_pending msg); ‘| pop ri2 o _handler()
hdev->cmd_pending _msg = NULL; dq:)’ pop rl3 £
— < Interruptable g
§ pop UAF window is £ :
—| pop ril5 8 instrs. wide - T
3 © Pop Int.-handler-wide ! infinite_
S| pop rbp UAF window . membarrier IPI
= (FarQEt but I _handlers()
= still limited) ! N

.
LN &
.
.
.
.
.

Unbounded UAF windoy

ret
' mov gword ptr [rax], ©

------- User/Kernel Space Boundary

.
LI
.
.
‘.
.
.
.
.
.
.
"
.
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Creating UAF Exploitation Window

VICTIM CORE IPT STORMING

@ S8 :'""""--"--"""::"':
| M U b |} MEMBARRIER_IPI( |
nopounae L s |

nfc_hci i

mutex

§ Architectural UAF SR
@ CXxploitation Window §

mutex

}

UAF wihdow I mem arrier__
(Larger but
still limited)

.
]
"
e
.
e
e
.




UAF Atta C k C h d u-e nges 1. Bypass The Sync. Primitive:

Speculative Race

struct nfc_hci_dev { SHARED DATA struct hci_ ..
struct mutex msg_tx_mutex; void (*cb COI‘IdItIOI‘I
struct hci_msg* cmd_pending_msg; void *cb_ @8

, e )

THREAD 1 THREAD 2
. . i msg_tx_work(hdev nfc_hci _msg_tx _work(hdev
2. Create an Exploitation |g L ! T - ¢ !
Window: _lock(&hdev->msg_tx_mutex); mutex_lock(&hdev->msg_tx_mutex);
IPI Stormlng hdev->cmd_pending_msg->cb(

hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);

kfree(hdev->cmd_pending_msg);
hdev->cmd_pending_msg = NULL;
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UAF Attack Challenges

struct nfc

1. Bypass The Sync. Primitive:
Speculative Race

R 3. Reallocate The Freed Memory: - Condition
e msgshnd syscall

THREAD 1 | THREAD 2
2. Create an Exploitation i _msg_tx_work(hdev){ nf.c-_.hc1_msg_tx_work(hdev){
Window: _lock(&hdev->msg_tx_mutex); mutex_lock(&hdev->msg_tx_mutex);
I P I Sto r m I n g hdev->emd_pending_msg->cb(

hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);

kfree(hdev->cmd_pending_msg 4. Hijack The Control-Flow:

ity Speculatively Execute
) A Controlled
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Speculative Concurrent
U Se-Afte = Free Atta C k 1. Bypass The Sync. Primitive:

Speculative Race

R 3. Reallocate The Freed Memory: - Condition
e msgshnd syscall

struct nfc

b

THREAD 1 | THREAD 2

. . i_msg_tx_work(hdev nfc_hci_msg_tx_work(hdev
2. Create an Exploitation [julieitis ¢ ){ T LB !
Window: _lock(&hdev->msg_tx_mutex); mutex_lock(&hdev->msg_tx_mutex);
I P I Sto r m I n g hdev->emd_pending_msg->cb(

hdev->cmd_pending_msg->
cb_context, NULL, -ETIME);

kfree(hdev->cmd_pending_msg 4. Hijack The Control-Flow:

ity Speculatively Execute
) A Controlled
GhostRace: Exploiting and Mitigating Sp4 DiSClosure Gadget 13



Linux Kernel Attack Surface
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Linux Kernel Attack Surface

Gadget scanner using the Coccinelle patching engine
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Linux Kernel Attack Surface

Gadget scanner using the Coccinelle patching engine
Statically analyzed Linux v5.15.83
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Linux Kernel Attack Surface

* (Gadget scanner using the Coccinelle patching engine

e Statically analyzed Linuxv5.15.83

ldentified 1283 Speculative
Concurrent Use-After-Free
Gadgets
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Mitigating Speculative Race Conditions

void mutex_lock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))

.
L,
L,
L,
L
asm volatile(
"lock cmpxchgq %2, %1"
: "=a" (ret), "+m" (*ptr)
"r" (new), "@" (old)
: "memory"
);
1)

return true,

15



Mitigating Speculative Race Conditions

void mutex_lock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))
.

L
L

asm volatile(
"lock cmpxchgq %2, %1"
: H=a|| (I‘et), H+m|l (*ptr)

:"r" (new), "@" (old)
: "memory"
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Mitigating Speculative Race Conditions

void mutex_lock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))
.

L
L

asm volatile(
"lock cmpxchgq %2, %1"

Lfence

return true,

15



Mitigating Speculative Race Conditions

void mutex_lock(struct mutex *Llock){

if (atomic_long_try_cmpxchg_acquire(&lock, ...))

LMBench: B

L,

Geomean N

55% asm volatile(

"lock cmpxchgq %2, %1"

Lfence

return true,

15
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* Gadget Scanner (1200+)
* PoC Exploit (12KB/s) (57
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GhostRace: Exploiting and Mitigating
Speculative Race Conditions

* Speculative Race Condition

* Inter-Process Interrupt Storming C;

* Gadget Scanner (1200+)
+ PoC Exploit (12KB/s)

* Mitigation (5%) %% VUSEC

IBM Research | Zurich
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