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MULTI-FACTOR The MFKDF outputs a key as
DERIVED KEY a function of all input factors

FACTORO1 FACTOR 02 FACTOR 03 FACTOR 04
eg. a Password eg.a TOTP Code eg. a U2F Token eg. Biometric Data




Password-Based Key Derivation

PBKDF

static

[******]
password



Static Passwords

SecLists/Passwords/Common-Credentials/10-
million-password-list-top-100.txt

1. 123456

2. password

3. 123456/8

4. qwerty .~-have i been pwned?
5. 123456789

TSk 13,970,020,616 115,796 228 8893153

pwned websites pwned accounts pastes paste accounts

Largest breaches Recently added breaches

Collection #1 accounts : Not SOCRadar accounts

7,241 Verifications.io accounts (Y4 46,140 Shoe Zone accounts

Onliner Spambot accounts 5 LuLu accounts



Static Passwords

Features:
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Time-Based One-Time Passwords

3198 v @ v4a

= Google Authenticator & @

Google: matteo@gmail.com

604 808 [ §

Twitter

644 438 ¢

ETH Zurich

046 408 [ §

Slack

880 332 ¢
|_



MEKDEF
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MEKDEF
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MFKDF - One Time Codes

[******]
password

dynamic 081026
ToTp 324234
123451

?°?°0°7?7?



MFKDF - One Time Codes

[******]
password

324234
Torp 123457
154611

?°?°0°7?7?



MFKDF - One Time Codes

[******]
password

tynamte 123451
Torp 154611
631234

?°?°0°7?7?



MFKDF - One Time Codes

[******]
password

123457

dynamic

Torp 154611
631234

K

TOTP
Construction
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TOTP Construction

One-Time
Codes

324234
123457

154611
631234
894327

Target
423411

% 10°

Code
Offsets

747645
546862

578022
054645
317733

public
state
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TOTP Construction

Code
Offsets Current
t > /47645 One-Time
546862 N Code
578022 324234
054645
317738
public =

state =

% 10°

Target
423411
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MFKDF - The Problem

password
dynamic
TOTP target
public

state

[******]

423411
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Dynamic Factor Attack

public
state

Code
Offsets

747645
546862
578022
054645
317733

Current
One-Time
Code

324234
123457
154611
631234
894327

% 10°

Target
423411
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Dynamic Factor Attack

public
state

Code
Offsets

747645
546862
578022
054645
317733

Any
one-time
Code
324234
123451
154611
631234
394327

% 10°

Target
423411
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1. Public State

> curl "https://demo.mfkdf.com/api/

[ ]
"id" "totp",
"params”: {

policy?email=vivek@nair .me’

‘start": 1655522549326,
"hash": "shal",
"digits": 6,

"step”: 30,

"window" :

87600,

‘pad”’: "AB4Ipgw20IyDhwTzyHGSQSD3gKZYTXalL+rH8eOuBrug8=",

"offsets":

"AAamyAAJymcADp3IAAoRGgJAOIPkADTHTAAgSFAAMeAAC
OUAAS1hAKrdoADQz9AAJrFgAJhpIACD1tAANEQQAGPLg
AC+yYAAi/iAACLtoABauAdLmQAG88kADGeEAAOaBgAGl
9QADhU9AAKbDgAI /KYADPKkQAANHQQACELWAC9/NAAI1t

gAo [...]
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2. Any ©ne-Fime Code

3M9 B v @

= Google Authenticator

Google: matteo@gmail.com

009 523

Twitter

910 402

ETH Zurich
330 686

Slack
218234

MFKDF
044 076

v4n

=@
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Dynamic Factor Attack

[******]
password

dynamic
HOTP 1 target 423411

dynamic 0" N Oxbb6a..7

U2F target f29c0d1

- AR
public —
state -




Static ©re-time Codes

Features:

HO® =
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MEKDEF vs PBKDF

g MFKDF Docs Tutorials ~ Testing Coverage Demos ~ Videos

So long, PBKDF2!

Password-derived keys are only as strong as the passwords they're based on.

Securely leverage all of your users' authentication factors with MFKDF.

B Read the paper ‘ <[> Get started ‘ ‘ & Download y

100% | tests 100%
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MEKDEF vs PBKDF

static

[******]+
password

0

MFEFKDEF

PBKDF
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MEKDEF vs PBKDF

static

[******]+
password

INA

MFEFKDEF

PBKDF
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TOTP Construction

324234
123457
154611
631234
894327

747645
546862

- 423411 - 578022
054645
317733

"Information-Theoretical Security”
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TOTP Bias Attack

324234
123457
154611
631234
894327

fy

0 1 2 3 4 5 6 7 8 9

Figure 2: Bias of 1-digit TOTP witnesses for n = 10 bins.

"Information-Theoretical Security”
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TOTP Bias Attack

public
state

Code
Offsets

747645
546862
578022
054645
317733

---------------------------

Figure 3: Bias of offsets, shifting the TOTP witness bias
depending on the hidden secret K.
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TOTP Bias Attack

public
state

Code
Offsets
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578022
054645
317733
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TOTP Compromise Attack...

E}
Scan this QR code

Download the Google Authenticator app on your new
device. Within the app, scan this QR code.

public
state
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. and more! Um’
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<Y S
Dynamic Factor (3.1) fund X v X v v/¢ cannot fix
OOB Overwriting (3.2.1) int X v X v Ve
Parameter Tampering (3.2.2 int v X X v X partial fix
Share Dilution (3.2.3) int, impl e X v v X
HOTP Compromise (3.3.1) spec, impl v - X v v
HOTP Bias (3.3.2 spec X v X v Ve
Share Recovery (3.3.3 spec X v v v Ve fixable
Share Format (3.3.4) spec v v X v v

Type Impact Mitigations
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