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CPUs are certainly still full of bugs, with potential security implications

2
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Idea: Explicitly generate long, complex
and valid programes.
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Software vs. CPU fuzzing

Generic Software
data ‘ under test

Differential fuzzing

Structured CPU ‘ »

program under test

ISA CPU under
Simulator test
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10 Identical behavior?




SOA C P U fu Zze rS By definition, CPU inputs are programes.

(DifuzzRTL family)
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SoA CPU fuzzers
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SoA CPU fuzzers

(DifuzzRTL family)

Test cases (%)
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l_ A mutation here would be wasteful
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Problem 2: Uncertain effect of mutations
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Program dies prematurely

SoA CPU fuzzers
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l_ A mutation here would be wasteful

Program dies prematurely

SoA CPU fuzzers

(DifuzzRTL family)

From a completion point of view.
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Cascade design

2. Entanglement

Program
generation

1.
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Code generation in Cascade

Xxor , X4,x9
csrrwi ,mcause, 15
beq , x4 ,0x8000098e

fadd , 9,10
feq.s ,T9, 8
jalr » (X7)

Intended basic block

33



Code generation in Cascade

Should not , I 15
,mcause,
be taken x4, 0x8000098e Should contain the start

address of the next
instruction basic block

Intended basic block

34



Code generation in Cascade

Should not - X7,X4,X9

x9,mcause, 15
be taken X9 x4, 0x8000098e Should contain the start

8,9, f1 address of the next
o instruction basic block

Intended basic block

¥

Extreme 1: Keep
everything random

35



Code generation in Cascade

Should not - X7,X4,X9

x9,mcause, 15
be taken X9 x4, 0x8000098e Should contain the start

8,9, f1 address of the next
o instruction basic block

Intended basic block

¥

Extreme 1: Keep
everything random

36



Code generation in Cascade

Should not X;,X4,X9 15
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Code generation in Cascade

Should not X;,X4,X9 15
be taken s‘ - x9,mcause,
1 %9, x4,0x8000098e

8,9, f10
x4, T9=R8
x9, L (x7)

.

Intended basic block

¥

Extreme 1: Keep
everything random

Invalid

Should contain the start
address of the next
instruction basic block
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Extreme 2: Isolate control

flow from data flow
Xor x7,x4,x9
csrrwi x9,mcause, 15

<nop>
fadd f8,f9, 10
feq.s x4,f9, 8

jalr x9, (<"safe reg"
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COde generathn In Cascade Extreme 2: Isolate control

flow from data flow
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Asymmetric ISA
pre-simulation

xor X7 ,%x4,%x9
csrrwi  x9,mcause, 15

fadd f8,f9,f10
feq.s x4,f9,f8

jalr x9, (<"safe_reg">)

Z

ISA Simulator

(executed only once per program)
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Asymmetrlc |SA “‘m“‘/ )écs)::rwi ig:;iéﬁze,w
pre'SimU|atiOn <nop>

fadd f8,f9,f10
feq.s  x4,f9,f8
jalr x9, (<"safe_reg">)

x9,mcause, 15
X9, x4,0x8000098e

8,19, 10
3 : ' X4I f9,f8
d ‘-. ;:’,,\s I X9’ (X7)
fest case ISA Simulator
generation  (executed only once per program)

» | Testcase
|
\ execution
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Asymmetric [SA < E EREE

csrrwi  x9,mcause, 15

pre-simulation o e

f8,f9,f10

feq.s x4,19,f8
jalr x9, (<"safe_reg">)

csrrwi  x9,mcause, 15
bne x9,x4,0x8000098e
fadd f8,f9,f10
feq.s x4,f9,f8
jalr X9, (x7)

e

Test case ISA Simulator
generation (executed only once per program)

1 Test case
| execution

Does execution
terminate?

CPU under test
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X7, X% X9

>\ X 7 D Trwi  x9,mcduse, 15

: . — - ] 574 <hop>
pre-simulation fadd 181§ f10
feq.s x4,49,f8
jalr x9, (."safe_reg">)

AVI
csrrwi g x9,mcaus@, 15

bne X9, x4,0x8800098e
fadd f8,f9,f10

feq. g x4,f9,f8

' id jalr x9, (x7)
Test case ISA Simulator
generation (executed only once per program)
. | Testcase
| execution

Does execution
terminate?
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Program length matters DB

o .
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Coverage of SoA CPU fuzzers

Cascade vs. DifuzzRTL

DifuzzRTL
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Coverage of SoA CPU fuzzers

Cascade vs. DifuzzRTL:
97x faster control register coverage
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RISC-V cores
under test

* PicoRV32
* Kronos

* VexRiscv
* CVAb6

* Rocket

* BOOM




37 new CPU bugs (29 new CVEs) in 5 of the 6 cores

[ PicoRV32 I CVAG

S 10 E Kronos EEm BOOM
3 Hl VexRiscv

5 5-

=

Uarchvals Exceptions Archvals Archflags Hangs Perfcnt
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37 new CPU bugs (29 new CVEs) in 5 of the 6 cores

1 PicoRV32 B CVAG6

S 10 I Kronos EEm BOOM
a Bl VexRiscv

Uarchvals Exceptions Archvals Archflags Hangs Perfcnt
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An example bug (CVE-2023-34896)

On VexRiscv without compressed instruction support
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An example bug (CVE-2023-34896)

On VexRiscv without compressed instruction support

Branch
‘“‘q

Mis-speculate “, _
et s=a, Silenced exception
:

-------------------------

L N |

Compressed floating-
point instruction
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An example bug (CVE-2023-34896)

On VexRiscv without compressed instruction support

Non-compressed floating-
Branch point instruction

Mis-speculate “, _
et s=a, Silenced exception
» *

------------------------

N : lllllllllllllllllllllll 0:

L N |

Compressed floating-
point instruction
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An example bug (CVE-2023-34896)

On VexRiscv without compressed instruction support

Non-compressed floating-
Branch point instruction

Mis-speculate .,
e ema, S|Ienced exceptlon

L N |

Compressed floating-
point instruction
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Cascade is a RISC-V CPU fuzzer that generates valid, long & complex programs.

e (Cascade introduces AIPS to entangle flows and use non-termination as a bug signal.

 (Cascade outperforms state-of-the-art coverage-guided CPU fuzzers by 28-200x.

 (Cascade found 37 new CPU bugs + 1 new synthesizer bug, 29 new CVEs.

* Cascade is readily open source: https://github.com/comsec-group/cascade-artifacts

/1N

}A'{ flsolt@ethz.ch Sa== comsec.ethz.ch ocomsec—gr‘oup/cascade—ar‘tifacts

a1/ 4
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