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HT Detection Methods
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Thermal Radiation (TR) Based Detection

» Advantages
® High detection resolution
® Process variation resistant
® Adaptability for large ICs
® Golden chip free
® HT activation free
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Previous TR-based Methods

» Nazma et al. [TCAD-2014]: Shows promising detection ability,
but relies on stronger simulation tools

» Tang et al. [TVLSI-2019]: Can only identify the ideal HT that
fully occupies at least one pixel on the TRM
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Observation

» Sub-pixel HT

® \We can not ensure precise alignment of the HT boundaries with the pixels
® Each infected pixel is easily blurred as either a logic or vacant area
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Observation

> Two sides of mechanical vibration

Cons: It complicates the TR distinction between sub-occupied and vacant pixels
Pros: It can vary the pixel occupation of HTs

Sub-Occupied Pixel With Mechanical Vibration Noise
| — Sub-Occupied Pixel Without Noise
—— Vacant Pixel

100 A

Thermal Radiation

Mechanical vibration —
0 2000 4000 6000 8000 10000 12000 14000
fro m th e rm a I Ca m e ras The Sampling Time »: Different vibration directions

National University of Defense Technology Motivation 9



Our Goals

> We want to find out the vibration direction that can enhance the
TR distinction, thereby effectively detecting sub-pixel HT
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Overview

TRMs Classification traversing all directions for possible HT pixels
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Direction-based TRMs Classification

Direction-based
TRMs Classification
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Estimating Possible Directions for Each Pixel

Direction-based
TRMs Classification

» STEP I: Formulated a linear regression model

® Pixel Occupation X,,;..;: Calculated from IC layout containing occupation
information for each pixel

® TR Increment Data AI: Extracted from TRM sequences
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Estimating Possible Directions for Each Pixel

Direction-based
[TRMS Classification } [ } [ }
» STEP II: Determining trends of pixel occupation over time

® INPUT: TR Increment Data AI of each pixel
® OUTPUT: Determined pixel occupation X',;,.; at every sampling time

» STEP IL: Estlmatlng possible dithering directions
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Classifying TRMs into Different Direction Sets

Direction-based
TRMs Classification
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> Calculating the probabilities p{;“ of possible directions dk

of each pixel ij

» Determining the most probable direction Prob,,,, through
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IT Detecting and Results Aggregating

HT detection by
traversing all directions

® The TRMs set in each direction is processed to distinguish between logic
and vacant regions through the K-S statistic and the Pauta criterion

® Comparing with the golden references, extra HT pixels can be identified
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IT Detecting and Results Aggregating

Results aggregation
for possible HT pixels

® Typically, any extra logic pixels detected in any directions should be
considered as HTs

® In particular, the result need to be corrected, when extra logic pixels
corresponds to logic regions in most references in other directions
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NICE System Implementation
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Experiment Scheme

» The equivalently approach is employed to implement "HT"
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Experiment for Sub-pixel H

Detection
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Performance Across Different HTs

» NICE can push the detection boundary of TR-based methods
from more than two pixels to only 0.7 pixels
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Sensitivity Analysis

» Number of TRMs: NICE can achieve steady performance, even when the
number of samples is decreased to 50%

» Classification Thresholds: NICE is robust enough for different thresholds
» White Noise: NICE also outperforms previous methods, as the effects of

classification thresholds and white noise are combined
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Conclusion

» A novel method exploiting the potential of noise for TR-based
HT detection

» It can detect sub-pixel HTs with high performance, without
needing a golden chip and special test vectors

> It can enable a more flexible and cost-effective selection of
thermal cameras for TR-based HT detection
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