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Common oversight by developers: avatar keeps being rendered when typing
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Can we accurately reconstruct keys remotely based on the typing movement?
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(e.g., download client, register 
account)

2. Perform experiments to prepare for 
the attack (e.g., observe keyboard 
layout)

3. Join a public room with any victim.
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RQ 1: How Effective Is Our Attack in Inferring Keystrokes?

● 20 participants

● In Rec Room, each participant typed:
○ 30 trials on numbers

○ 20 trials on passwords

○ 15 trials on sentences
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App Top 1 Top 3 Top 5

RQ 1 Rec Room 97.62% 98.15% 98.34%



RQ 2: Does the Attack Work in Practical Scenarios?

● Does the attack work when there are multiple users in the room? Can the 

attacker distinguish keys from different users?

● Does the attack work when the attacker cannot see the users typing?
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RQ 2: Does the Attack Work in Practical Scenarios?

● 5 users in the same room
○ 1 attacker

○ 2 participants typing concurrently

○ 2 dummy players

● Attacker faces the wall
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Our Attack is Practical
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App Top 1 Top 3 Top 5

RQ 1 Rec Room 97.62% 98.15% 98.34%

RQ 2 Rec Room 97.53% 99.51% 99.59%



RQ 3: Is the Attack Generalizable Across Applications?

● Replicate Experiment for RQ1 on 3 additional apps

● 3 participants per app
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Galaxity Sing Together: VR Karaoke oVRshot



Our Attack is Generalizable Across Apps
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App Top 1 Top 3 Top 5

RQ 1 Rec Room 97.62% 98.15% 98.34%

RQ 2 Rec Room 97.53% 99.51% 99.59%

RQ 3 Galaxity 98.25% 99.71% 99.73%

Sing Together: VR 
Karaoke

98.27% 99.97% 99.97%

oVRshot 99.07% 99.61% 99.61%



Machine Learning Approach

With keystroke labels on partial data, using machine learning to skip manual reversing steps and 

recovering keystrokes is possible

(Even if it is from raw bytes extracted from packets)
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Defense

Common defense mechanisms cannot solve this problem:

1. Encrypting network traffic is not enough

2. Adding noise to all movement comes with utility trade-offs
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Defense

Common defense mechanisms cannot solve this problem:

1. Encrypting network traffic is not enough

2. Adding noise to all movement comes with utility trade-offs

Need better defense mechanism:

1. Full blockage of hand motion updates during sensitive typing activities

2. From both applications (e.g., Rec Room) and OS level (e.g., SteamVR)
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Our Attack is Robust Against Packet Loss
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Our attack achieves a top-1 accuracy of 94.97% even when 20 percent of the 
packets are dropped


