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5G Cellular Networks 
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Impacts of Security Policies Violations

Information
Leak

Denial-of-ServiceDowngradePhishing
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Is it possible to develop an automated framework to 
efficiently identify security policy violations in 5G UE 

implementations? 

Our Goal
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No Comprehensive List of Security Policies

3GPP does not provide such a list which 
contains a complete set of security policies



High-level Philosophy of Our Approach
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...

Input: I1I2...In

Output 1: O1 O2...On

Output 2: O1 O2...O’n

Sequence
Generator Differential Testing

Output 1 

Output 2 

How to generate 
inputs?

DevScan:
Identifying Deviations

DevLyzer:
Triaging the Deviations

StateSynth:
FSM Synthesizer



Active Automata Learning
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Learning
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Challenges of Active Automata Learning
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Active learner initially does not have any idea about the 5G 
protocol interactions. It will generate many meaningless queries.

Large number of equivalence checking queries are generated in 
the model validation stage and most of them are not CE.



Hybrid Automata Learning
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Network 
Trace

Passive 
Learner

Initial FSM

• Synthesize an initial FSM to provide guidance at the 
beginning of the active learning!  

Active 
Learner

Bootstrap



Collaborative Automata Learning
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• Since all basebands implement the same protocol, and CEs found 
during FSM construction of one device are likely to be applicable to 
other basebands as well.

CE

CE

CE

CE

Model Validator 

Active Learner

UE

CEs
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StateSynth: Workflow

Network 
Trace

Passive 
Learner

Initial FSM Active Leaner W/ Counter-
example (CE) reuse 

5G UE Implementations Queries/
Responses

Synthesized FSMs
CEs

Hybrid learning

Collaborative
 learning



Goal of DevScan

Deviation scanner
using symbolic 
model checker 

deviations

FSM 1

FSM 2

I1 I2 In  / O1 O2 On

I1 I2 In  / O1 O2 O’n

Limitation of previous work[1]: prematurely stop their exploration for different 
variations of a deviation.

[1] Hussain, Syed Rafiul, et al. "Noncompliance as deviant behavior: An automated black-box noncompliance checker for 4g lte cellular devices." Proceedings of the 2021 ACM SIGSAC Conference on 

Computer and Communications Security. 2021. 13



Unique paths for deviation:
Path 1: S0 → S1 → S3 

Unique Paths for Deviation

S0

S1

S2

S3 S4 S5
c / 3 d / 5

S0

S1

S2

S3 S4 S5
c / 4 d / 5

Path 2: S0 → S2 → S3
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DevScan: Workflow

Deviation scanner
using symbolic 
model checker 

Graph 
traversal

Unique 
deviations

FSM 1

FSM 2
I1 I2 In  / O1 O2 On

I1 I2 In  / O1 O2 O’n
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LTL: Linear temporal logic

DevLyzer: Workflow

DevLyzer

Vulnerable 
traces and 
property 
violationUnresolved unique 

deviating traces

Benign traces

𝑇 ⊨ ϕ?

I1 I2 Ix  / O1 O2 Ox

I1 I2 Iy  / O1 O2 Oy

3GPP Specification

I1 I2 Iz  / O1 O2 Oz

I1 I2 Ix  / O1 O2 Ox

I1 I2 Iz / O1 O2 Oz
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Evaluation
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• We tested 17 Commercial devices from 5 vendors + 2 open-
source UE implementations with 5GBaseChecker.  



Evaluation of StateSynth
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Findings and Impact
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• Uncovered 22 unique issues, 13 could lead to exploitable 
attacks. 

• 12 CVEs assigned and some vendor acknowledgements.

• CVE-2023-52341, -49928, -50804, -49927, -50803, -52343, -52533, -52534, -52342, -
52344; CVE-2024-29152, -28818

• GSMA Mobile Security Research Acknowledgements (CVD-
2023-0081)



5G AKA Bypass
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Registration Request

Secured Communication Start

Registration Complete

Authentication Procedure

Security Mode Control Procedure

Registration Accept (SHT 4)

UE
Malicious

gNB



5G AKA Bypass
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UE
Malicious

gNB

PDU Session Establishment Request

Internet Access

PDU Session
Establishment Accept

DL NAS
Transport

RRC
Reconfiguration

5G AKA Bypass
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Summary
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• Designed an automated and black-box security analysis 
framework called 5GBaseChecker to analyze 5G basebands.

• Designed a new approach, hybrid and collaborative learning, which 
significantly reduces the overall time for inferring FSMs

• Designed a deviation analyzer to find security properties.

• 5GBaseChecker: https://github.com/SyNSec-den/5GBaseChecker

https://github.com/SyNSec-den/5GBaseChecker
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mailto:kjt5562@psu.edu

	Slide 1
	Slide 2: 5G Cellular Networks 
	Slide 3: Impacts of Security Policies Violations
	Slide 4: Our Goal
	Slide 5: No Comprehensive List of Security Policies
	Slide 6: High-level Philosophy of Our Approach
	Slide 8: Active Automata Learning
	Slide 9: Challenges of Active Automata Learning
	Slide 10: Hybrid Automata Learning
	Slide 11: Collaborative Automata Learning
	Slide 12: StateSynth: Workflow
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Evaluation
	Slide 18: Evaluation of StateSynth
	Slide 19: Findings and Impact
	Slide 20: 5G AKA Bypass
	Slide 21: 5G AKA Bypass
	Slide 22
	Slide 23
	Slide 24: Summary
	Slide 25

