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* Background & Preliminaries



Background

* Large-scale data is crucial for DNN Training Set Generated Image
performance. | o

* Synthetic Images produced by
generative models can still lead to

privacy leakage in sensitive
domains.

Caption: Living in the light
with Ann Graham Lotz

Prompt:
Ann Graham Lotz

Fig: Left is an image from Stable Diffusion’s
training set. Right is a Stable Diffusion generation
when prompted with “Ann Graham Lotz”. [1]

[1] Carlini, Nicolas, et al. "Extracting training data from diffusion models." 32nd USENIX Security Symposium. 2023.



Diffusion Models

* Forward process
* Reverse process
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Differential Privacy

* A randomized algorithm M is (g,0)-DP if and only if
PriM(D) € S] < e Pr[M(D") € S|+ 6

where D and D' are two neighboring datasets.

I :> Randomized
Algorithm M
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* Existing Works



Existi

ng Approaches

* Baseo

* Based

* Baseo

on GANs [DP-GAN'18] [GS-WGAN'20] [G-PATE21]
on Feature Matching [DP-MERF21] [DP-MEPF23]
on Diffusion Models [DPDM'23] [DP-Diffusion’23]
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* dp-promise



Threat Model

* White-box adversaries
against DMs

* Glven access to the images
generated by DMs and the
model parameters of the
trained DMs.

* Infer the existence of a
particular image or
reconstruct a set of Images
belonging to the DMs
training data,

Definition 4 (White-box membership inference attacks). Let
A be a white-box adversary, D be data distribution, A be
training algorithm, and G be a diffusion model with a neural
network Zg. The white-box membership inference attack is

0.
I.
2.

A has full access to G and Zp.
Select a private dataset Dy, € D.

Train G on Dy, with algorithm A as (jﬂ_gpn.r =
A(g-.ﬂpn'r}-

Flip a coin to decide whether b =0 o0r b = 1.
Sample x € Dpyiy if b=0,x€ Difb=1.

Attack is successful if A(x, (jq_gﬂm,._ D) = b, and fails
otherwise.
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Overview

* How to leverage forward process noise? Existing vs Ours

0,021
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Gradients Forward Noise & DP noise Network
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dp-promise

* Recall forward process
x® = Ja;x© + \/1 —a.z,z~ N(O0,1)

* Forward process Is differentially private

Original image Noise z Noisy image
5 (0) 5
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dp-promise
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Privacy Analysis

- dp-promise asymptotically satisfies (€, 5(€))-DP, where

Lemma 4. Given a time-step boundary S for splitting Phase
I and Phase II, a batch size my, the size of the private dataset
n, the data dimensions d, the pre-defined diffusion noise scale

+ _ | _ Theorem 2 (Differential privacy for dp-promise). Algorithm |
s, and the number of iterations Ny, Phase [ in Algorithm | asymptotically satisfies (€, 5{ €))-DP, it holds that
asymptotically satisfies u,-GDP, where ' ' |
£ £
m 8(e) = ®(——+5) —exp(e)d(—-—5),  (17)
yy = ?\/Nﬂﬂxp{-ﬁldusf{l—ms]— 1). (15) u u
p=\/p + 15, (18)
Lemma 5. Given a DP-5SGD noise scale G, a batch size mo, ’ s defined in Eauati 15 P < defined i
the size of the private dataset n, and the number of iterations ;rere.m Tf‘ ¢fined in Equation (15) and  is defined in
N2, Phase Il in Algorithm | satisfies u2-GDP. where quation (10)
1y j .
i ="2\[Na(exp(1/0%) ~ 1). (16)
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Experimental Setup

* Datasets:
* MINIST, Fashion-MNIST, CelebA, and CIFAR-10

* Metrics:
* Sample quality (FID, IS)

* Downstream utility (Classification accuracy)

* Baselines:
* Feature Matching: DP-MERF, DP-MEPF
e Diffusion Model: DPDM, DP-Diffusion



Gray-scale Datasets (metrics)

MNIST Dpus € = oo (Non-private) e=10 €= e=0.2
MLP CNN Avg FID| | MLP CNN Avg FIDJ ‘ MLP CNN Avg FID] | MLP CNN Avg FIDJ]
DP-MERF [18] X 804 835 705 1044 800 835 686 1056 800 823 663 1109 762 79.0 582 1333
DPDM (FID) [11] X 95.7 98.6 85.7 2.0 045 978 854 44 87.7 927 778 224 664 T71.2 541 60.8
DPDM (Acc) [11] X 96.6 989 864 1.9 952 98.0 858 59 91,5 951 821 341 780 846 71.6 1019
DP-MEPF [19] v 87.6 943 779 1672 878 943 775 1670 872 937 753 1663 765 857 583 1802
DP-SGD DM v 964 98.6 86.2 1.7 945 976 85.1 3.0 90.8 94.1 755 8.6 568 653 428 283
DPDM (Pub) v 96.5 98.8 864 1.9 953 978 856 3.9 923 956 822 90 813 86.2 733 265
dp-promise (this work) v 96.4 98.7 86.1 1.6 959 982 856 23 936 958 83.0 6.6 848 876 723 23.1

Fashion-MNIST Dt € = oo (Non-private) e=10 e=1 e=0.2
MLP CNN Avg FID| | MLP CNN Avg FID| ‘ MLP CNN Avg FIDJ] | MLP CNN Avg FID]
DP-MERF [18] X 73.8 634 632 1033 726 700 606 100.7 751 640 587 965 706 69.0 524 1498
DPDM (FID) [11] X 84.8 873 741 8.0 826 853 721 179 744 771 667 451 553 555 456 76.7
DPDM (Acc) [11] X 86.4 877 733 7.0 83.1 854 726 18.1 76.1 78.6 688 503 692 727 655 1265
DP-MEPF [19] v 749 794 697 86.7 740 787 660 89.1 745 7677 632 1023 710 69.7 47.1 1675
DP-SGD DM v 85.8 87.6 738 5.7 823 846 711 6.4 65.7 69.7 539 165 442 508 417 384
DPDM (Pub) v 86.5 879 739 52 82.0 850 712 104 76,5 802 698 209 704 738 683 40.2
dp-promise (this work) v 85.7 874 735 4.8 834 855 731 6.3 784 81.6 692 13.6 678 0685 0624 348
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Gray-scale Datasets (Images)

O/2245 0627
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Figure 3: The synthetic data generated by DP-MERF, DPDM, DP-MEPFE, DP-SGD DM, and dp-promise under € = 10 and
8 = 10~ on MNIST and Fashion-MNIST. The original data is presented in the last row.



Gray-scale Datasets (privacy-utility trade-off)

Non-private
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DP-MEPF
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Color Datasets (metrics)

CelebA Dy e=10 €=35 e=1
FID| ISt | FID| ISt | FID| ISt
DPDM (FID) [11] X 209 20 458 2.1 725 2.1
DP-MEPF [19] v 180 2.5 189 24 197 2.6
DPDM (Pub) v 8.6 25 8.8 24 104 24
DP-Diffusion [17] v 8.5 2.4 9.5 26 122 26
dp-promise (this work) v 60 25 65 25 90 26
CIFAR-10 Dy =10 €=> e=1
FID| ISt | FID| ISt | FID{ ISt
DPDM (FID) [11] X 928 3.7 1065 35 1284 34
DP-MEPF [19] v 326 73 388 65 432 6.1
DPDM (Pub) v 209 84 227 83 276 82
DP-Diffusion [17] v 198 82 235 81 265 85
dp-promise (this work) v 179 86 189 87 218 9.1
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Higher Resolution & Ablation Studies

Methods e=10 €= e=1
FID| ISt | FID| ISt | FID] ISt
DPDM (Pub) 465 2.0 502 2.1 583 25

dp-promise (this work) 283 25 26.2 2.6 291 2.7

Methods MNIST Fashion-MNIST

MLP CNN Avg FID| | MLP CNN Avg FID|

without Phase I 95.7 97.8 844 2.5 822 835 727 6.8
with Phase | 958 981 848 23 824 849 725 6.5
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Conclusion

* We Iintroduce dp-promise, a new framework for training
differentially private diffusion models.

* Our method first leverages the noise in the forward process
to reduce information loss In private training.

* We provide DP theoretical analysis.

* Experimental results show dp-promise’s effectiveness under
practical privacy budgets.



Thank you for your time!

Contact: wanghch@njust.edu.cn
Code: https://github.com/deabfc/dp-promise
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