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JavaScript Engine

• JavaScript engines are widely used in various applications 
• Web browsers
• PDF readers
• React Native applications
• …
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JIT Compiler

• JIT compiler is complex and incorporates various optimizations
• Common Subexpression Elimination (CSE)
• Loop Invariant Code Motion (LICM)
• Constant Folding
• Dead Code Elimination (DCE)
• Strength Reduction
• Bound Check Elimination (BCE)
• CFG Simplification
• …
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JIT Compiler

• JIT compiler is complex and incorporates various optimizations
• Potential hotspot for vulnerabilities within JavaScript engines
• CVE-2019-5857
• CVE-2019-8518
• CVE-2020-9802
• CVE-2021-30599
• CVE-2021-21230
• CVE-2022-46691
• CVE-2023-32439
• …
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From FuzzJIT (Usenix Security 2023)
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The optimization is triggered and there is an error in the optimization.
From FuzzJIT (Usenix Security 2023)



How to find JIT optimization bugs?

• Edge coverage-guided fuzzing ?
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How to find JIT optimization bugs?

• Edge coverage-guided fuzzing ?
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Merely exploring new code is insufficient for finding bugs in the JIT 
optimization passes. Why?
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Analysis on JIT Optimization

• Optimization Path

• Three Observations:

• Enter Optimization ≠ Tigger Optimization

• Overlooked Optimization Path

• Imbalanced Testing for Optimization Path
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Optimization Path
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void convertToJump( BasicBlock* BB, BasicBlock* targetBB ) {
if ( CanMergeBlocks( BB, targetBB ) ) 

mergeBlocks( BB, targetBB ); //optimization
else

BB->replaceTerminal( Jump ); //optimization
}
void run( ) {

for ( BasicBlock* BB : graph ) {
if ( !BB )

continue;
switch ( BB>terminal( ) ) {

case Branch: 
…
if ( BB->successor( 0 ) == BB->successor( 1 ) ) {

convertToJump( BB, BB->successor( 0 ) );
break;

}
case Switch: 

for ( int i = 0; i < cases.size( ); i++ ) {
// Analyze the target of cases

}
if ( cases.isEmpty( ) ) {

convertToJump( BB, BB->fallThrough( ) );
break;

}
}

}
}
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• A large outer loop

• Traverse the intermediate representation (IR) of 

the optimized JavaScript code.

• The optimization is triggered if a specific 

condition is met.      Optimization path

• The functionality of the optimization pass is 

manifested in these optimization paths.

Optimization Path: 9 11    14    15    2    3



Enter Optimization ≠ Tigger Optimization
• During JIT compilation, each 

optimization pass is executed.

• Multiple conditions must be met for 
triggering the optimization.

• Fuzzing on JavaScriptCore
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Fuzzer Total 
Testcase

Enter 
LICM

Tigger 
LICM

DIE 1370090 721074 263908 (36.6%)
Fuzzilli 17406775 8266477 3660644 (44.3%)



Overlooked Optimization Path
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• The test case which triggers a new 
optimization path may be missed in 
edge coverage-guided fuzzing.

• 4 path executed, 3 seeds preserved 
• Path 9 11    14    15    2    3
• Path 9 11    14    15    2    4    5
• Path 9 11    22    23    2    3
• Path 9     11    22    23    2    4    5 (missed)

• Overlook underlying vulnerabilities



Imbalanced Testing for Optimization Path

12

• Optimization paths with easily satisfied 
conditions undergo more testing, while 
those with challenging conditions are 
tested less.

• Number of times 4 paths were tested
• Path 9 11    14    15    2    3       (11)
• Path 9 11    14    15    2    4    5 (1)
• Path 9 11    22    23    2    3       (83)
• Path 9     11    22    23    2    4    5 (0)
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Design

It is crucial to not only test up the optimization pass, but also to 
comprehensively test the optimization paths within that pass.
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Optimization Trunk path

• Optimization path-guided fuzzing?
• Enter Optimization ≠ Tigger Optimization
• Overlooked Optimization Path
• Imbalanced Testing for Optimization Path
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Optimization Trunk path

• Optimization path-guided fuzzing?
• Enter Optimization ≠ Tigger Optimization
• Overlooked Optimization Path
• Imbalanced Testing for Optimization Path
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There are inner nested loops in the 
optimization path!

Explosion in the number of seeds



Optimization Trunk path
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There are inner nested loops in the 
optimization path!

Explosion in the number of seeds

void convertToJump( BasicBlock* BB, BasicBlock* targetBB ) {
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Optimization Trunk path
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void convertToJump( BasicBlock* BB, BasicBlock* targetBB ) {
if ( CanMergeBlocks( BB, targetBB ) ) 

mergeBlocks( BB, targetBB ); //optimization
else
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}
void run( ) {
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switch ( BB>terminal( ) ) {

case Branch: 
…
if ( BB->successor( 0 ) == BB->successor( 1 ) ) {

convertToJump( BB, BB->successor( 0 ) );
break;

}
case Switch: 

Ignore the nested inner loops
if ( cases.isEmpty( ) ) {
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Optimization Trunk path (OptPath)
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• The OptPath represents a path within the 
outer loop, which ignores the nested 
inner loop.

• OptPath
• 9    11    12    14    15    2    3    26    27
• 9    10    27     early exit



Seed Preservation

• If a test case triggers a new OptPath, it is preserved as a seed.
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Seed Scheduling

• A two-tier seed queue
• Make the OptPaths which are tested less get more chance to be tested.
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Workflow
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Discussion
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• Early exit branches in OptPaths
• Seed Scheduling
• Exit branches that have been tested more frequently are not selected for mutation.

• Ignored inner loops
• When outer loops undergo frequent testing, a majority of paths within inner loops 

also receive more comprehensive testing.
• A more fine-grained feedback vs. Additional overhead



Evaluation

• Setup
• Baseline

• Superion
• DIE
• Fuzzilli
• FuzzJIT

• Target
• V8 in Google Chrome
• JavaScriptCore in Safari
• SpiderMonkey in Firefox
• Hermes developed by Facebook
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• Bug Finding Ability
• Bug List
• Short-term and long-term experiment

• Exploration of OptPaths
• Ablation Experiment
• Seed Preservation
• Seed Scheduling
• Trimming
• Threshold
• Switching Strategy

• Code Coverage



Bug Finding Ability

• 36 new bugs
• 26 bugs are confirmed
• 4 security-sensitive bugs, 3 CVE
• 1 new bug in V8
• 17 new bugs in JavaScriptCore
• 5 new bugs in SpiderMonkey
• 13 new bugs in Hermes
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Exploration of OptPaths

• OptFuzz can explore more OptPaths than other fuzzers.

• Compared to OptFuzz, Superion, DIE, Fuzzilli and FuzzJIT were able to explore 
38.6%, 67.5%, 86.0% and 81.9% of the OptPaths, respectively.
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Ablation Experiment

• Seed Preservation
• Among various strategies, OptFuzz yield the fewest number of seeds but 

find the most number of bugs.

26



Conclusion

• This paper summarizes three observations:
• Enter Optimization ≠ Tigger Optimization
• Edge coverage-guided fuzzing may overlook test cases that trigger new 

optimization paths.
• Imbalanced Testing for Optimization Path

• A novel fuzzing technique that leverage optimization trunk paths to guide 
fuzz testing.
• Through extensive testing, OptFuzz found 36 new bugs in JavaScriptCore, 

V8, SpiderMonkey, and Hermes.
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